INFO TECH
IEC 61850 Software Library

Prepared by
Hubert Lyskawa and Wojciech Kozlowski
July 2008

We reserve all rights in this document and in the information contained therein. Reproduction, use or disclosure to third parties without express
authority is strictly forbidden.

If this document has accidentally orillegally come into your possession, please prevent it from being used and inform INFO TECH using contact
references given at www.infotech.pl

© Copyright INFO TECH sp.j. 2008

INFO TECH

your partner in R&D



New IEC 61850
communication standard

[1 The gossip says:
B Terribly complex collection of protocols and models
B Incomprehensive documentation
B Costly implementation

[0 The truth is:

B Easy to use and understand

B Complex only in the implementation (like many
modern technologies including Internet, GSM, GPS)

B There are ready solutions — software libraries -
offered to reduce the development effort and cost
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Most common problems

[0 Terminology

B Client / server vs master / slave

B |ogical device = module

B Logical node = function

B Data object = structured application data

B Data attribute = elementary parameter value
1 Notation

®m ASN in the documentation, UML in modeling
[0 Abstract model and actual protocol

Hierarchical models and flat MMS protocol variable

space
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INFO TECH solution

“This is not American ...”

INFO TECH IEC61850 Software Library:

Designed in 2006 by INFO TECH
Updates following tissue.iec61850.com

First implementations of servers and clients in
the beginning of 2007

Licensed to several companies in Europe
Applied by INFO TECH to build testing tools
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Software architecture
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User of IEC 61850

SCSM

ACSE

COPP

COSP

COTP

RFC 1006

TCP/IP

Ethernet

Application

Mapping to the
protocol

MMS library

Lower layers

Ethernet



Client stack

O O

E0

Operating systems

| MS Windows 2000, XP, ...

| Linux

Multithreaded with process synchronization
Connections

[ Application driven

u Unlimited number of simultaneous connections
Source code

[ ANSI C / C++

Memory allocation

| Dynamic

Software linking

| Static

Access to data (server model replica)

| Direct access to MMS objects

[ XML based data interface

Diagnostics

| Configurable logging on protocol layers

[ Debugging support
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Client stack parameters

[0  Client and server identification
m [P address
B Selectors of transport layer, session layer, presentation layer
m  Application ID on presentation layer
[0 Time-out control
B Keep-alive
B Session layer time-out
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Server stack

[0  Operating systems
m Embedded
| Linux, MS Windows 2000, XP, ...
[0 Connections
u On client request
u Pre-configured maximum number of simultaneous connections
[0  Source code
u ANSI C, optimized for embedded systems
O Memory
u Static allocation
o Required minimum: 0.5 MB Flash and 0.5 MB RAM
u In devices with configurable/programmable application recommended 1 MB Flash
n In devices buffering large amount of event data recommended 1 MB RAM
0  Software linking
u Static
[0  Access to application data
u Direct access to variables or via function calls
u Non-volatile memory required for some data
= Diagnostics
n Simulation on PC, debugger in target environment
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Server stack parameters

[0  Client and server identification
m [P address
B Selectors of transport layer, session layer, presentation layer
m  Application ID on presentation layer
[0 Time-out control
B Keep-alive
B Session layer time-out
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Library deployment

[0 Client

B Server seen as VMD object

B Depending on the application requirements, the
interface to MMS layer from GUI software module or
DB management module may be sufficient

[1 Example of client application

B 61850 Avenue tool — with presentation of object
hierarchy according to Part 7-2, not MMS layer
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61850 Avenue
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Library deployment

[1 Server

B Application data mapping to IEC 61850 objects in
MS Excel sheets

B Automated mapping code generation

B Successful porting to various platforms, including
embedded RTOS, uClinux, Linux, MS Windows

[1 Example of server implementation

B Protection relay simulator with IEC 61850 server
and GOOSE publisher and subscriber
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Protection relay simulator
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Simulation of protection relay with IEC61850 server
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&

Owvercurrent protection
I=

X BLOCK @)
sTART @

I E——
TRIP
0 54] 100 E .

RTRIP @

ILT = 45

CX e

IL3 = &3

INFO TECH

your partner in R&D




Contact:

www.infotech.pl
www.61850.pl

INFO TECH sp.]j.
Edisona 14
PL 80-172 Gdansk

wojciech.kozlowski@infotech.pl

Tel. +48 58 3018527
Mob. +48 602 799756
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