61850 Avenue 2.1
Substation Communication Tool

User guide

Prepared by Wojciech E. Kozlowski
Version: April 2021

We reserve all rights in this document and in the information contained therein. Reproduction, use or disclosure to third parties without express
authority is strictly forbidden.

If this document has accidentally or illegally come into your possession, please prevent it from being used and inform INFO TECH using contact
references given at www.infotech.pl

© Copyright INFO TECH sp.j. 2021

INFO TECH

your partner in R&D



Contents

0

O
I:I

Information on the product and supplier
Installation procedure
61850 Avenue - IEC 61850 client

Connection with server device and data model browsing
Import of SCL file and connection with server device
Reporting function

Control services

Creating dynamic datasets

Activation and editing of setting groups

Log view

Generation of ICD/CID file

61850 Relay Simulator
GOOSE toolset: GOOSE Sender and GOOSE Receiver

Publishing GOOSE messages
Subscribing GOOSE messages
R-GOOSE

Sampled Values toolset: SAV Sender and SAV Receiver

Transmission of Sampled Values
Reception and processing of Sampled Values
R-SV

File Transfer Tool
61850 ICD Editor
Supplier contact information

INFO TECH

your partner in R&D

14
16
20
26
33
37
39
46
50
52
57
59
63
68
70
72
76
83
84
89
93



INFO TECH sp.].

[0 Experts in the field of communication solutions for power
automation and industrial automation.

[0 Renowned supplier of protocol software libraries and tools
for communication testing and device simulation.

[0 As of December 2020, the licensed INFO TECH software is
the basis for implementing IEC 61850 interfaces in the
products of about 45 companies and institutions from 15
countries of Europe, Asia and North America.

[0 INFO TECH offers also:
® Hands-on trainings on IEC 61850 communication,
B Conformance testing of the IEC 61850 interfaces,

B Audits and diagnostics of systems using IEC 61850
communication.
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Product from the renowned supplier of
communication software libraries and
testing tools for automation systems

Other known products from this area:

[0 ProtAn - protocol analyzer for serial asynchronous
communication (RS-232, R5-485)

[0 ProtAn for Ethernet - protocol analyzer for Ethernet
networks

[0 ProTester - simulation tools for master and slave
stations of protocols operating on serial and TCP/IP based
networks

[0 IEC 61850 Software Library (source code)

[0 61850 SCL Runner - simulator of IEC 61850 server
devices based on their description in SCL files
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61850 Avenue toolset

[0 61850 Avenue: set of tool programs for testing IEC 61850 communication,
developed with the use of INFO TECH IEC61850 Software Library

[0 First tool of the package - 61850 Avenue client tool: beta version supplied
to selected customers already in January 2007

[0 First official release: May 2007 (together with the server program 61850
Relay Simulator)

[0 Updates and functional extensions in the following years

[0 GOOSE toolset: added in January 2008

[0 Sampled Values toolset: added in December 2011

[0  File Transfer toolset: added in February 2012

[0 61850 Avenue 2.0: released in April 2013
| Added support of Edition 2.0
u Added message logging
u Added Process Data View

[0 Update of IEC 61850 client GUI: version 2.1 released in April 2018

[0 Routable GOOSE and Routable SV options added in September 2019

[0 Added support of Edition 2.1 in the release of January 2021

The name 61850 Avenue was adopted to the whole toolset package
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Awarded product

[0 INFO TECH IEC61850 Software Library (source code) together
with the testing and simulation toolsets (61850 Avenue and
61850 SCL Runner) — was honored with a prestigious award -
Honorable Commendation of the International Power
Industry Fair ENERGETAB 2017
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Wide applicability of the toolset

[0 Suitable for:

testing devices and systems with IEC 61850
communication,

commissioning of IEC 61850 based systems,

development projects implementing IEC 61850
communication,

verification of product conformance with the IEC 61850
standard,

practical learning of the IEC 61850 standard.

0 Truly easy to learn and apply ...

0 All programs include the context help function
invokable with F1 key.
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61850 Avenue

Your safe and easy road to learn and use the
IEC 61850 standard.

Welcomel!
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Installation procedure

Supported platforms:
PC running

MS Windows

7, 8, 10.

We recommend
MS Windows 10.
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To install the software

From the supplied CD: possible start in autorun mode.

Alternatively: invoke the program start.exe from the installation
package directory

61850 Avenue
61850 Relay Simulator
GOOSE Toolset
HASP
ICDEditor
msi 3.1
5V Toolset

| autorun.inf

| config.aml
F [Tico
"L License.pdf

l"r- start.exe
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License

[0 Before installing the software please learn
and accept the licensing terms described in
the paper note attached to the CD and/or in
the file License.pdf

[0 Please acknowledge the following notice concerning
the USB license key:

B The supplied license key represents the value you have
purchased. Please take care of it and protect it from losing
or damaging like any other object of value. Please
understand that we cannot replace lost, corrupted or
physically damaged keys.
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Installation steps

[0 After starting the installation program the following list of
documents, applications and drivers will be displayed - it is

possible to install only selected tool programs and omit those
which will not be used.

[0 At first, read the license agreement.

61850 Avenue Toolset Installer (%]

Double click item to execute action

Yiew INFO TECH Software License Agreement,
View “Head Me™

61850 Avenue

61850 Relay Simulator
61850 ICD Editor
GOOSE Toolset
Sampled ¥alues Toolzet
HASP HL drivers

IN¥O TECH
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Third party components

[0 HASP HL drivers - to manage the USB license key

[0 WinPcap 4.1.3 used by Relay Simulator, GOOSE
toolset, SV toolset (alternatively, it is possible to
use Win10Pcap or Npcap if already installed)
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IEC 61850 client tool
(61850 Avenue)

lecich Rignen
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Initial view after the first start-up of

61850 Avenue client

Servers — window with the list of
server devices to communicate

with. \
Properties — window with the list

of connection parameters of the
selected server (connection
parameters can be saved in the
configuration file).

Main operation view — for
folders with server data models.

F 61850 Avenue 2.1.11

Server  Connection  Window  Help

Servers n

Log view — chronological view of
operations (commands,
responses and events) occurring
during the interactions with

server devices. \

Log
S
Time Server Message
10:47:18.441 Program started

T

Program started

B x
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Connection to a new server device
with data model browsing

F 61850 Avenue - New [EC-61850 server [127.0.0.1]
Server  Connection  Window  Help
B MNew Ctr+N | n
@ Open Ctrl+ 0
%, Delete Del | Mew (Ctrl+N]
H  Save configuration  Ctrl+5
& Connect
Exit

F 61850 Avenue 2.1.10 - New |EC-61850 server [127.0.0.1]

Server  Connection  Window  Help

mA A S

New |[EC-61850 server [127.0.0.1]*

From Server menu select
New command to define a
new server device.
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=4l | =

B Main ~
Name MNew IEC-61850 server
Address 127.0.0.1
Part 102

E Remote OS5I Parameters
AE Qualifier 12
Application 1D 1.1.1.999.1

05I Presentation Selector 00000001
05| Session Selector 0001
05| Transport Selector 0001
E Substation Configuration
IED name

RCB Indexing Defauilt
5CL File Name

E Transport Layer Security
Use TLS Disabled

TLS authentication mode Regquired
TLS CA certfficates files
TLS own cerificates files
TLS private key
TLS private keyphrase
B Authentication

Mechanism Name MNone:

Password

Certfficate
B Local OS] Parameters

AE Qualifier 12

Application |D 1.1.1.999

Application Timeout [s] 10

Max. MM3 Frame Size 65280 hd
Address

Intemet Protocol Address of remote device
(IPv4, IPvE or name).

A new server |IED with the

name New IEC-61850 server
and IP address [127.0.0.1] will
appear in Properties window.

F 61850 Avenue - New IEC-61850 server [127.0.0.1]

Server  Connection  Window  Help

& Mew |[EC-61850 server [127.0.0.11*

* after the name of the IED
server device means
unsaved configuration.
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Assigning target name and IP address
to a new server device for browsing

In Servers window write
the target device name in
place of default New
IEC-61850 server and
the target IP address in

place of 127.0.0.1. —
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r 51850 Avenue 2.1.10 - Tested_Relay [127.0.0.1]

Server  Connection  Window  Help

= mEA S

=4l | =
Main ~
Tested_Relay
Address 127.0.01
Port 102
E Remote 051 Parameters
AE Qualifier 12
Application 1D 1.1.1.9991

051 Presentation Selector 00000001
051 Session Selector 0001
05l Transport Selector 0001

E Substation Configuration

IED name
RCE Indexing Default
SCL File Name
E Transport Layer Security
Use TLS Disabled

TLS authentication mode Required
TLS CA cerificates files
TLS own certificates files
TLS private key
TLS private keyphrase
=B Authentication

Mechanism Name None v

Name
Mame of the server for easy identification.

61850 Avenue - Tested_Relay [127.0.0.1]

Server Connection Window  Help

Servers o
W W m: &

o L] L] !ﬂ

‘ ..... Tested Relay[127.0.01 ‘

Now the client-server connection
can be established: in Server
window from context menu of the
selected device invoke the
command Connect
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Connection to a server with the use
of Transport Layer Security (TLS)

The use of TLS can be enabled by setting to
Enabled the parameter Use TLS in section
Transport Layer Security of Server
Communication Profile.

The following parameters can be also configured:
TLS authentication mode — selection between
Required authentication with TLS CA certificate
or Optional

TLS CA certificates files - path to TLS CA
certificate (necessary if TLS authentication mode
is set to Required)

TLS own certificates files - path to Client TLS
certificate

TLS private key - path to TLS private key

TLS private keyphrase - password of TLS
private key (if set)

INFO TECH
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F 61850 Avenue 2.1.10 - Server_TLS [192.168.8.194]

Server  Connection  Window  Help

Senvers

ERCEN BN =~ Iyl

r TLS [192.168.8.194] *

214 |
|ED name

RCE Indexing
SCL File Mame

TLS authentication mode Required

TLS CA cerificates files DA Projekty\5_INFO-TH

TLS own certificates files

TLS private key

TLS private keyphrase

= Authentication
Mechanism Name None

Password
[ e T S

Use TLS
TLS usage.
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Server device data model displayed
after connecting and browsing

Fast exploration of the
server device data model.

INFO TECH
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F 61830 Avenue 2.1,10 - Tested_Relay [127.0.0.1]

Tested Relay [127.0.0.1]

F o7 @O Lk DS

Server Connection  Window  Help
CErvers o
. = o~
o 1 = z ~ <9 ~3
o . - (il--: % -';'!'__ ﬁ = ﬁ fé L’
= Tested Relay[127.0.0.1
=4l |3
B Main .n
MName Tested Relay
Address 127.0.01
Port 102
E Remote 05| Parameters
AE Gualifier 12
Application |0 1179991

051 Presentation Selector 000000071
(0151 Session Selector o001
05] Tanaport Selector 0007

B Substation Configuration
|IED name
RCH Indexing
SCL File Mame

Def auilt

Association
DemoMeasurement
-LN LLMO

~LN LPHD1

LN I3pMHAIL
~LN I3pMMELI1
~LN U3pMMx2

DemoProtCtrl

LM LLMO

LN LFHD1
(LN DIGGIO1
LN I3GHFTOCL
~LN I3GHFTRC1
[#--LN ObjlCSWI1
LN ObjiXCER1
LN ObjZx5WI1
LN Obj3CsSwWI2
LN Obj3XCBR2
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Connection to a new server device
using its SCL description file

F 61850 Avenue - Tested_Relay [127.0.0.1]
Server  Connection Window  Help
w New Ctrl+N P Invoke Open command and select an SCL file
@: Open 0y describing the server device.
B, Delete Drel ] ‘
H  Save config| Show from file (Ctrl+0) |~ Servers found =
&  Connect el
. Show Connect IP Address IED' Name File Walidation
Show offline
W 127.0.0.1 Dema CalUsers‘\michal \Deskto... |OK
Mowe Up
Maowve Down
Hay
Exit
For UL
| Open schema validation log oK | | Cancel

After selecting the file set check boxes:
- Show - to display the server preview (offline mode),
- Connect - to automatically connect to the server.
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Explanation of Show and Connect options

After selecting the Connect
option, the client will be
automatically connected to the

server. \ e

When the Show option is

r 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection  Window  Help

EERA I SES | I OBs

checked, the device data
model will appear in the Main
operation view.

INFO TECH
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- Dlemo [127.0.0.1 @ Assodation
=J-[[D] DemoMeasurement
. [-LM LLND
e _ . [#~LN LPHD1
(= 2 | = | i E-LN I3pMHATL
E Main P LN 13pMMXU1
Name Demo © [N U3phMMxUZ2
Address ﬁ =1-LD DemoProtCtrl
— 102 [-LM LLND
El Remote OSI Parameters LM LPHD1
AE Qualfier 12 [-LM DIGGIO1
Application 1D 1.1.1.999.1 LM I3GtPTOCL
05| Presentation Selector 00000001 iﬁ---LH [3GHFTRC1
05| Session Selector 0o iﬁ---LH Obj1CsWI1
05| Transport Selector 0007 iﬁ---LH Obj1xCBR1
El Substation Configuration LM Obj2¥sSwI1
IED name [-LN Obj3CSWI2
RACE Indexing Default LM Obj3¥CER2
Tl Rlas klamas
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Connection establishing after
importing SCL file

Click Connect icon to connect with the device in the network W_
¥ 61850 Avenue 2.1.10 - Demo [127.0.0.1] l ,9’ J‘-{‘j ® ﬁ US

Server  Connection  Window  Help |_| *Cnnnect k (=
GEMVERS i i L o Demeo [127.0.0.1] '_I IERE
!.5 “1“5 ﬁ H ,6)’ ;3 ’g ﬁ’q (] ﬁ IJS R._.J' Default Scope ~ | Find...
=- D;emcr ‘IZ?.D.D.‘Il L0 T Name FC  Walue
LD . DemeProtCtrl/Ob... ST {stVal=1
2 T DemoProtCtrl/Ob... ST {stVal=1
-0 Mod DemoProtCirliLL.. ST {stval=h
D Beh DemcProtCtrl13.. ST {stVal=c
D Health DemoProtCtrl/13.. ST {general
D MNamPit DemoProtCtrl/I3.. ST f{general
-~ I loc DemoProtCtrl13... ST {general
D% D51_Disconnector DemoProtCtr/Ob.. ST {stVal=1
~-{08] D52_Protection DemcProtCtrl/Ob.. ST {stval=1
--0% D53_GO0SE
--0% D54_GO0SE
E!-Z £-|r | _| . BR brcb0i
E Main ~ BB breb02 Off-line model
Mame Demo - RP urch0l . .
Address 127.0.0.1 RP urch02 browsing possible.
Port 102 GO gebl
= Remote OS] Parameters GO gch2
AE Qualfier 12 86 SGCB
Application |D 1.1.1.999.1 [#-LN LPHD1

INFO TECH
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Refresh Current Object on LD, LN
or DO/DA

Click Refresh Current Object on LD, LN or

DO/DA level to read data with selection of FC.

~y
K_> | ST.CF.DC, EX. BR, v|

- @ Association

E DemoMeasurement

#-LN LLMO

VO

r refresh i

II\| Refresh current object H:C

Pemo [127.00.1] X

® ﬂ US &> N [EFEEBC EXLBR. v Find..

| o & Association |
=T NemnMeas rement

Mame | Functional constraints selectio

850 Avenue 2.1.10 - Demo [127.0.0.1]

Server  Connection  Window  Help

SEIVELS il L B a Demo [127.0.0.1]
4IE Cii = = ey ﬁg A & ﬁ,q @) ﬁ US e ST.CF.DC.EX.RP, | Find
[] 5T
B Dem-:- ‘IZTIJIJ‘Il - (@ Association Name7] CF Valt

EI LD DemoMeasurement DC
¢ E-LN LLNO EX

~LN LPHDL meR

e 2 | = LN I3pMHAIL RP
B Main ~ © BE-LM I3pMMXUL Mx,
MName Demo [+--LN U3pMMEL2
Address 127.0.0.1 (LD DemoPratCirl
Port n2?

INFO TECH
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Data model view

True data model as
defined in IEC 61850-7.

No confusion with MMS
Named Variable space.

The tool can maintain
connections to multiple
server devices.

INFO TECH

your partner in R&D

Demo [127.0.0.1] -
I 7 ORF)S Sxcre ] fina. AV O@
@ Association A || Name FC  Walue
-LD DemoMeasurement Maod {stVal=on, g=0000000000000 {Good, Process], t=20...
(LN LLNO Bsh {stVal=on, g=0000000000000 {Good, Processt, t=20...
G-LN LPHD1 Health {stVal=Ok, q=0000000000000 {Good, Process}, t=20...
"'L" [3pMHATL MamPlt {vendor=INFO TECH, swRev=1.0, d=Current measur...
=L 13pMMXU1 (=) {phsA=lcVal={mag={f=0}}, g=0000000000000 {Good, ...
------ D Mod phsA, {cVal=lmag={f=0}}, g=0000000000000 {Good, Proce. ..
------ D Beh phsB {cVal={mag={f=0}}, g=0000000000000 {Good, Proce. ..
------ D Health = phsC {cVal={mag={f=0}}, g=0000000000000 {Good, Proce...
D NamPit cVal MX  {mag=f=0}}
= I] A g M 0000000000000 {Good. Process)
r- 0 phsA t MX  2020-12-14 07:17:59.403 [Leap Second Known][Tim...
----- D phsE units CF  {SlUnit=A]}
--[D] phsC d DC Phase C current
[+-LH U3pMMxUZ d OC 3 phase current
= L0 DemoProtCtrl
LN LLND
LN LPHD1
[-LN DIGGIO1
LN I3GPTOCL
LN I3GPTRC1
[-LN LTRK1
[-LM Obj1CSWIL w
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Possible simultaneous connections
with multiple servers

In Main operation view the

tabs of server devices can be
arranged as preferred by the
tool user.

Dema [127.000] X -

RegrTestEd? [192.168.11.158] X

I OoRhs Shmxen & ¥ @ $ s &

Server  Connection

¥ 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Window

Defely TestEd2 [192.168.11.158]

Demo [127.0.0.1]

RegrlestEd2 [192.168.11.158]

;Sf ﬁfq - _,:ﬁ %S e ST, CF, DC, EX, BR,

- @ Association # || Name @ Assodation Hame
=-LDN DemoMeasurement E Mod [#-LD RegrTestEd2Application
[#-[LH] LLND # Beh [1;3---LD RegrTestEd2MUOL
[#-LN LPHD1 #  Health (- LD RegrTestEd2Measurement
[F-LN I3pMHATL B NamPlt [#-LD RegrTestEd2ProtCtrl
[=~LN 13pMMxLI1
oD Mod
- D Beh
- Health
-0 NamPlt
DA

=]

H Demo

258 127.0.01
102

ote 051 Parameters

ualifier 12

cation 1D 1.1.1.999.1

‘resentation Se 00000001
jession Selectc 0001
Transport Selec 0001

Assodation A || Name FC
D DemoMeasurement Mod
[-{LH] LLMO Beh

LN 13pMHALL NamPlt

LM I3pMMXUL
D Mod
D Beh
D Health
O MamPlt
D

~LH U3pMMiU2
CemoProtCirl
#-LM LLNO

‘LM LPHD1
LN DIGGIO1
LN T3GHFTOCT

LN I3GtPTRCL

BERB

Seguence Number: I:l Datz

INFO TECH |

your partner in R&D

[k
o =
o s station Configuration
[ lame Demo
g et Indexing Default
[#+EN I3GHPTOCL W -
File Mame
= L[ sport Layer Security
"k < Sequence Number: I:I Data-Set: |_ 3 El‘x = Sequence Number: I:I II—LS Disabled
= [ Buffer Overfiow Configuration Revision: # [ Buffer Overflow Configurats thertication 1 Required
Entry Tdentifier: Tin Entry Identifier: CA cerificates 1
< ¥ | Data Reference o ™~ | Data Reference ~ "' certificates
Jrivate key
TPE T | |

Name:
MName of the server for easy identification.

[] Buffer Overflow Configuration |

Entry Identifier:

# Report ID
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Reporting function in IEC 61850

Reporting services as
defined in IEC 61850-7-2.

Reporting configuration
can be invoked from the

context menu of a chosen

rcb or using the program
icon.

Demo [127.0.0.,]

|':"LI] DemaoProtCir
IELH LLMO

INFO TECH
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Demo [127.0.0.1] ~
,67,:9 OB « uS e ]| Fin- AV O®
- @ Assodation Mame FC  Value
D L_I] DemoMeasurement RptlD ER

[=]--LM LLMO RptEna BR false
""" D Mod DatSet BR DemoMeasurement/LLND.DS1_Measurement
----- D Eeh CaonfRey BR 1
""" D Health OptFlds BR 0111111111 {seguence-number, report-time-stam...
----- 0 MamPlt BufTm ER 1000
----- DS D51 _Measureme SgMum BER 0O
2 D52_Al E  TrgOps BR 011111 {data-change, quality-change, data-update. ..
_____ Report Enable EE E |
. alse
R # Parameters... BR false
i RP Purge Buffer BR 0000ODOO00D00001

[#--LM LPH L BR 2020-12-14 07:17:55.655

#--LN 1313, Laenera LErrogatio

LN I3p0 -y

LN U3 &> GetBRCE Values

-1 DemoProtCirl
LN LLND

G-LN LPHD1
LN DIGGIOL
LM 13GtPTOCT v

BR
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function

Configuration of the reporting

BR / RP: dedicated
windows for review and
modification of reporting
parameters of BRCB /
URCB.

INFO TECH

your partner in R&D

ﬁ Demo [127.0.0.1]: DemoProtCel/LLNO.breb (1

Report |dentifier: |

Data Set Reference:

Corfiguration Revision: 2

Buffer Time [ms]: | 1000
Sequence Mumber: 0
Optional Fields

Data Reference
Buffer Overflow
Entry Identifier

Sequence Number
Report Time Stamp
Reason For Inclusion
Data Set Name

Apphy Enable &

DemoMeasurement/LLMN0D.DS2_All

Integrity Period ms]: |0 |

Entry Identifier:
Time Cf Entry:

Configuration Revision

Refresh

|0000000000000000 |

-Ing_ n-I n-I ey Ny N
Joa-U | -U UUTUUIOU DU

Trigger Options

Data Change (dcha)
Quality Change (gcha)
Data Update (dupd)
Integrity

General Intemogation




Selection of dataset for reporting

Selection from dropdown
list of all datasets present
in the device.

The list results from the
imported or explored
device data model and
includes also dynamically
created datasets.

INFO TECH
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ﬁ Demo [127.0.0.1]: DemoProtCtrl/LLMO.breb (01

Report Idertifier: |

Data Set Reference: DemoMeasurement /LLND.DS2_All

Configuration Revision: DemoMeasurement/LLN0.0S1_Measurement

Buffer T i DemoMeasurement/LLN0.DS2 Al
er Time [ms]: DemoProtCid/LLND.DS1_Disconnector
DemoProtCtd/LLND.DS2_Protection

Sequence Number: DemoProtCtd/LLND.D53_GOOSE
__ |DemoProtCii/LLND.DS4 GOOSE

Optional Fields
Sequence Mumber Data Reference

Report Time Stamp Buffer Overflow
Reasan For Inclusion Entry Identifier

Data Set Name Corfiguration Revision

Enable 3

Refresh

T gET OIS

Data Change (dchg)
Quality Change {gchg)
Data Update {dupd)
Integrity

General Intemogation

Close

28



Activation of the reporting function
and reports viewing

Report control block (BRCB or URCB) can be
enabled by invoking Report Enable command from

----- 0§ D4 _GOOSE || Gl
-[BR] E"'. : :
"R ©  Report Encble the context menu or using the program icon.
----- RF urc £f  Parameters... P
..... HF urc [
Purge Buffer
..... [.;u gd: : ; q
..... GO gck : ,-'-:.F ﬁ \c N
..... G S0 il ﬁ @ " ':'l E—’
~u ; r e
"> GetBRCE Values =-LD DemoProtCtrl Report Enable }| Name
=1 =L LLNO R
..... 0O Mod o,
:i‘x :l\-lf '_0 Sequence Mumber; EI Data Set: |DemnPrnﬂ:tI,ﬂ.LNDEDS1_Discnnne::b::r |
# Repart ID Reason code Buffer Overflow Configuration Revision: |1 | ID: |DemDPrntC1II,|"LLNDSBF‘.5brcbDI |
0 DemoProtCtrlLLNOSER Sbrcb01 dechg Entry Identifier: [0000000000000001 | Time of Entry: [2020-05-06 11:25:06.645 |
1 DemoProtCtrl/LLNOSER Sbrcbil 1 dchg
2 DemaProtCirl/LLNOSBR Sbrebi 1 dchg Data Reference FC Value "
3 DemoProtCtrl/LLNOSER Sbrcbil 1 dchg = DemoProtCtrl/Obj2XS\w1.Pos ST  Resson code: dehg
4 DemoProtCirl/LLNOSBR Shrehi 1 dcha stVal ST |01 {cfh
5 DemoProtCrlLLNOSBR $hrchi 1 dchg q ST 0000000000000 {Good, Process)
Bt 5T 2020-05-06 11:25:06.628 [Leap 5. v
£ >

INFO TECH
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Incoming reports are displayed in a traceable list.
A selected report content can be easily viewed.
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List of reports

All incoming reports are collected into
a list and presented with the following
information:

# - report number in the list,

Report ID — report identifier,
Received — reception timestamp,

SN - report sequence number set by
the reporting server (other formats in
case of segmented reports:

SN.s - where s is a segment number,
SN.sF - where s is a segment
number and F indicates the last
segment),

Data Set — reference name of the
dataset used for reporting,

Details off/on — show/hide the
details of the selected report.

INFO TECH
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Demo [127.00.1] X

DemoMeasurement/LLNOSER Sbrebi0 1
DemoMeasurement/LLND rcb01

- -
e G ﬁ r ﬂ;BH Find A, N S ,".,'Q'e @
P g (9% S & S| Find.. NV I©
@ Assodation A || Name FC Value ~
[=-L0 DemoMeasurement RetiD BR
LN LLNG RptEna BR true
D Mod DatSat BR DemoMeasurement/LLND.DS1_Measurement
D Beh ConfRev ER 1
- I Health OptFlds BR 0111111111 {sequence-number, report-time-stamp, reason-for-inclusi..,
- [N NamPlt BufTm ER 1000
- [§ D31_Measureme Sghlum ER 1
0§ D52_Al TraOps BR 011111 {dats-change, quality-change, data-update, integrity, general-...
R IntgPd ER 0
- BR brch02 Gl ER false
- RP urch01 PurgeBuf EBR false
| eRP urch02 EntrylD BR 00000D0DDDOO00DT
B LN L TimeOfEntry BR 2020-12-14 07:17:59.655
=L 13pMHATL )
€ > ]
: |:_T|i( -l-" ['-0 = Sequence NMumber: D Data Set: |DemoMeasurement,ﬂ.LNO.DSl_l‘v
& Report ID SM BOvf 2 Buffer Overflow Configuration Revision: ID: |DemoMeasurem:
DS oemotemwementhi osnRitechon S S i e Entry Identifier: [0000000000000001 | Time of Entry: [2020-12-1407:1
1 DemoMeasurement/LLNOSBR Sbreb01l 1 false Den
2 DemoMeasurement/LLNOSBR Sbrcb01 2 false  Den Data Reference FC Walue
3 DemoMeasurement/LLNOSER Sbrch01 3 false  Den = DemoMeasurement/|ZpMHAIT.HA M¥ Reason code: dupd
4 4 false  Den i~ phsAHar[0l.cVal.magf Mx 0
5 5 false Dem ™ ¥ phsAHar[0Lq M¥  D0DDOD0DOD00O £...
<

\

List of reports

/

Detailed view of
selected report
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Report detailed content viewing

For each report from the list its detailed content can be
examined. The following information is presented:
Sequence Number — report sequence number set by the
server,
Data Set — reference name of the dataset,
ID — report identifier,
Buffer Overflow — indication of buffer overflow
occurrence (for reports from BRCB only),
Configuration Revision — version of RCB configuration,
Time of Entry — time of report generation (report time
stamp — equal to Time of Entry for BRCB),
Entry ldentifier — report identifier (for reports from
BRCB only),
and the view of reported data including:
+ reference name of reported data (Data
Reference) with functional constraint (FC),
* reason (Reason Code) of including data in the
report,
* names and values of data components.

INFO TECH

your partner in R&D

Sequence Number: ()

Configuration Rewision

Dats Reference
= DemaProtCiriObjICSWI1 . Pos
stifal
q
t
x DemoProtCirl O 3C5W12 Pos
+ DemoProtCerl/LLND Lo stVal
= DemoProtCerlN3GIFTOCT. Sar
general
dirGenersl
q
t
¥ DemoProtCEl1IGIPTOCT Op
= DamoProtCerl13GHFTRCY Tr
general
q
t
= DemoProtCyl Ok 1XCER1 Pos

siival

= DemaProtCrlObNCEBR2 Pos
stval

a

£

Data Set:  DemoProtCii/LLNOSDS2Protection

ID:  DemoProtCid/LLNO AP unch2

Tima of Enlny: 20130206 17,04:57.088

Walue
Reason code: general-interrogation
10
BOO00OD000000
2013-03-28 10:06:58 755 [Time
Resson code: genarzl-interrogaton
Resson code: genersl-interrogation
Reason code: ganeral-interrogaton
False
3
0000000000100
1970-01-01 0@:00-00,000 jClock
Reason code: general-interrogaton
Reason code: general-interrogaton
False
QO00D0D00T00
1970-01-01 0-00-00.000 [Clock
Reason code: general-intesrogation
10
0000000000000
2071 3-01-25 10-08-55.755 [Time .
Reason code: general-interrogation
10
DODDOOO000000
2013-01-28 10:06:58 795 [Timea
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Data model view updates by reports

Data values received in reports update also the view of the data model. The
name and value of each updated data is emphasized using blue font. The
same visualization is applied to updates obtained upon read requests.

Demeo [127.0.0.1] ® =
I FORPISE gl - AV
o (@ Assodation A || Name FC | Value
=10 DemoMessurement H  Mod {stWal=on, g=D000000000000 {Good, Process}, t=2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits], ctl...
J-LM LLMND & Beh {st\al=cn, q=0000000000000 {Geood, Process}), t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits])
LM LPHD1 #  Heslth {stWal=0k, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits])
LN 13pMHAILL H MamPlt {vendor=INFO TECH, swRev=1.0, d=0Overcurrent protection |2}
LM 13pMMXU L H s {general=false, dirGeneral=bcth, g=0000000000000 {Goed, Frocess), t=2020-12-14 07:17:59.402 [Leap Second Known][Time ...
| LN U3pMMXU2 g ST false
E--LD DemoProtCtrl dircensral =T both
LN LLNO B q ST D0DOD0DDOODOD {Good, Process)
b£-LN LPHD1 t ST 2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits]
E-LN DIGGIO1 ¥ Op {general=false, g=D000000000000 {Good, Process), 1=2020-12-14 07:17:53.403 [Leap Second Known][Time Accuracy = 10 bits])
LN I3GHPTOC H  TmACry {setCharact=Multiline 1}
----- 0 Mod H  Stral {zethag=I=50}, units={SIUnit=A}}
..... I] Beh
----- D Hezlth
----- D MNamPlt
mEq
----- D COp
----- D TmACry
----- D Stryal
LN I3GtPTRCL
G-LN LTRKL
[-LN ObjICSWT1 -

INFO TEC

your partner in R&D



Control services in IEC 61850

Deme [127.0.0.1]

I

INFO TECH

your partner in R&D

& ;&q @.ﬁ S e ST.CF 2 Find..
- @ Association Mame FC  Value
---LI] DemoMeasurement Mad fstVal=on, q=000000(
El-LD DemoProtCtrl Beh {stVal=on, q=000000(
G-LN LLNO Heslth {stVal=Ok. g=000000
LN LPHD1 NamPlt {vendor=INFO TECH
GJ-LN DIGGIO1 Loc {stVal=false, g=0000(
E-LN [SGIPTOCL OpCnifs {stVal=0, g=0100000(
[-LN I3GIPTRC1 = Pos {stVal=10 {on), g=00C
LN ObjICswI1 stal ST 10{on}
""" D Mod q ST 0DODDODODD0OD {Goc
""" D Beh t ST 2020-05-06 07:09:32.
""" D Health Oper CO {ctiVal=false, origin=
""" D NamPit ctiModel CF direct-with-enhanced
..... D an
..... 0 OpCntRs
LN Eljgl:l Control...
(- LN Obj2 £ Get Data Values
LN Obj3C
[#1-LN Obj3X Set Data Values

| Demo (1270011 x [N
S & O% s

— 7]

| e O e O e O |
[t iyl gy L |

Services as defined in IEC 61850-7-2.
Control services can be invoked in the context menu
of the data model or using the program icon.

..
By
LN 13GPTOCL
LN T3GtPTRC1
~LN ObjiCSWI1

Associgffion | Control...

[F-LD Demojfleasurement
E-LD DemffProtCr
-LWLLMO

LPHD1
N DIGGIO1

----- 0D Mod

----- D Beh

----- D Health

----- D MamPlt

----- D Loc

----- D OpCntRs
--[0] Pos

~LN ObjlXCER1
~LN ObjZ¥sSwIl
~LN Obj3CcswI2
~LN Obj3XCBR2
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Control models and control
command parameters

Control command window

CO shows:

« present status of an object to
be controlled,

» parameters of control
command,

* buttons for control procedure
steps in accordance with
assigned control model,

* log of the control procedure
performance with client
requests, server responses
and reports with control results.

INFO TECH

your partner in R&D

® ) Demo [127.0.0.1]: DemoProtCtrl/Obj1CSWN .Pos

Status Infarmation

Value: |ﬂ1 {off}

Cuality: |ﬂDDDﬂDDDﬂDDDﬂ {Good, Process)

Time Stamp: |2'D'IBJD3-ZE 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Control
Walue: on frue)
Time
Time Stamp: [2018-03-26 15:14:21
Orginator

EE

Cortrol Mumber: |0

E~ | [ ] Use Cument Time

4k

[] Test
Check
[ Synchrocheck

Category: |remote-contral v 1d: [coasose2 | [HEX | [ iterock Check
o

Log

Time Service Message
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Control commands in test mode

The tool user should be
aware of consequences of
sending control commands
to devices.

When a server device is
intentionally switched to
TEST or TEST-BLOCKED
mode, it is possible 10 Sel mm—
Test flag for control
commands and perform
control operation as
specified for this mode.

INFO TECH

Status Infarmation

® ) Demo [127.0.0.1]: DemoProtCtrl/Obj1CSWN .Pos

Value: |ﬂ1 {off}

Cuality: |ﬂDDDﬂDDDﬂDDDﬂ {Good, Process)

Time Stamp: |2'D'IBJD3-ZE 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Control
e ——al w Control Number: |0 =

Time

Time Stamp: |2.|}1g.-|}3,25 15:14:21 [E~- | [] Use Cumrert Time E;ﬁ

Orginator [ Synchrocheck
Category: | remote-cortral «| 1d: [coas0862 | [HEX | O] tefock Check

ele & ele Operate Cance Refresh

Log

Time Service Message

your partner in R&D
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Tracing control commands
performance

If the new controlled

Status Information

® 0 Demo [127.0.0.1]: DemoProtCtrl/Obj1C5WI1.Pos

Value: A’lfﬂ {off}

object position is
reported, the status=
information will be
updated in the CO
window and in the data
model view.

Command execution
and its result are easy
to trace in the log.

INFO TECH

your partner in R&D

Qualty: | 0000000000000 {Good, Process} |

Time Stamp: |2'|]'IH-D3-Z'E 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Control
Walue: |un ftrue) v| Control Mumber: |0 =
Time
Time Stamp: |2ﬂ15,ﬂ}zﬁ 15:14:21 [E | [] Use Cument Time E;ﬂ
Orginater
[] Synchrocheck
Category: | remote-control Id: |CﬂﬁEﬂE'EE | |HEK v | [ Irtedock Check
Select = sele Operate Cance Riefresh
S -
Time Service Message
03:15:353593  Operate Request (ctlValue true)
03:15:35426  Operate Response positive
03:15:35427  Command Term. Positive (ctiValue true)
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Creating dynamic data sets

Persistent — created in LN context Non-persistent — created in Association context

Demo [127.0.0.1] » m—
S SO Bbs Q= I L

@ Assodation Name — @-—1090 | . o] Man
---LI.'I DemoMeasurement Mod . LD Hﬁs EEateilisiael |
=-LD DemoProtCtrl Beh =- ‘LD DemoProtCrl
LN LLND Health E-LH LLNO
LN LPHD1 NamBlt E-LN LPHD1
LN DIGGIO1 i LN DIGGIO1
=-{CH] = =- LI‘-I [3GPTOCL
..... D 15 Create Data Set Demo [127.0.0.1] X ‘D Mod
..... D . D EBeh
_____ p & Refresh ;9’ ﬁ{q @ ) .ﬁ ’lﬁs e ST.CF. D Health
..... o Get All Data Values - - D MamPlt
----- 1] Befrech Data Sets @ Association | Create Data Set i D Str
----- D [#-L0 DemoMeasurement Mod H
----- D TmACrv | =-LD DemoProtCirl Beh
..... D Strval ---|_|'|| LLMG Health g =
LN LPHD1 NamP WAORE - oSS
~LN DIGGIO1 Sir
EI m 13CHPTOC 1 Op . Create Data Set
...... O Mod TmACH [#-LD DemoMeasurement
...... D Beh StrVal 1-LD DemoProtCtr]

IJ;ZI---LH LLNO

INFO TECH

your partner in R&D 37



Steps of defining a new dataset

up to enable dataset definitione. The created dataset can be given a
name and its elements can be selected from the data model by the
command from context menu or by drag-and-drop operation.

Demo [127.004] X + | Demo[127.0.0.1]: Create dataset =+ L X

i L)_’{ q o .@, '!S e ST || Eind... Data Set Reference
c L Scope: | DemoProtCir/13GtPTOC

o @ Association A | | Mame FC Value Name: |NewDa1aSet
|4;3..-L|] DemoMeasurement B Mod {stVal=on, g=000000 :
=L DemoProtCirl ¥ Beh {stVal=on, q=00000( Data Set Members
El-LH LLND B Health {stVal=0k, g=00000
E-LH. LPvi # NamPit fvendor=INFO TECI Name FC
E-LN DIGGIO1 H oy {general=false, dirG DemoProtCtd /3Gt PTOCT Op ST
=-LH I3GPTOCT P ST false
----- D Mod dirGeneral ST both
----- D Beh ® g ST  0ODDODODO0OOD {Gc
----- D Health t ST 2020-05-06 07.0%:3:
l%l ;I':Jiml-'-‘lt B op {general=false, g=0{
_____ p D5 AddtoDataSet » DemoProtCtel/13GtPTOC. NewDataSet
""" 0 ®=* Get Data Values I
F-LN I3GtPTRC1 H

When the list of elements is complete

INFO TECH (s freme puon s conmanawil™

your partner in R&D

Upon invoking Create Data Set command a dedicated windoOw POPS  peme [127.00.1] % Create dats set

Data Set Reference
Scope: |DemoProtCtd/13GtPTOC

Mame: |MewDataSet

Data Set Members

MName

Demo ProtCtr 1 3GtPTOCT Str
Demo ProtCtd/13GtFTOCT Op
DemoProtCtd A3GtPTRCT. Tr

5T
5T
5T

Create Cancel
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Activation and edition of Setting

Groups

The data model of a server
device implementing setting
groups includes a Setting
Group Control Block object
(SGBC), placed always in
LLNO logical node.

SGCB attributes:

NumOfSG — how many
setting groups are included
in the logical device (LD),

* ActSG — which setting
group (number) is currently
in use,

« EditSG — which setting
group is currently available
for editing values.

INFO TECH

your partner in R&D

Demo [127.001] X

JOMIONE <

[ ¢ @ Association
—LI] DemoMeasurement
{ [@-LN LLNO

1-LN LPHD1

HEE
¢ [#-LN I3pMHAIL

I-LN I3pMMXU1

+--LN U3pMMxUZ
[=-LD DemoProtCirl

4

Z-LN LLND

-~ 0 Mod

-~ D Beh

- D Health

- O NamPlt

- D Loc

D% D51 _Disconnectt
D% D52_Protection
DS D33_GOOSE
--D§ DS4_GOOSE
- BR breb01

- BR brch02

- RP urcb01

- RP urcb02

B0 gch1

60 gch2

- 53

+-LN LPHD1

LRl DTOOTO

oF

:. MName
MumOfSG

ActSGE
EditSG
CnfEdit
LActTm

FC

SP
SP

» || Find...

Value
4

1

SP 0

SF
SF

false
2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits]
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Operations on SGCB

Demo [127.0.0.1]

SGCB context menu allows

: 5 of N = = )
toread all attribute values =& ¥ @ £k 5 2 Find.. AV D@
and to write attributes EI-LN LLND A || Name FC | Value
ActSG, EditSG, CnfSG, E i k.
ResvTms. A new value B T sl
should be set in Value field ::;’s E’Scl_mmmem: LActTm SP 2020-12-14 07:17:59.403 [Leap Second Known][Time Accurac. ..
of the attribute and B i
confirmed with a proper | - DS DS4_GOOSE
d ----- BR brcbO1
commana. | i BR brchoz
----- kP urcho1
----- kP urch02
But a more user-friendly Bt
option to configure SGCB e
and edit settings is to i 5 e
invoke Edit SG Values LN I3GPTRC Set SGCB Values
[#+-LN LTRK1
command. LN ObilCSWI1 "
£ >

INFO TECH

your partner in R&D



Setting Group Control window

Upon invoking
EditSGValues
command a
dedicated Setting
Group Control
window pops up to
enable all operations
on SGCB as well as
editing of values of
the selected setting

group.

INFO TECH

your partner in R&D

Demo [127.00.1] =

¥ @© £k sJS o

W

¥

|—'---L[I DemoProtCtrl MName
=-LN LLMO NumOfSG
..... I] Mod MSG
""" D Beh E4itSG
""" D Health CrfEdit
""" 0D MamPlt Lot Tm
..... D LDC

----- DS D51 _Disconnector
----- D5 D52_Protection
----- DS D53_GOOSE

----- DS D54 GOOSE

----- BR brcb01

----- BR brchd2

----- RP urchd1

----- RF urch02

[#-~LN LPHD1
[#~LN DIGGIO1
[#-LN I3GHFTOC1
I:l ‘LN I3GtFTRC1

BRE AT

FC  Walue

SP
5P
SP
SP
SP

4
1
]
false

”ISEII.‘I‘@

Repart ID Buffer Overfor

Setting Group Control: DemoProtCtrl/LLNO.SG.. & X

Control 7 =
Active Group: |#1 v|
Last Activation Tme:  |2020-05-06 11:23:34.537 )]
Edit Group: |nane vl
Reservation Time [s]; nia
Refresh SGCB
Settings
Setting Name tive Bufi Edit Buffer

|3GPTOCT TmACIv setCharact none n/a
|IGPTOCT StrVal setMag f ] n/a

ah Edi Buifer Valies

Refresh Active Buffer Values

41



Change of the active setting group

Setting Group Control: DemoProtCtrl/LLN0.SGCE

Selection of an active setting group Corto

is made from the drop-down list withw 7 _
assigned numbers of all groups Last Activation Tme: M
implemented in the device. Edit Group: HA

After changing the active setting e

group the device should set a new

value of Last Activation Time. Refresh SGCB

Setting values from the active group Settings

are presented in the list below Setting Name Active Buffer  Edit Buffer
(Active column informs that these L s P R

are the attributes of FC=SG) — there
is no need to search this information
in the data model.

om
r Refresh Active Buffer Values

your partner in R&D 42



Selection of the setting group for
editing

Setting Group Control: DemoProtCtrl/LLNO.SGCE

Selection of the setting group for
editing is made from the drop-down list
with assigned numbers of all groups

Control
Active Group: H1 "

Last Activation Time: |2'D1B-DB—2? 06:30:12.091 [Leap Second Kno

implemented in the device. Edi v
(none — denotes that none of the Reservation Time [5] #z
setting groups shall be available for ]
editing). Refresh SGCB
Settings
Setting Name fictive Buffer Edit Buffer
[3GtPTOCT. TmACry setCharact  Multline 1 n/a
[3GtPTOCT Strval setMag f 50 n/a

h Edit Buffer Values

om
r Refresh Active Buifer Values

your partner in R&D 43



Change of setting values in the group
selected for editing

Setting values from the group selected
for editing are presented in the list
below (Edit Buffer column shows
attributes of FC=SE) — there is no need
to search this information in the data
model.

For settings of enum type a new value
can be selected from a drop-down list.

New values are checked for being
accepted by the server device.

INFO TECH

your partner in R&D

Setting Group Control: DemoProtCerl/LLMO.SGCE

\

Control
Active Group: H2? i
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Kno
Edit Group: H1 w
Reservation Time [s]: n/a

Confirm Editing

Refresh SGCB
Settings

Setting Mame Active Buffer Edit Buffer

1. TmACry setCharact  Multline 2 | Multiline 1 w
[3GtPTOCT. ; Long-Time Extremely »
Long-Time Very Inver
Long-Time Inverse

|EC Very Inverse

|EC Inverse

|EC Extremely Inverse
|IEC Short-Time Invers ¥

Refresh Edit Buffer Values
Refresh Active Buffer Values
44



Confirmation of new setting values
from the edited group

Newly introduced setting values are
temporarily memorized in the server
device (if correct), but their assignment
to the group selected for editing must
be still confirmed by pressing the

Setting Group Control: DemoProtCtrl/LLNO.SGCB

command button Confirm Editing.
Only after that the edited setting group
will acquire the new values.

INFO TECH

your partner in R&D

Caontrol
Active Group: tH2 "
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Knoy
Edit Group: #1 w
Reservation Time [s]: n/a
! > Confirm Editing
Refresh SGCE
Settings
Setting Name fictive Buffer Edit Buffer

H3GLPTOCT TmACry setCharact  Multiine 2 Multiline 2

[3GtPTOC Strial setMag f 25 50

Refresh Edit Buffer Values

Refresh Active Buffer Values
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Log view

The tool provides a
chronological view of
operations (commands,
responses and events)
occurring during the
interactions with server
devices.

Each message in the log is
described by:

Time — timestamp of the
occurrence,

Server — device concerned,

—_—

|_|:|g = e e e e e = [II' x

x5

Time Server e
09:35:35.293 Demo [127.0.01 GetEdit5GValueRes+ (invakeld:53) DemoProtCid 3Gt PTOCT. TmACHe setChe
09:35:36.786 Demo [127.0.01 SelectEdit5GReq  finvokeld:54 reference: DemaoProtCid/LLM0.5GCB) Edit5G
09:35:36.796  Demo [127.0.01 SelectEdit 5GRes+ (nvokeld:54 reference:DemoProtCtd/LLN0 SGCE. Edit 5G)
09:35:36.797  Demo [127.0.01 GetSGCEValuesReq  (invokeld:55 reference:Demo ProtCid/LLMNO.SGCE)
(0%59:35:36.805 Demo [127.0.01 GetSGCEValues Res+ (invokeld:55 reference :Demo ProtCid /LLNO.SGCB) Mur

W:B-E.E'Iﬂ Demo [127.0.0.1 GetEdit5GValueReq  (invokeld:56) DemoProtCtd13GtPTOCT . TmACre setCh:

0%5:35:36.8310  Demo [127.0.01 GetEdit5GValueReq  (nvokeld:57) DemoProtCid13GtPTOCT TmACr setCh:

09:36:33.522

Message — description of the =

06:35:36.821 o [127.0.0.1
. Demo [127.0.0.

O 0.0
Demo [127.0.0.1

GetEditsaValue Res+ (nvolkeld :56) DemoProtCid13GtPTOCT. TmACH: setChe
it=GValueRes+ (invokeld:57) DemaoProtCidA3GtPTOCT TmACH setChe
SetEdit5GValueReq (invaokeld:58) DemoProtCid 3Gt PTOCT . TmACHe setChe
SetEdit5GValueRes- (invokeld: 58, serviceEmor.access-violation, mmsEmorCla: v

>

operation.

INFO TECH

your partner in R&D
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Process Data View - adding objects

Demo [127.0.0.1] X

Process Data View

Process Data View = . « R T N | s
(PDV) iS a common _ F 61850 Avenue 2.1.11 - Demo [127.0.0.1] _ - |5 A V @ e
. . Server Connection  Window — Help ¢ Value Show Process Data View i
view to monitor AL CirleL {stVal=on, g=00000D000000 . Process), t=2020-12-14 07:17:59.404 [Leap
selected items from Servers i ® Png Batai ’ {stVal=on. a=0000 0 {Good. Process). t=2020-12-14 07-17:58.404 TLeac
rocess Data View

different IEDs.

0.0

PDV is a separate tab
opened by button @) from
toolbar or menu Window

The users can add an item(s) to/

the PDV by selecting and =

B 1 Demo [127.0.0.1

,@ Association
él---LIJ DemoMeasurement
F-LN LLND
F-LN LPHD1

Auto Hide All
Reset Window Layout

... kss Data View =

AN DO

3 eST,CF,DC,MX || br

i

g
[ __g sl
F-LN I3pMMKLUL

| Add to Process Data View i
gaell000000 {Good, Process}, t=2020-12-14 07....

FC  Walue
{st\Val=on, g
iz o q=0000000000000 {Good, Process}, t=2020-12-14 07....
stVal=0k, g=0000000000000 {Good, Process), t=2020-12-14 07...
{vendor=INFO TECH, swRev=1.0, d=Current harmonics measure...
{phsAHar={[0]={cVal={mag={f=0}}, g=0000000000000 {Good. Pro...

3

Mod
Beh
Health
MamPilt
H

R

Demo [127.0.0.1] Process Data View

ﬁ,q ) 3‘@% ’ﬁs e;ST.CF.DC.N

=

5 @ Association Mame

=-LD DemoMeasurement & Mod
-1 LLND s
[E-LN LPHD1 B G

pressing button {&) from toolbar
or context menu.

INFO TECH

your partner in R&D

45 Create Data Set
@ Add to Process Data View

L.p &> Refresh

- D Get All Data Values
LN I3
LN U Refresh Data Sets
LD DemoProtctr] ”
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Process Data View (PDV)

Dermne [127.0.0.1] Process Data View X
PDV toolbar i m d @/ah
oolbar I1Is compose @ <
Of th e fo I I OWi n g e I e m e n tS . Location Function Object name Value Quality Timestamp teceived FC Reference
. Mod - Mode _ 0000000000 -- DemoMeasurement/I3pMHAL L. Mod.stVal
DemaoMeasurement IEpMHAIl Beh - Behaviour 0000000000, .. DemoMeasurement/13pMHAL 1.Beh.stval
. . DemoMeasurement I3pMHAIL Health - Health Ok 0000000000,,,  2020-12-1407: S sT DemoMeasurement;13pMHAL 1.Health.stVal
Rel I IOVI n g Itel I I (S ) frol I I DemoMessurement I3pMHAIL Ha.phsaHar.[0] a 0000000000,.,  2020-12-1408:0%9:... X DemoMeasurement13pMHALL.HA.phsAHar. [...
DemoMeasurement T3pMHAT 1 Ha.phsaHar.[1] 100 0000000000...  2020-12-1408: WX DemoMeasurement,T3pMHAT 1.HA .phsAHar. [...
P DV b b utto n DemoMeasurement  I3pMHAIL HA.phsAHar.[2] 0 0000000000,.,  2020-12-1408: MX  DemoMeasurement/13pMHAILHA phsAHar . [...
y @ DemoMeasurement I3pMHAIL HA.phsAHar.[3] 1] 0000000000..,  2020-12-1408: Mx DemoMeasurement/13pMHALLHA.phsAHar. [...
x DemoMeasurement  ISpMHAIL HA.phsAHar. [4] 1] 0000000000..,  2020-12-1408: MX DemaoMeasurement/13pMHAL 1.HA.phsAHar. [...
DemoMeasurement I3pMHAIL HA.phsAHar.[5] a 0000000000.,,  2020-12-1408: [EhS DemoMeasurement13pMHALLHA .phsAHar. [...
C f' H d t f I I DemoMeasurement  I3pMHATL HA.phsAHar. [5] ] 0000000000, 2020-12-1408:09:... MX DemoMeasurement/I13pMHAL L. HA phsaHar . [...
On Irl I I I ng u p a e O a DemoMeasurement. I3pMHAIL Ha.phsaHar. [7] Q 0000000000,.,  2020-12-1408:09:.., WX DemoMeasurement,13pMHAL 1.HA.phsAHar . [...
. DemoMeasurement I3pMHAIL HA.phsAHar.[5] 1] 0000000000,,,  2020-12-1408: [ DemoMeasurement13pMHAL 1.HA.phsAHar. [...
Ite m S by b utto n J DemoMeasurement  I3pMHAIL HA.phsAHar.[9] 0 0000000000..,  2020-12-1408: Mx DemoMeasurement/13pMHAI1HA. . phsAHar. [...
DemoMeasurement I3pMHAIL HA.phsAHar. [10] 1] 0000000000,,,  2020-12-1408: MY DemoMeasurement13pMHAIL L.HA.pheAHar. ...
DemoMeasurement I3pMHAIL HA.phsaHar.[11] 1] 0000000000...  2020-12-1408: MX DemoMeasurement13pMHALLHA.phsAHar. [...
DemoMeasurement I3pMHAT 1 HA.phsAHar.[12] 1) 0000000000..,  2020-12-1408: X DemoMeasurement,T3pMHAT 1.HA.phsAHar. [...
R ef res h I n se I e Ct e d DemoMeasurement  I3pMHATL HA.phsAHar.[13] ] 0000000000,  2020-12-1408: MX  DemoMeasurement/I3pMHAILHA.phsAHar.[...
g DemoMeasurement I3pMHAIL HA.phsAHar. [14] 1] 0000000000...  2020-12-1408: [ DemoMeasurement13pMHAL 1.HA.phsAHar. ...
. “ DemoMeasurement  I3pMHAIL HA.phsAHar. [15] i} 0000000000..,  2020-12-1408:09:.., MM DemoMeasurement/13pMHAL 1.HA.phsAHar. [...
|te m S by b utto n DemoMeasurement  I3pMHAIL HA.phsBHar. [0] 0 0000000000,,,  2020-12-14 08:09:... M¥  DemoMeasurement/I3pMHALLHA.phsBHar. L.,
b DemoMeasurement I3pMHAIL Ha. phsBHar.[1] 100 i i i
DemoMeasurement I3pMHAT 1 Ha.phsBHar.[2] 1] Location Eunctinn Ohject name p
DemoMeasurement  I3pMHAI1 HA.phsBHar. [3] i} W Location m
" " DemoMeasurement I3pMHAIL HA.phsBHar.[4] a - i
CO py| ng se I eCt| on by DemoMeasurement  I3pMHAIL  HA.phsBHar.[5] 0 DemoMeasurement Function on
DemoMeasurement  I3pMHAIL HA. phsBHar. [8] 0 D
emoMeasurement - Health Ok
b utto n DemoMeasurement  ISpMHAIL Ha.phsBHar. [7] 0 Ob_IECt name
DemoMeasurement  I3pMHATL HA.phsEHar. [8] o DemoMeasurement Val ar. [D] [i]
alue
DemoMeasurement I3pMHALL HA.phsBHar.EQJ ) 1] DemaoMeasur: ar. [1] 100
surement Quality ar. [2] 0
The users can fully configure the PDV (right click =T roressrenenfv] Timestemp =62
. T Received '
on the table header) by showing / hiding columns DemoMeacurement | Sgy arnls] 0
. . DemoMeasurement ar. [6] 0
W|th prefe rent|a| data. DemoMeasurement Reference ar. o
DemoMeasurement Har.[8] ]

INFO TECH

your partner in R&D
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Finding objects

Demo [127.0.0.1]

The search function allows users & 9 @ % |« Q=

and then search for matching
objects in the data model. The
function will highlight all objects in
the model with names containing
the search text.

The user can start searching for
objects using the keyboard
shortcut Ctrl + F.

Demo [127.000.1]

to enter any string of characters, | & ascan

g - AVO@
Name FC  Walue | Find next chject in model i
=-LD DemoMeasurement RptlD ER
ER false

L O O

AV O®

;@ Assodation
=-LD DemoMeasurement
=-LM LLND

D5 D51_Measurement

D§ D52 Al
ER brcbOl

RP urchO1

& ﬁ,q 5 -ﬂ- US ef_éT.CF.Dc.Ex.aﬁ.v Find...

-~ @ Assodation MName FC  Value

Gl-LD DemoProtir

INFO TECH

your partner in R&D

Name

RptlD
RptEna
DatSet
ConfRev
OptFlds
BufTm
Sghum
TrgOps
IntgPd

=1

FC  Value

| Find previous ebject in model |

false
DemoMeasurement’LLNO.DSZ_All
1

0111111111 {seguence-number, report-time-stamp, reason-fo...

1000
0

011111 {data-change, quality-change, dats-update, integrity, g...

1]

falze

¥ 61850 Avenue - Demo [127.0.0.1]

Connection  Window  Help

’

s Disconnect B
Abort Az & ¢
£ Delete Del @ s
%* Refresh [Z-LD Der
. @
Get Server Directory 3 : ---LN
Export to SCL file LM
o
Find... Ctrl+F ©H-LN
Find P Shift+F3 =-{0] Dar

F3 Find object in model i




Generation of ICD/CID file

Possible for a selected
server device with
explored data model. By
invoking Export to SCL
file... command.

The user can adjust the
produced SCL file in the
dialog of parameter
selection.

INFO TECH

your partner in R&D

¥ Exportto 5CL file..,

==

E Export parameters
|IED name
IED type
|IED manufacturer
IED config version
SCL Schema
Instantiste RCB
Data attribute values
Value kind for non operational values
Value kind for operational process values
Value kind for operational setting values
Description
SCL Variant
Include communication section
=} Services
Edition
Mamelength
DynAssociation
SettingGroups

Default
False

False

Corffigured |ED Descnption (*.cid)
True

Edition2

Edition2

64

[Include] : True, Max - 0

[Include] : True, SGEdit {[include] : True, ResvTms : Falsel. (

F 61830 Avenue - Demo [127.0.0.1]

Server  Connection  Window  Help

# Co
Servers ©
- ¥ Disconnect
Abort

Delete Del

0 =

Refresh
Get Server Directory
Export to SCL file

Find... Ctrl+F
/% Find Pr{ Export to 5CL file
g: El %  Find Me F3

GetDirectory True

GetDataObject Definition True

DataObject Directory True

GetDataSetValue True

SetDataSetValue False

DiataSet Directony True
ConfDiataSet [Include] : True, Max - 6, MaxAttributes - 9, Modify - False
DynDataSet [Include] : True, Max - 0. MaxAttributes - 0 ]

Services

Specilies service capabilties and setting elements and attrbutes of the IED.

Export File Name:

é‘ﬂ!l\'s&

Cancel

50



What else can be found in
61850 Avenue toolset ...

IEC 61850 Relay Simulator
GOOSE testing toolset

Sampled Values testing toolset

lecich Rignen

File transfer testing toolset
IEC 61850 ICD Editor

INFO TECH

your partner in R&D
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61850 Relay Simulator

An excellent tool to help
comprehending how a protection
relay is seen in the IEC 61850
communication network.

lecich Rignen

Very easy to use for testing
operations of the IEC 61850 client
end.

INFO TECH

your partner in R&D
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IEC 61850 Relay:
Outgoing feeder bay simulator

Feeder bay model with circuit breaker | mroTecH csieso server - X
and disconnector. Simulation of protection reiay with IEC61850 server
. . . Now with GOOSE and file transfer! s=
Simple overcurrent protection relay with L) TEI"E:[';'NﬁmE_ N
IEC61850 server interface * * Server IP: 0.0.0.0
. . Server Port: 102
(representative classes of LNs, fixed e dofoult
data model). ¥ Edition: 2
ResvTms attribute: no
Local and remote monitoring. g“"'?'ﬂ“'“:""*:t"'; -
Wercurrent proteciuon >
Local and remote control (DO-es control
. — . X X BLock @
model) with hardwired interlocking. @ @ START @)
» : R TRP @
Additional line with circuit breaker for 0 W 100 E R @)
demonstration of an alternative control v Lr g RMOTE@
model (SBO-es). (X 0 o
. . . v _
Simulation of CB motor failure. L3=0 E:;:
LT = 15000
i i o3 @
Client of time server. Y Y 3 e g

UL3 = 15000015 @

Y | [ Disable sound
I N l o I E c H Connections: 0

your partner in R&D



IEC 61850 Relay:
simulation of analoa sianals

Current level can be driven for each

£ INFO TECH IEC61850 Server

Simulation of protection relay with IEC61850 server

Now with GOOSE and file transfer! INFO TECH
phase (manually or by formqla, e.g. L m——r——
time dependent) — menu on its scroll * ¢ Server IP: 0.0.0.0
Edit automatic formula ® Server Port: 102

bar. MAC: default

— . . IL1 = EE] N\ Edition: 2 _
Possibility to simulate harmonic ResvTms altibute: no
distortion — click on signal name. Caree AT T P e B
Overcurrent protection with inverse X X BLOCK @)

time characteristics.

C@_

Harmonics for IL1
Dc 1zt 2nd 3rd ath Sth Eth 7th 8th Sth
|
| | | | | | | | |
0% 1n0% 0% 0% 0% 0% 0% 0% 0% 0%

(M— sTART @

E TRP @
1} 50 100

RTRIP
SG 1 ®

¥
RMOTE
X IL1 = 50 ®
h T ———l 15t ’,f\( |
IL2 = 50
N N
N Ii=51 o @
Diz @@
ULT = 13500
v oz @@
UL2 = 13500
0% o0z 0% 0% 0% 0% ULz = 13470015 .

Cancel

INFO TECH

your partner in R&D

Connections: 0
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IEC 61850 Relay:
GOOSE communication

GOOSE Publisher function (in a
separate program): publishing status
changes.

F INFO TECH IECE1850 Server —

Simulation of protection relay with IEC61850 server

Now with GOOSE and file transfer! INFO TECH

IED Name: Demo
Server IP: 0.0.0.0

GOOSE Subscriber function: enables
remote tripping and remote protection
blocking from another application.

L &
Server Port: 102

MAC: default
Edition: 2

Owner attribute: no

ResvIms attribute: no

GOOSE Publisher

GOOSE Publisher

Metwork adapter | Ethemet MAC: 98-29-46-87-39-76

Go @ Stop :._i‘_) About
| & |
& o
Running n

INFO TECH

K] Exi

Y

INFO TECH

your partner in R&D

[ pisable sound

o

Owercurrent protection 1>

100

a4 & - -

(|

Cennections: 0

BLocK @

sTART @
E TRP @
RTRIP @
5G1
e RMOTE @

IL2 =10

3-=0 o @
oiz @

ULT = 15000
o @
ULz = 15000p14 @

UL = 15000005 @
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IEC 61850 Relay:
options for Edition 1 and Edition 2

£ INFO TECH IECH1850 Server - >

Two options of the simulator program
execution are available:

Simulation of protection relay with IEC61850 server

Now with GOOSE and file transfer! INFO TECH
= Conformant W|th IEC 61 850 Ed 1 IED Name: Demo
= & & Server IP: 0.0.0.0
- Conformant with IEC 61850 Ed.2 Server Port. 102
MALC: default
: : ¥ =P Edition: 2
(with separate ICD files). ResvTrme afiiibute. na
Owner attribute: no
Owvercurrent protection 1>
Note: > X BLoCK @
(M— m sTART @
Remember that on the same PC you TRP @
- 0 50 100 E RTRP @
can run only one instance of the y e o
. . RMOTE
simulator program at a time. IL1=0
o ' 2es
« ' Lz-0  on @
Dz @
v v .. -0 o
g -0 pu@

T ULi=1n Dis
I N .r-o E c H DDisablE o .

. Connections: 0
your partner in R&D



GOOSE Toolset

lecich Rignen

INFO TECH

your partner in R&D
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GOOSE toolset: GOOSE Sender -

configurable publisher

The program operating as GOOSE
Publisher with configurable
transmission parameters of GOOSE
messages, including the possibility
of creating a dataset with data
values driven manually by the user
or by calculation formulas.

Press GO button to start publishing
and STOP button to terminate.

Note: The program by default sets

the GOOSE message Simulation™
bit (Ed.2) / Test bit (Ed.1) to TRUE

to avoid unwanted consequences of
transmitting GOOSE messages. It is
the user’s responsibility to change
this bit value.

INFO TECH

your partner in R&D

"% GOOSE Sender
File Edit Transmission Help

O
>

’/ @ I_:+_ @ Metwork. adapter |VMwale Metwork, Adapter Wiinets MAC: 00- -EB-CD-DD-Dj ’:
GODSE
L}:::me‘ |N0t routable j app D m o m
Source |00:50:66:C0:00:02  Own Fived |FALSE = Sthum |0 =
Destination |01 :OC:CD:01:00:01  M-cast DSRef [LLNOSDS4 Sahum |0 *
VLAN . - CBRef [LLNO$getl ClaRev |1 -
Piery [# = G0 G2 MComm [FALSE |
v WLAM header CFl Eth -
o 3 Time  [2020-06-05 10:33.07.530 Sim/Test [TRUET ~ |
P
Address 23 .1 .1 .3 hd-cast

Clazs of traffic 32 =

Data items

Type | Value |Forn1ula| Data refere'ce

0|BOOL FALSE

Remember to select the correct
Ethernet adapter from the list of
Network adapter parameter.
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GOOSE Sender - data values
defined by formulas

if Conditional result: if argument 1 evaluates to true (is not 0) result is equal to Symbol Explanation
argument 2 otherwise result si eqgual to argument 3 I Factorial i.e. 15 gives 1¥2%3%4*5 = 120

intpower IntPower raises argument 1 to the power specified by argument 2 (bath

. % Percentage i.e. 10% gives 0.1
arguments are treated as integers)
In Natural logarithm (Ln(e) = 1) of the argument - Negate i.e. -10 gives -10 and 10 gives 10
log10 Logarithm of baase 10 of the argument i Positive value i.e. +10 gives 10
logN Logarithm base N of X ” Power i.e. 342 gives 9
max Maximum of 2 arguments &3 Multiplification i.e. 2*2 gives 4
min Minimum of 2 arguments / Division i.e. 4/2 gives 2
pi The ratio of a circle's circumference to its diameter. Pi is approximated as div Integer division (result and operands are treated as integers)
3.1415926535897932385 mod Remainder i.e. 3 mod 2 gives 1 (result and operands are treated as integers)
pow Power raises argument 1 (base) to power given by argument 2 (exponent). + Sum i.e. 2+2 gives 4
For fractional exponents or exponents greater than 2147483647, base must _ Substract i.e. 4-2 gives 2

be greater than 0
radtodeg Converts angles measured in radians to degrees
randG Produces random numbers with Gaussian distribution parametrized by

= Substract i.e. 4-2 gives 2
= Substract i.e. 4-2 gives 2

argument 2 (standard deviation) about the argument 1 (mean). < Less than i.e. 3 < 2 gives 0 (false)
random  Produces random number within the range 0 <=X < 1 <= Less than or equal toi.e. 1 <= 2 gives 1 (true)
round Rounds a real-type value to an integer-type value >= Greater than or equal to i.e. 4 == 2 gives 1 (true)
sin Sine of the argument > Greater than i.e. 4-2 gives 2
sinh Hyperbolic sine of the argument = Equal to i.e. 4 = 2 gives 0 (false)
sqr Square of the argument <> Not equal to i.e. 4 <> 2 gives 1 (true)
sgrt Square root of the argument not Logical negation i.e not 0 gives 1 and not 1 gives 0
tan Tangent of X or Bitwise or i.e 1 or 4 gives 5
tanh Hyperbolic tangent of X and Bitwise and i.e. 3 and 6 gives 2
trunc Truncates a real-type value to an integer-type value (value of X rounded

X0r Bitwise xor i.e. 7 xor 5 gives 2

toward zero)

When defining formulas for calculating data values and their changes it is
possible to use various operators, functions and variable T representing time
counter (in seconds) from the publisher function start, e.g.:
T mod 2 - sequence false, true, false ... (1 s interval)
I N .-o T Ec H 30+10*sin(2*T) - sin wave with average value 30
g if(T mod 2, 10, -10) - square wave -10,10,-10 ...
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on imported SCL file

GOOSE Sender - configuration based

It is possible to configure GOOSE
Publisher function by the definition
of GoCB object included in the

imported SCL file. Transmission

parameters and the dataset will be
configured as specified in the
chosen control block of the

"= GOOSE Sender

File | Edit Transmission Help

+X @
e =

]UU:SU:SB:CD:UU:UB Owary

Desty alionl 01:0C:CD: 07 20001 -cast |
I N

Import

Exit

Priority m
¥ WLAM header  CFI Eth hd
’ o i Hi=

O

*

Metwark. adapher lVMware Metwork Adapter Yidnetd MAC: 00-50-56-C0-00-0 ‘ c

~GOOSE
fpplD [2 HIZE] e [o =]
Fised |FALSE =) Sthum [0 =
DSRef IDemoF'rotClrl.-"LLND!liDSil_GDDSE SgMum |0 T
CEBFRef IDemoF’thtlI.-’LLND$GD$gcb2 CigRey |1 e

GID G2

Time 12020-08-0510:39:0?.590

MComm  |FALSE

Sirm/Test [TRUEM.~ |

selected device. P

Addess 238 . 1 . 1 .35 Mecadt |
=l T a7 e
Available GOOSE streams ’
| dx | mED | Type | pest... | app0 | Con... | GoosEm | GCB Reference | Dataset elements [
1 Dema Motroutsble  01-0C... 0001 1 G1 DemoProtCirl/LLN0SG0Sqch1 | DemoProtCrl/DIGGEI0 1. Ind 1. stval [S5T]
Demo  MNotroutsble O010C..0002 1 6 DemoProtCtl/DIGGIOL Ind2.stVal [ST]

DemoProtCirl /DIGGIO 1. Ind3.stval [5T]
DemoProtCrl/DIGGEIO 1. Ind4.stval [ST]
DemoProtCirl/DIGGEIO 1. Ind5.stval [ST]

Close |

INFO TECH

your partner in R&D
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GOOSE Sender - simulation of another
device

In this way the program can . - B &

File Edit Transmission Help

simulate the transmission 7 @ —_i_- ’( Network adapter [VMuware Netwark Adapter Vinetd MAC: 00-50-56-C0-000 » | :
performed by another device. It e o ] [600sE

Ethernet App 1D i2 Hix TTL 0 =
allows to teS!: how GOOSE Souce  |D0:ED56:CO:00:08  Own Fised |FALSE - Sthum [1 3
messages will be received and Destination |01 00 CO: 01:00:01  M-cast DSRef [DemoProiCul/LLNDSDS4_G005E Squm [0 2]
processed by devices with e o [T 3] || o o oI
GOOSE Subscriber function. e LA DT Time  [2020-06-05 10.:39.07 590 Sim/Test [FRGEM ~ |

o H=

In case of such a configuration P

— - Address | 233 . 1 . 1 . 35 Mecast
the dataset description table will Cosscitatic [ 3

also include Data reference Data items

Idx Type | Value | Formula | Data reference
| nfO rm atl on Wlth names Of o|BooL FALSE DemaProtCtr/DIGEI0 1. Ind 1. stVal [5T]
1|BooL FALSE DemoProtCtrDIGEI0 1, Ind2. stval [ST]
d atas et € I emen tS . 2 [BooL FALSE DemoProtCtr/DIGEI0 1. Ind3 stval [5T]
3|BoOL FALSE DemoProtCtrDIGEI0 1. Ind4, stval [ST]
4|BOOL FALSE DemoProtCtrDIGEI0 1, Inds. stVal [5T]

INFO TECH
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GOOSE Sender — dataset elements of
both simple and structured types

: : : "% GOOSE Sender - O X
An imported configuration
. File Edit Transmission Help
of GOOSE Publisher 7 @ TP —_ii K Network adapter |huware Network Adapter Vhnets MAC: 00-50-56-C0-000 ~ | ‘2
function may include e GOOSE
ot routable j -
dataset containin Edhomss g L L
g S ounce JEID B¢ 66 CO: 0008 Dwh Fixed |FALSE - StMum |0 -
elements of S|mple or Destination |01 : 0C:CO: 01:00: 01 M-cast DSRef [DemoProlCtl/LLND$DS4 GOOSE Squm [0 |
YLAN ' CBRef |DemoPratCtl/LLN0$G0%gch2 T =)
structured types — both o [ 3| | o o [FE]
. ¥ VLAN header  CFI  [Eth -
options are Supported. Y e Dt i Time [2020-06-05 10:35:07 530 SimdTest [FRUED ~
o =
IP
Address 239 T e 1 -2 3B i -caszt
Clazsz of traffic |32 ¥
Dala items
Tdx Type | Value | Formula | Data reference
o|EooL FALSE DemoProtCtr/DIGEIO L Ind Lstval [5T]
1|QuaLTTy  ooooonoooonoo DemcProtCir/DIGEIOL. Ind2.5tval [ST]
2 |FLOAT o] DemoProtCtr]/DIGGIO L. Ind3.stval [ST]
3| TIME 2020-06-05 10:49:34.727 DemoProtCirl/DIGEIO L Ind4.stval [5T]
4(BOOL FALSE DemoProtCirl [DIGGIO 1. Ind5.stVal [ST]
£ >
INFO TECH '
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GOOSE toolset: GOOSE Receiver -
configurable subscriber

Configurable GOOSE
Subscriber function: reception
parameters can be set
manually or from message
streams detected in the

"% GOOSE Sender

File Edit Transmission Help

|:-:7 @ Start @

Stop

~GOOSE
Type Reload -

Ethernet

Select Stream

Source I O

O

Metwork, adapter IEthemet MALC: 33-23-46-87-39-78

pod

L
t

tpp D |2 Hiti TTL

Fixed IFALSE vl StMum |1

4000

e

b b

N

netWO rk D.es[ina[ign! o -oc-chenl 00 b-cast | DSRet IDemoProtEtrIa’LLND$DS4_GDEISE Sqhum |2
VLAN CERef [DemoPratCiil/LLND$GO$gch2 CigRey |1
{ Prricirity W
GID  |G2 MComm |FALSE
Available GOOSE streams lest
Idx | Type | source MaC | Destination MAC | P | app | Config Rev | GoosE D | cearef | Messages | TEST | MDSCOM |
1 Mot routable  98:29:A6:87:39:76 01:0C:CD:01:00:00 NfA 0oo1 1 G1 DemoProtCtrlf... 27 TRUE FALSE
2 Motroutable  98:29:A6:87:39:76 0L:0C:CD:01:00:01 NfA 0ooz2 1 G2 DemoProtCtrlf... 26 TRUE FALSE
Press GO button to start the
message reception and STOP
button to terminate.
aubscribe I Clear | Close |
<

INFO TECH

your partner in R&D

Select GOOSE stream parameters from SCL

W
[
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GOOSE Receiver — monitoring the
selected message stream

The selected GOOSE

“# GOOSE Receiver

- O *

message Stream Can be File Transmission Data Help .
. i ST ! [ Metwork adapter |Ethemet MAL: 38-23-46-87-33-76 LJ ~»
monitored to test the - ®]N i 4 o al
. . .\:D:mel ot routable - ApplD m — m
performance Of transmlttlng :o:rce {9829 46.67:39: 7% TIL Jaoo 3 Squm [24 2]
deV|Ce (eg deteCt data Destination |01 : OC:CO; 01: 00 01 DSRef [DemoProtCil/LLND$DS4_GOOSE CigRev |1 =
. . HLBN . CBRef [DemoProtCil/LLNOSG 03ach2 MComm [FALSE ]
changes, interruptions of I w0 [ ret [ 2]

transmissions, etc.).

Viewing message streams

Time 12020-08-05 12:26:52.849

P
dddess [ 233 .01 . 1 .

Status |

present in the networks allows e e Y T
also to recognize configuration T ko
errors, e.g. the same APPID e
or GOOSE ID values set to oo ase  pemomrorcroiioninds el 57

different publishers.

A sequence of receive‘d GOOSE messages can be
traced in the invoked Parser window.

INFO TECH

your partner in R&D



GOOSE Receiver — detecting errors in
configuration of message streams

The VieW Of GOOSE message Available GOOSE streams
streams indicates conflicts in

2 Motroutable  98:29:A6:87:3... 0L:0C:CD:0L:0... N/A 0001 1 G1 DemoProtCirlf... 11 TRUE F

the system configuration: o Sommarrn oroemorn

Error: streams of different
publishers have the same
parameter values of
Destination MAC, App ID and
GOOSE ID

Warning: streams of different
publishers have the same
parameter values of | ==
Destination MAC and App ID.

Streams with conflicts are marked with colored background:

Red — error, Dask red — error and conflict with the stream selected for monitoring,
Yellow — warning, Dark yellow — warning and conflict with the stream selected for
monitoring, No color — no conflict.

INFO TECH
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GOOSE Receiver - configuration from
imported SCL file

GOOSE Subscriber function 3 GOOSE Receive S—

File Transmission Data Help

can be also configured by the import 5 B (@ | v o [evarvinc s e ERE--

definition of GoCB object Bt : ~] soose

. . . ~Ethemet App D |2 H 3 StMum |2 37

included in the Imported SCL S:urce [09:29:06:87:39: 76 Own e e 3 Squm [137 3]

f||e In this Way itis pOSSibIe to Destination [ 01 : 0C:C0: 01:00: 01 M-cast DSRef |DemaProtCl/LLNOSDS_GOOSE Crgfiey |1 =
. . YLAN [=y]u]gg {ulii) = o R

test message transmissions Pty [ ] ||| Rt [emeProCiINISE08:62 NEerm [FALSE o]
. P VN hesder G [0 ] GID |62 Test  [TRUE -]

from each of the pUbIlSherS o ||| ™ [20z0.06-05 12:2652.849 Status |

present in the described =5

System Address 239 . . M-cast |

HAvailable GOOSE streams

Data reference

Id« | IED | Type | Dest... | App 1D | Con... | GoosED | GCB Reference | Dataset elements
1 Demo Motroutable  01-0C... 0001 1 G1 DemoProtCtrLLN0$G0sack1  |DemoProtCtrl/DIGGIO 1. Ind 1. stval [ST]
[ i e I N N SR NGEEEEsea (D <moProtCll/DIGGIO L.Ind2.stval [5T]

DemoProtCtrl/DIGGEIO1.Ind3. stval [ST]
DemoProtCtrl/DIGGIO1.Ind4. stval [ST]
DemoProtCirl DIGGIO1.Ind5. stval [ST]

Cloze |
I||

I N o T E c H Import GOOSE stream definitions from SCL file v

your partner in R&D




GOOSE Receiver — dataset elements of

both simple and structured types

An imported configuration of
GOOSE Subscriber function may
include reception of messages with
dataset containing elements of
simple or structured types — both
options are supported.

“# GOOSE Receiver

Data items

Address 238 T ose ] e 3B M-cast

- O X
File Transmission Data Help
Fid @ SR E Metwork adapt |Eth t MAC: 98-29-46-87-39-76 _J -~
-~ | 7 etwork adapter eme © 98-29-48-87-39- -
~GOOSE
Type ] Mok routable ﬂ —_—
Ethernet ApplD [2 HEZ Sthum |2 =
Source ISS 129 AE:87:39:76 Own TTL i4UEIEI =3 SoMum (137 ﬂ
Destinationl 0 :0C:COo:01:00:M M-cast DSRef ]DemoF‘rotCtrIx’LLNU$DS4_GDDSE ClgRev |1 ﬂ
YLAN ||| cBRef [DemoProlCulALLNDSE0Sch2 NComm  [FALGE -
Prricarity W
R - — GID |G2 Test TRUE -
v eader 1 -
7 H: Time 12020-05-0512:25:52.849 Status
1D | =
IP

Tdx Type | Value | Data reference
0 (gOCL FALSE
1|INT 1]
2 |FLOAT 1.65699994;
3|BOCOL FALSE
4|BOOL FALSE

INFO TECH

your partner in R&D
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GOOSE Sender and GOOSE Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured:

Not routable —- GOOSE message as Ethernet
frame

Routable — sent over IP between IEDs, data
part of GOOSE frame routed using IP packets
and UDP protocol, locally forwarded by
receiving IED as Ethernet GOOSE frame

Routable tunneled — sent between routers of
two subsystems, GOOSE frame routed using
IP packets and UDP protocol, locally forwarded
by router as Ethernet GOOSE frame

INFO TECH

your partner in R&D

Type | Mot routable j

Ethernet|{Mot routable
Source Routable tunnelled

D ezstination | M -0c:Ch:07:00:m k-cazt

IP

Address M .1 1 . d5 bd-cast

e

Clazs af traffic 32 =

For routable GOOSE the
multicast destination |P address
and class of traffic must be also
configured.
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Routable GOOSE: differences
between types of routing

By using routable GOOSE (R-GOQOSE) it is possible to transfer critical
messages between different LANs of a wide area automation system.

An |P packet with routable tunneled R-GOOSE message contains an
original destination MAC address and VLAN header — this information is
then retained by the receiving router when forwarding R-GOOSE
message as Ethernet GOOSE message to the local network.

An |P packet with routable R-GOOSE message comes without its
original destination MAC address and VLAN header. This information will
be set by the receiving router based on the internal setup before
forwarding R-GOOSE message as Ethernet GOOSE message to the
local network.

INFO TECH

your partner in R&D
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Sampled Values Toolset

lecich Rignen

INFO TECH

your partner in R&D
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SV toolset: SAV Sender - working

dalrea

o Sampled Values Sender — x

File Transmission Help

Sender working area shows properties of the
currently sent Sampled Values stream. This
area is divided into several groups:

Ethernet header showing source and
destination MAC address of the message /
VLAN header showing VLAN part of the

message (if present)

Values header part of the message=—

Sampled Values header used to set Sampled 4_)53""""’”3'"“ e

Signal sampling properties showing current
sampling rate, network frequency, etc.

| Signal quality bits allowing to set quality bits
for each sampled signal

Signal values allowing to set amplitude and

phase of each simulated signal

'_'Jf vx @ GON5ToF @ Metwork adapter (IR 3
Sampled Yalues Quality
T =
yoe___Nobiouzhle | H 12 13 1o Ul U2 U3 Ue
Ethernet
eme Irwalid/Good m = m m m N m m
Source D481 076885 A2 Own Questioriable = r - r ~ r ~ r
g T Owertlow | | H | [ | | H | | |—
Destination| 01 :0C:CD:04:00:02  M-cast
SSieon = Out of Range W m W " W " W N
vLa — — ||| Bad Reference m = o m = N EH N N
Priority |4 2 Dscillatory w m m m wm m w m
= Failure ]| | | ] | I ] | | | ] | I
W VLAM header  CFl [Eth e FE e T T T T
> 4 o o mES| Theanuatent m B m B N B N =
= Inaccurate | | r ) | o ) | r ) | o
IP Substituted/Process [ H ] | H ] | H ] | H
Addiess | 233 . 1 . 1 .3 Meast| | T u m wm m wm m wm
Operator Blocked | | H ] | H ] | H ] | H
Clazs of traffic |22 = | ket oM m u o m m om m =
] T O O O
#pp 1D 4000 H'::|¢ Signal sampling-
Sirnulat e =l . Metwark, {50 Hz Li
Config Rewv |1 iI Samples/Cycle ]80 -
5viD |5wiD Synchionized  [No -]
-Signal values
Frequency [Hz] |50.00 J EJ
Amplitude [A] Phasze [deg] - Amplitude [V] Phase [deg] -
>|1 100.00 () ] [000 ) i ut [100000 () f| [oo ) i
iz [ () | [lzoo0 () il v2 [iom () | izoon () il
i3 fionm () | Fzoon () wa fiomon () | Fzoon ()
lo [000 J (x| [0.00 J 4l Aute Lo [000 ) it [0.00 J | dute

INFO TECH

your partner in R&D
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SV toolset: SAV Sender
simulator of Merging Unit

Configurable publisher of message % Sampled Values Serider - X
stream with sampled values — B
. . . p ' 7 VR GON 5T0f @ WECYEREIE thernet MAL: S0-29-8F-87 1975 ’4
Merging Unit simulator. US| W - e el
Type  |Notroutsble S [T R B e w1 w2 u3 ue
Define characteristics of sampled S Invald/Good For " m N
. . Source |98 (29 ABEY 39 TE D Questionable r - ~ - ~ r
Slgnals (amp“tUde, phase, frequency) Destination| 01 : 0C:CD:04:00: 00  M-cast D:mmange :: ||: :: ,': ,': IE ,': ||:
manually or using calculation -
. . SCilatony
formulas. Simulate quality problems =" iwue v [ =1 Fobe S [
for the transmitted sampled values, if D [ HE] || Insomiten E = 5 = 5 2§ &
1 IP Substituted/Process [ [ | [ [ | | | [
rGQU|red. Addese: [233. 1 . 1 . 3 | | Meast| ||l w m W m w ‘= W =
Operatar Blacked I [ o [ [ I [ [
Edit formula X Class of hraffic m Derived [ [ [ [ | [ 1 [
phetti= o Sampled‘.l"alutlai Header- O )7 1
App ID 4000 H j¢ Signal samplin
T Simulation TRUE - N::WO'k ' JIQEDHZﬁ
Caonfig Rev 1 - Samples/Cycle ISD -
5D [INFOTECHMUD! Syrichronized Mo -
Press GO button to start publishing Signal value l_ -
H Frequency [Hz] |50.00
and STOP bUtton to termlnate' q.ﬁ.mplltide [&] hase [deq] Amplibude [V] FPhasze [deq] .
n oo | oo ) EJ u1 10@0.00 ) EJ oon () EJ
12 [oooo )@J T T uz om0 ) ] 000 ()
12 ruuu ) 9| 2000 J )] u3 filooo () 9| 2000 ) it
lo J wa| 000 () | ave we om0 () | [000 ) ] Ao
your partner in R&D




SV toolset: SAV Sender

- configuration from files

The transmission parameters of a Merging
Unit to be simulated can be configured using
an imported SCL file with the defined MSVCB

object.

The sampled signals waveforms can be
configured using a recording from an
imported COMTRADE.

In this case it is necessary to assign channels
from the COMTRADE file to the signals
transmitted by SAV Sender.

INFO TECH

your partner in R&D

“# Sarnpled Values Sender
File Transmission Help

Import SCL ...

Import COMTRADE ...

Exit

TR

Ctrl+0 I

“# Sampled Values Sender
File Transmission Help

Import SCL ...

Import COMTRADE ...

Exit

(e e RN IE

Ctrl+ 0 I

73



SV toolset: SAV Sender - COMTRADE
channels selection

This window allows to select signals
from an imported COMTRADE file and

assign them to channels defined in the Select channels to send X
IEC 61850-9-2LE specification. Io and signal Channel in COMTRADE file
Uo signals can be artificially calculated
from phase signals if needed (in such a ! M
case the DERIVED bit in quality 2 j1L2: L2 Current (B) [A] =l
attribute will be set for those signals). 13 [1L3: L3 Current (C) [A] =]
Not assigned channels will have values o [Not assigned <] I Calaate
0 and INVALID quality bit set. U1 oL L1 volee @) E

u2 UL2: L2 Voltage (B) [V] |
It is possible to view selected signals

U3 UL3: L3 Valtage (C) [V] |

by pressing Preview button. If the _
selection is acceptable, press OK He Not assigned | W=
button. Then invoke Play
COMTRADE command from oK _ Preview | _ Canel |
Transmission menu and the SAV

stream will be sent to the network.

INFO TECH

your partner in R&D




SV toolset: SAV Sender - COMTRADE
recording preview

Preview buttom from channels selection window allows visualize selected
signals from the imported COMTRADE file.

"“.; Recording from file: test.cfg — m} X

SR Yes @

B T TR AR
® o T T T :

L A A I L I I

Lz
o

uLz
(=1

uL3
o

INFO TECH

your partner in R&D

Shortcuts available in the viewer's toolbox
are shown below

Original width - command rescales plot to fit horizontally complete
waveform

Original height - command rescales plot to fit vertically complete waveform

Magnify horizontally - command magnifies plot horizontally

Magnify vertically - command magnifies plot vertically

Go to trigger - command moves plot to make trigger point visible on the
screen

Move left - command moves plot one step left

» Move right - command moves plot one step right

@ Close - command closes viewer window
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SV toolset: SAV Receiver - signhal
processing from received samples

Configurable sampled values
subscriber: reception parameters
can be set manually or defined
using the selected SV message
stream from the list of streams
detected in the network.

Available SAV streams

Press GO to start receiving
and STOP to stop.

Idx s Source MAC Destination ... | IP D Config Rev SVID Mess... | Simul...
i Notr.. 0. INFOTECHM. . FALSE

Close

INFO TECH

your partner in R&D

11 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

“# Sampled Values Receiver — O x
File ' Transmission Data Help
D Sfark @ Network adapter |Ethemet MAC: 382345873376 ~] z
Sto
G —C ication status
Type Refresh adapters Skatus: OFF line
~Eth: Detect streams Lost messages ID
Sour ;s
L Sampled Yalues Quality
g ¥ g 3 : +
estlnatlon! 01 :0C:CD:04:00:00 M-cast
T ——‘“l ] 12 13 lo u1 Uz U3 Ue
N ooty T3] Invalid/Gand F T T T T
= Huestionable s =5 & =5 & =5 & =
¥ Fresent CFl Eth ¥ Owerflaw B B B =2 B =2 =B =
o 0 o= Out of Range: & 5 B = 8 = &5
Bad Reference. B 5 B 5 B =5 B =
_Dsc:illator_l,l B =l I - I o r o
il Faillre B =5 B =25 B =5 B =
Addess [28. 1 . 1 . 3 Moast e R T T T
Inconsistent BE H B H B 5 B =
—Sampled Values PDU |nacqurate B = = = = = B r
App (D !4000 H gti Substitted/Pracess T I [ I [ '\ [ I
: : — Test s =5 & =5 & =5 & =
ConligHev. * OpsratorBlocked [ [ O
5viD |INFOTECHMLUDT Derived g ‘8 B ‘# ® ‘g g @
Samples/cycle ISD Sample Count |3499
APDUS fi Sinchiorized [No -
Mominal frequency |50 Hz ;I Measured frequency [Hz]: 0.00 ¥ Resample to measured frequency Harmanics view ]

U1 Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0,00
Uo Mag:0.00, Ang:0.00
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SV toolset: SAV Receiver -
computation of signal characteristics

Signal characterictics are
computed in real-time based on the
incoming sampled values message
stream.

The computation may (optionally)
apply resampling in case of
detecting a deviation of the actual
signal frequency from the nominal
signal frequency specific for power
systems.

INFO TECH

your partner in R&D

11Mag:0.00; Ang:0.00|
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

“¥ Sampled Values Receiver - =] *
File Transmission Data Help
w ‘ &) @ | ’ ‘ @ @ Metwork adapter | Ethemet MAC: 95-20.46-87-39.76 ~] z
I-———j “Communication status
Type Mot routable i Status: Mo data
~Ethermnet Lost messages |292SD
Source |98 1 29:AB:87:39: 76
Destination [01 - 0C.CO - 0400 00 bi-cact anetiiSiues 4ty
i 12 13 lo um Uz U3 Ue
 YLAN e
Priarity |4 [ Invalid/Good e i v e VE VeV
= Questionable B g VB g B g Bl i
[¥ Fresent CFl Eth Ovverflow B B I B E B E B
D il o= Out of Range B B B I E & r 2
| Bad Refersnce B B B BH B BH BH H
N Dscillatory = I I I = B = B
E Failure B B B B B B B B
AddessNGY - 1 . 1 . 3 ot | i FFEFEFFF T
Inconsistent B B =B B B B BH H
—Sampled ¥Yalues Inaccurate B B r & r = r =
2pplD SubsitutedProcess. [ . T T ¢ [ T T
) Test B B B g E g B
Eettmig OpetoiBlosked [ [ 0T
SvlD !lNFDTECHMUm Derived I B r = B = r 2
Samples/cycle 180 Sample Count |2
APDLS [i Synchrorized |MHo
~MeasL
Mominal frequency |50 Hz "I Measured frequency [Hz]: 0.00 v Resample to measured frequency Harmanics view I

U1 Mag:0.00, Arng:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0,00




SV toolset: SAV Receiver -

tracing SV message stream

window.

SV messages are displayed in Parser

= Sampled Values Receiver
File  Transmission  Data Help

Recorder

-|w0rk adapter |Ethernet MAC: 98-29-46-87-33-75

G

Tupe [ Mot routable ¥

. Parser window

N Hdr ID:0 P
Hdr ApplD: 16

:INFOTE

XH &|Ba

FI:

Jlen: 110

CHMUD 1,smpCnt:2281,confRev: 1,smpSynch:0

status

Status: Mo data

Lozt meszages |1 4440

Test

ample Count |2?83
yhchionized |NU *!

Sampled Yalues Quality

Invalid/Good
Questionable
Dverflow

Out of Range:
Ead Reference
Ozcillatory

|| Failure

Old Data

| Incorsistent
Inaccurate
Substituted/Frocess

Operator Blocked
Derived

=
=

1 {4
g 1 o o
I 1 {1 1 o 1 R,

o 1 2 =
=
N
I 1 1 o 0 3
1 2 =

I {7 0 {0
O e e o

IN¥O TECH

your partner in R&D

Measured frequency [Hz]. 0.00

11 Mag:0,00, Ang:0.00
12 Mag:0.00, Ang:0,00
13 Mag:0,00, Ang:0.00
To Mag:0.00, Ang:0.00

¥ Resample to measured frequency

Harmionics view !

U1Mag:0,00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0,00, Ang:0.00
Uo Mag:0.00, Ang:0.00

Show or hide parser window
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SAV Receiver — detecting errors in
configuration of message stream

The view of SAV Receiver
message streams indicates
conflicts in the system
configuration:

Stream viewer can also
detect possible conflicts in
process bus network.
Application is using following
rule to mark streams:

Error state: two streams
with different source MAC
and the same Destination
MAC, App ID and SV ID
Warning state: two streams
with different source MAC
and the same Destination
MAC and App ID

INFO TECH

your partner in R&D

Available SAV streams
Idx | Type | Source MAC | Destination MAC | IP | App ID | Config Rev | SVID | Mess... | Simul... |
1 Notr... 98:29:A6:87:3%:76  0L0C:CD:04:00:00  MjA 4000 1 INFOTECHMUIO 1 112432 FALSE
I A7 S 1 A S
3 [ Notr... | /. S S
% Notr... 98:29:A5:87:39:79  0L:0C:CD:04:00:00 MjA 4001 1 INFOTECHMUD12 32183  FALSE

| Clear | Close

Streams with conflicts are marked with colored background:
Red — error, Yellow — warning, No color — no conflict, Lime - conflict warning with selected
stream, Aqua - conflict error with selected stream
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SAV Receiver - importing streams
definitions from SCL

Definitions of data sent over the network can be imported from standard SCL files.
The program can use System Configuration Description files (SCD files) describing
the whole substation system or files of selected IEDs like for example Configured
IED Description (CID file). Selecting an appropriate stream and clicking

at Use button will start reception of the stream according to its parameters defined

in SCL file.

HAovailable SAV streams

Mess... | Simul...

Idx Type Source MAC Destination MAC | P App ID Config Rev SV ID
52667  FALSE

1 Motr... 98:29:A0:87:39:76 01:0C:CD:04:00:00 MfA 4000 1 INFOTECHMUO1

INFO TE&H

your partner in R&D 80



SAV Receiver - recording samples in
COMTRADE file

be also recorded and saved in a

determined by condition formula).

Received sequence of sampled values car

COMTRADE format file (manual trigger or

ili Recorder

ecorder parameters (changing will dear all slots)

IIDDD IE,

Pretrigger time [%] |50 =

Duration [ms]

Trigger condition I

Slot  State Trigger time Progress

#1  Done 05.06.2020 16:50:25 |
2 vawg - e
#3  Empty - |

24 Empty - |

#5  Empty - |

#5  Empty - |

#7  Empty - |

#3  Empty - |

"% sampled Values Receiver = =] x
File  Transmission Data Help
i -, |
u ‘ @ TP ‘ )_,} ‘ @ @ Metwork adapter |Ethernet MAC: 96-28.45-87-29.76 =l z
Iﬁ L ication status
Type Mot routable i Statug: OFF line
“Eth Lost meszages |1 461760
Source ISS 29 AB 87 33 7B
o 0o M-Castl ~Sampled Yalues Quality
— » n 12 13 lo ulr U2 U3l U
3 - Irwalid/Good H B B B H B2 H =
= [uestionable I = I = I = = =]
Eth = Drverflow H B B B H B2 H =
0 Hi= Dut_ of Range: = B E =i 1= = = =
Bad Reference - H B B B H B2 H =
Oscillatory 1= = = =1 1= = = =
Cearal | —— Fkie s 5 5 =% =5 5 = =
- % M'Casti Old Data B e B CE (B E B =
Inconsistent. H OB H 8 H B H B
Inaccurate = oE (E e = R (E
Save | Clear | View | 3 Substtwted/Process T [ ¢ [ [
e Test ) B oE B OE B OE (B OH
save || clear || view | E e S B R
o Derived B ooE B & & o8 & @
Save | Clear | Wigi | | Sample Count |3999
Synchronized |N0 'I
Save | Clear | Wiew |
Save | Clear | Wi | 'I Measured frequency [Hz]: 50,00 ¥ Resample to measured frequency Harmonics wview I
11 Mag:77.00, Ang:-86,00 U1 Mag:930,00, Ang:0.00
A 2 12 Mag:86.00, Ang:120.00 U2 Mag: 1000,00, Ang: 120,00
SEvE | Clear | View | 13 Mag:0.00, Ang; 162.00 U3 Mag: 1000,00, Ang:-120,00
i Io Mag:63.00, Ang:126.00 Uo Mag:0.00, Ang: 162,00
Save | Clear | Wigw |
Save | Clear | | i

INFO TECH

your partner in R&D
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SV toolset: SAV Receiver
— viewing recorded COMTRADE file

View button in Recorder window
allows to examine the waveforms
of the signals received and
recorded.

INFO TECH

your partner in R&D

ding 21 Time:03.06.20. — O x

BC@@@W@M@

[l HHHHHIHI UM illhhlll“il“l

3 ”mml TR HHsHH"'?” el e o e e

=l HHHHiHHhHhHHIiHHanH:hHHlHHH

uq

R L

mmmamnmmmanmmmnmm nn

R R R

i MR LA lHiHllHHHalHlHHHHHnHHHi

!H'l!ﬂ”'ﬂt””” H”!H' "'”,”' ‘”

llHHHH LA HHHHHHIHHH AL
e A I’H?HH” RARAL

MDA LA LR R LA
H”HH”HHHHV'H”.'”HH"VH s AAE
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SAV Sender and SAV Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured:

Not routable — SV message as Ethernet frame

Routable — sent over IP between |IEDs, data
part of SV frame routed using IP packets and
UDP protocol, locally forwarded by receiving
IED as Ethernet SV frame

Routable tunneled — sent between routers of
two subsystems, SV frame routed using IP
packets and UDP protocol, locally forwarded
by router as Ethernet SV frame

INFO TECH

your partner in R&D

Type | Routable j
Ethernet—{ Mot routable
Source

R outable tunnelled

Destination | 000000000000 bd-cast

IP

Addess 239, 1 . 1 . 1 Mocast

Clazz af traffic a2 =

For routable GOOSE the
multicast destination |P address
and class of traffic must be also
configured.
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File Transfer Tool

lecich Rignen

INFO TECH

your partner in R&D
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File Transfer Tool — to test access to
files in server devices

Initial view:

Left side: selected
directory of the file
system on PC.

Right side: file system
of the server device.

The program
operated as MMS
protocol client using
file services.

if |IEC 61850 File Transfer Tool

File Connection Transfer Help

E!@!il

~ | C:\Program Files (x86)\NFO TECH\6 1850 Avenuel

Mame Size Date
ST <DIR > 26,05, 2020 08:55:24 |
sl <DIR> 26.05.2020 08:55:24
EI[}(G‘}] <DIR> 26.05,2020 08:55:24
] [xa8] <DIR> 26.05,2020 08:55:24
EAvenue.chm 1732795 05.05.2020 21:01:34
EAvenue.exe 585216 05.05,2020 21:01:34
EIECGISEUFilETI’anSfer.d"Im 1738356 05.05,2020 21:01:38
EIECGI@SUFiIeTransFer.exe 879104 05.05.2020 21:01:38
EITGIBEUA.d" 2234368 05.05,2020 21:01:34
EIECGIBEU.Net.dll 1554272 05.05,2020 21:01:36
ESYStem.DaE.SQLibE.d" 368640 05.05,2020 21:01:36
EUninsEII.exe 56526 26.05.2020 08:55:24
EWeifenLuo.WinFormsUI.Doddng. L. 243178 05.05.2020 21:01:36
EWeifenLuo.WinFormsUI.Doddng.dll 315380 05,05.2020 21:01:36

Mame

Size

Date

INFO TECH

your partner in R&D
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server

Connection to server device as a file

From Connection
menu select
Connect command.

Next, enter an IP
address of the server
device to connect to.

Port number 102 is
default for MMS
which is used for file
transfer.

INFO TECH

? IEC 61850 File Transfer Tool

File = Connection Transfer Help

Disconnect |. ‘ @
~ | C:\Program Files (x86)\INFO TECH\51850 Avenuel

Mame Size Date Mame
T <DIR> 26.05,2020 08:55:24 |
el <DIR> 26.05.2020 08:55:24
] x4 <DIR> 26.05.2020 08:55:24
] [xa8] <DIR> 26.05.2020 08:55:24
Envenue.chm 1732795 05.05,2020 21:01:34
E.ﬁ.venue.exe 585216 05.05.2020 21:01:34
ﬁIECElBEUFileTransFer.mm 173356 05.05,2020 21:01:38
ﬁlECElBEUFiIeTransFer.exe 879104 05.05.2020 21:01:38
El’l’ﬁlSEU#\.dll 2234368 05.05.2020 21:01:34
EIECGlBEU.Net.d” 1654272 05.05.2020 21:01:386
[F5ystem.Data.5qLite.dI 368640 05.05.2020 21:01:35
ﬁUninsmll.exe 56526 26.05.2020 08:55:24
ﬁWeiFenLuo.WinFormsUI.Dodcing. o 243178 05.05.2020 21:01:36
EWEiFenLuo.WinFormsUI.Dodcing.dII 315880 05.05.2020 21:01:36

Size

Select server address

IP |pej. 0O . 0 . 1

Connect to IEC 61850 server

Pt

Date

Cancel

your partner in R&D
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device

View of the file system in the

Server

Note:

IEC 61850 Edition 1
allows server devices
to present their file
system as hierarchical
with subdirectories.

IEC 61850 Edition 2
requires server devices
to present a flat file
system (as specified in
MMS protocol) and
then the names of
subdirectories (e.g.
COMTRADE) shall be
a part of the file name
— as shown here.

? IEC 61850 File Transfer Tool

File Connection Transfer Help

SBe Y

QE

~ | C:VProgram Files (x86)\INFO TECH\6 1850 Avenue) 127.0.0.1:102)

Mame Size Date Mame Size Date

ﬁ‘ [..] <DIR > 26,05,202008:55:24 EDemo.icd 36744 2019-09-23 10:47:58
Csa <DIR > 26.05.2020 08:55:24 | ([ |Demo_Ed2.icd 39318 2019-09-23 10:4...
£ [x64] <DIR> 26,05,202008:55:24 EGoosePub.exe 2668544 2020-03-18 13:48:14
£ [x88] <DIR > 26.05.2020 08:55:24 EIElBEUSru.exe 7250432 2020-03-18 13:43:10
EAvenue.chm 1782795 05.05.2020 21:01:34 EINFO TECH Software License Agr... 26330 2020-02-12 08:57:50
EAvenue.exe 585216 05.05.2020 21:01:34 El‘l‘lconSrv.ico 26054 2019-06-28 13:01:32
EIECEISSDFiIeTransfer.d‘um 178356 05.05,2020 21:01:38 ELicense.txt 4021 2020-01-22 13:54:10
ﬁlECEl&EUFiIeTransfer.exe 879104 05.05.2020 21:01:38 EReadme.txt 342 2020-02-12 08:50:28
EITGJSSDA.dII 2234368 05,05.2020 21:01:34 EUninsEIl.exe 41217 2020-04-2107:54:51
EIECGISEU.NEt.d" 1654272 05.05.2020 21:01:36
ESystem.DaE.SQLite.dll 363640 05,05,2020 21:01:36
EUninsEII.exe 56526 26.05,2020 08:55: 24
EWEif‘enLuo.WinFormsUI.Doddng. e 243176 05.05.2020 21:01:36
EWeiFenLuo.WinFormsUI.Doddng.dlI 315880 05.05.2020 21:01:36
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File transfer operations

The set of supported
operations is determined
when establishing
connection with the server
device.

Possible operations in
Transfer menu:

Get file — file reading from
the server

Send file — file writing to the
server

Delete file — file removal

Reread directory — refresh
of the file list

F IEC 61850 File Transfer Tool

File Connecticn @ Transfer Help

®B|S

| CHVPre

Mame

L
s

0 [x64]

£ bxae)
Envenue.chm
Envenue.exe

F1ece1850FieTransfer.chm
Flece1a50rileTransfer exe

Frmrs1ss0a.di
Fl1ecs1as0.Met.dl

Fsystem.ata.5qLite.dl

EUninsmll.exe

EWeiFenLuo.WinFormsUI.Dodcing. -
EWeifenLuo.WinFormsUI.Doddng.dlI

Reread directory

Ctrl+G
Ctrl+5

Del
Ctrl+R

<DIR>
<DIR=
<DIR>
<DIR =
1782795
585216
1733586
879104
2234368
1654272
368640
56526
243175
315880

127.0.0,1:102%

Mame Size Date
26,05.2020 08:55:24 EDemo.icd 38744 2019-09-23 10:47:58
26,05.2020 08:55:24 él::][}emo Ed2.icd 39318 2019-09-23 10:4... :
25.05,2020 03:55:24 EGoosePub.exe 2663544 2020-03-18 13:43: 14
26,05.2020 08:55:24 EIGEEUSW.E}(E 7250432 2020-03-18 13:48:10
05.05.2020 21:01:34 EINFD TECH Software License Agr... 26830 2020-02-12 08:57:50
05.05.2020 21:01:34 El‘l‘[conSrv.ico 26054 2019-06-28 13:01:32
05.05.2020 21:01:38 ELicense.txt 4021 2020-01-22 13:54:10
05.05.2020 21:01:38 EReadme.txt 342 2020-02-12 08:50:28
05.05.2020 21:01:34 EUninsEII.exe 41217 2020-04-2107:54:51

05.05.2020 21:01:36
05.05.2020 21:01:36
26,05,2020 08:55:24
05.05.2020 21:01:36
05.05.2020 21:01:36

Get file from IEC 61830 server
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61850 ICD Editor

A tool to create and modify SCL
files.

lecich Rignen

INFO TECH
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61850 ICD Editor allows to build an

ICD file of the server device

F. 61850 ICD Editor - Untitled

File Edit View Help

I v RN

X

B @ TEMPLATE
E-LD LDO

E-LN LLND

E-LN LPHDT

ELLN CSWIT

=NRY] PTOCT

E-D0O Beh

- DA stVal [ST]
DA g [ST]
- DA £[ST]
DD Str
- A general [5T]

DA q[ST]
- DAt [5T]
E-00 Op

DA general [5T]

Create new Logical Device

7 e

. Add new Logical Node

From scratch or
by modification of
an existing file.

Class KCBR
TVER
Mame ILD'D LN name |TVTR
TWPH
Type fiEC 61850-7-4 This LN is
IEC 61850-7-4 example §XSWI
represente YEFN

IEC 61400-23
|IEC 61850-7-410

Logical Devic

0K |IEC 61850-7-420

- DA dirGeneral [5T]

Add LD

INFO TECH
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applicable YLTC
opening a YPSH

| Prefix |
~

itches with short circuit breaking ©
red to complete the logical modell
ening commands shall be subscrib
al-time capability are available betw
are performed with a G5E-messag

<

@[] Do [O] NamPlt

- [@ po [M] Beh

@[] Do [C] Health
&-[7] po [O] Blk

E-[7] o [C] Med

&[] Do [C] CmdBlk
&[] DO [O] InRef
&[] Do [O] BlkRef
&-[7] Do [O] EEName
&-[7] Do [O] EEHealth
&-[7] Do [0] LocKey

&- [@] Do [M] Loc

&- [@] Do [M] OpCnt
&[] 0o [0] CBOpCap
&[] o [0] POWCap
&[] Do [0] MaxOpCap
&[] po [0] Dsc

&[] Do [0] SumSwARs
- [7] DO [0] LocSta

Ll

Add LN

with selection
of optional
DO and DA

F. Control Block Editor

- O x

Centrol block type

Unbuffered Report CB

=

Unbuffered ReEort CB

Name

DataSet I j
Report ID I

Buffering time | 1000 1 Integrity period IO _|:
Config revision |1 _:| Instances 1 _:|

— Option fields
[~ Sequence number
[~ Time stamp
[~ DataSet reference
[~ Reason code
[~ Data reference
[T Entry ID

[~ Configuration revision

[~ Buffer owerflow

[~ Control block is indexed
 Triggering options
[~ Datachange

[~ Quality change

[~ Dataupdate

with setting
[~ General interrogation attribu e
values

[~ Integrity scan

Cancel |
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Dataset creation by selection of

elements from the data model

E Dataset Editor

Legical Device ILD'EI

Legical Node LLND

Mame ISCADADataSet

ILDOfLLNOSSCADADataSet

- D0 Mod

& D0 Beh

G- DO Health

& D0 NamPlt

&.D0 Pos

E-LN PTOCT

- D0 Mod

& D0 Beh

G- DO Health

& Do NamPlt

G- DO Str

@-po Op

B LN MMXU1

E- 00 Mod

& DO Beh

- D0 Health

&-DO NamPlt

=-D0 A

E- DO phsh

E- DA cVal [MX]
m q[Mx]
DAt MX]

|LDO!CSWI1.Pos.stVaI [5T]

X

Buttons for changing
order of elements in
dataset.

€ =

X

Button for removing
element of dataset.

—— Button for adding an
element of data model
to dataset.
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Possible applications of
61850 ICD Editor program

[0 Creation and modification of ICD/CID file for the device under
configuration.

[0 Processing of an ICD file into a CID file (addresses, datasets,
parameters of control blocks).

[0 Creation and modification of ICD/CID file to be used for server
device simulation (e.g. with the use of INFO TECH 61850 SCL
Runner tool).

[0 Modification of ICD/CID file for the IEC 61850 client program

(e.g. 61850 Avenue client), for example to enable execution of
negative test cases on the server device.
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Contact:

www.infotech.pl

INFO TECH sp.j.
Edisona 14

PL 80-172 Gdansk
Poland

office@infotech.pl

Tel. (+48) 58 3018527
Mob. (+48) 602 799756
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