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INFO TECH sp.].

[0 Experts in the field of communication solutions for power
automation and industrial automation.

[0 Renowned supplier of protocol software libraries and tools
for communication testing and device simulation.

[0 As of October 2023, the licensed INFO TECH software is the
basis for implementing IEC 61850 interfaces in the products
of 53 companies and institutions from 15 countries of
Europe, Asia and North America.

[0 INFO TECH offers also:

® Hands-on trainings on IEC 61850 communication,
B Conformance testing of the IEC 61850 interfaces,

B Audits and diagnostics of systems using IEC 61850
communication.
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Product from the renowned supplier of
communication software libraries and
testing tools for automation systems

Other known products from this area:

O

O 0O O

O

IEC 61850 Software Library (source code)
61850 CCC - IEC 61850 client DLL for PC/MS Windows
61850 SCC - IEC 61850 server DLL for PC/MS Windows

61850 SCL Runner - simulator of IEC 61850 server devices
based on their description in SCL files

61850 GOOSE System Viewer - visualization and monitoring
of GOOSE communication based on SCD file

ProTester — simulation tools for master and slave stations of
protocols operating on serial and TCP/IP based networks (DNP3,
IEC-104, IEC-101, IEC-103, Modbus, SPA-bus)

ProtAn - protocol analyzer for serial asynchronous
communication (RS5-232, RS-485)

ProtAn for Ethernet - protocol analyzer for Ethernet networks
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61850 Avenue toolset

0 61850 Avenue: set of tool programs for testing IEC 61850 communication,
developed with the use of INFO TECH IEC61850 Software Library

[0  First tool of the package - 61850 Avenue client tool: beta version supplied to
selected customers already in January 2007

O First official release: May 2007 (together with 61850 Relay Simulator)

[0 GOOSE toolset: added in January 2008

[0 Sampled Values toolset: added in December 2011

O File Transfer toolset: added in February 2012

[0 61850 Avenue 2.0: released in April 2013
m Added support of Edition 2.0
B Added message logging
B  Added Process Data View

[0 Update of IEC 61850 client GUI: version 2.1 released in April 2018

O Routable GOOSE and Routable SV options added in September 2019

O  Support of Edition 2.1 in the release of January 2021

[0  Secure client-server communication (TLS and ACSE) added in May 2022

[0  Added cyclic data polling to Process Data View: added in February 2023

The name 61850 Avenue was adopted to the whole toolset package.
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Awarded product

[0 INFO TECH IEC61850 Software Library (source code) together
with the testing and simulation toolsets (61850 Avenue and
61850 SCL Runner) — was honored with a prestigious award -
Honorable Commendation of the International Power
Industry Fair ENERGETAB 2017
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Wide applicability of the toolset

[0 Suitable for:

B testing devices and systems with IEC 61850
communication,

B commissioning of IEC 61850 based systems,

B development projects implementing IEC 61850
communication,

B verification of product conformance with the IEC 61850
standard,

B practical learning of the IEC 61850 standard.
[0 Truly easy to learn and apply ...

[0 All programs include the context help function
invokable with F1 key.
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61850 Avenue

Your safe and easy road to learn and use the
IEC 61850 standard.

Welcome!
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Installation procedure

Supported platforms:

PC running

MS Windows reach higher
7, 8,10 and 11.
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To install the software

From the supplied CD: possible start in autorun mode.

Alternatively: invoke the program start.exe from the installation
package directory

612850 Avenue
61850 1CD Editor
61850 Relay Simulator
GOOSE Toolset
HASP HL drivers
Sampled Values Toolset

:B autorun.inf

D configxml

F [Tico

License.pdf

B ReadMehtml

'r- start.exe
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License

[0 Before installing the software please learn
and accept the licensing terms described in
the paper note attached to the CD and/or in
the file License.pdf

[0 Please acknowledge the following notice concerning
the USB license key:

B The supplied license key represents the value you have
purchased. Please take care of it and protect it from losing
or damaging like any other object of value. Please
understand that we cannot replace lost, corrupted or
physically damaged keys.
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Installation steps

[0 After starting the installation program the following list of
documents, applications and drivers will be displayed - it is

possible to install only selected tool programs and omit those
which will not be used.

[0 At first, read the license agreement.

61850 Avenue Toolset Installer (%]

Double click item to execute action

Wiew INFO TECH Software Licenze Agreemert.
Yiew "Read Me"

61850 Avenue

61850 Relay Simulator

61850 ICD Editor

GOOSE Toolzet

Sampled Yalues Toolset

HASP HL dnvers
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Third party components

[0 HASP HL drivers - to manage the USB license key

[0 WinPcap 4.1.3 used by Relay Simulator, GOOSE
toolset, SV toolset (alternatively, it is possible to
use Win10Pcap or Npcap if already installed)
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IEC 61850 client tool
(61850 Avenue)

reach higher
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Initial view after the first start-up of
61850 Avenue client

Servers — window with the list of

server devices to communicate

with. \
Properties — window with the list

of connection parameters of the
selected server (connection
parameters can be saved in the
configuration file).

Main operation view — for
folders with server data models.

r 61250 Avenue 2.1.11
Server  Connection  Window  Help

Servers

™~

Log view — chronological view of
operations (commands,
responses and events) occurring
during the interactions with

server devices. \

Log
oS
Time Server
10:47:18.441 Program started

i

Program started

Message

INFO TECH
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Connection to a new server device
with data model browsing

¥ 61850 Avenue - New [EC-61850 server [127.0.0.1]
Server  Connection Window  Help
5 MNew Ctrl+N | n
@ Open Ctrl+ O
5, Delete Del [ New (Ctri+N)
H Save configuration Ctrl+5
& Connect

Exit

From Server menu select
New command to define a
new server device.

INFO TECH
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.r. *618350 Avenue 2.1.13 - New IEC-61830 server [127.0.0.1]

Server  Connection  Window  Help

New IEC-61850 server [127.0.0.1]*

=4l | B
E Main
Name New |EC-61850 server
Address 127.0.0.1
Port 102
E Remocte OS] Parameters
AE Qualfier 12
Application 1D 1.1.1.555.1
05| Presentation Selector 00000001

051 Session Selector 0oo
05| Transport Selector 0001
E Substation Configuration

IED name
RCB Indexing Default
SCL File Name

E Transport Layer Security
Use TLS Disabled
TLS authentication mode  Required
TLS Server Name (SNI)

TLS Server CA Certificate C
TLS Client Certificate file
TLS Client Private Key file
TLS Client Private Key Pass

E Authentication
Mechanism Name MNone
Password
Certificate
Certificate private key

E Local 051 Parameters
AE Qualfier 12
Application 1D 1.1.1.599
Application Timeout [s] 10
Max. MM5 Frame Size 65280

A new server |ED with the

name New |IEC-61850 server
and IP address [127.0.0.1] will
appear in Properties window.

Address
Intemet Protocol Address of remate device
(IPv4, IPvE or name).

F 61850 Avenue - New IEC-61850 server [127.0.0.1]

Server Connection Window  Help

L T n

AL LD s

Mew |[EC-61850 server [127.0.0.1] *

* after the name of the IED
server device means
unsaved configuration.
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Assighing target name and IP address
to a new server device for browsing

Servers

SR Y = R

----- Tested Relay[127.0.0.1

In Servers window write

the target device name in EM‘;H
place of default New =————— Tested_Relay
Address 127001

IEC-61850 server and Por 102

EH Remote OS] Parameters

the target IP address in AE Qulfer 12
Application 1D 1.1.1.5991
place of 127.0.0.1.

051 Presentation Selector 00000001
051 Session Selector 0001
Q51 Transport Selector 0001

E Substation Configuration

IED name
RCEB Indexing Default
SCL File Name
E Transport Layer Security
Use TLS Dizabled

TLS authentication mode  Required
TLS Server Name (SMI)
TLS Server CA Certificate C
TLS Client Certfficate file
TLS Clignt Private Key file
TLS Client Private Key Pass
El Authentication
Mechanism Name Mone
|

Name:
Name of the server for easy identification.

INFO TECH
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r 61850 Avenue - Tested_Relay [127.0.0.1]

Server  Connection  Window  Help

Servers

SR

‘ ----- Tested Relay[127.0.0.1 ‘

Now the client-server connection
can be established: in Server
window from context menu of the
selected device invoke the
command Connect

17



Secure communication using TLS
(encryption)

For using TLS to connect to the server, set the Use TLS parameter to servers !
Enabled. This parameter is part of the Transport Layer Security Bz @ "% = &
section of the Server Communication Profile.

o 41
Enabling TLS changes automatically communication port to default for S M;n
TLS (3782). Disabling TLS returns the default port t0 102. = e ow o 01850 semver
Other TLS configurable parameters: P> or 3782

Remcte OS] Parameters
[ Substation Confi jion

— . . — == e
TLS authentication mode — selection between Required authentication [ ==" S

using TLS CA certificate or Optional. TLS adherticaton mode Required
. . |
TLS Server Name (SNI) — TLS Server Name Indication. TLS Server CA Certficate Chain  D-\cartificates\ca.pom
ifi i —fi i i ifi i TLS Server CRL Chain D:\certificates\crl pem
TLS CA _certlflcates files —file Wlth a chqln of certificates used to verify kobeiliviaimuiioll D \oriicmica\cho poa
the certificate of the server to which the client connects. TLS Clent Private Key file D:\certificates\client key

TLS Server CRL Chain — file with a chain of certificates used to verify e T

the revocation status of SSL/TLS certificates. N h —
TLS own certificates files — client’s certificate file. Password

TLS private key — client’s private key file. oo vt key

TLS private keyphrase — the password used to decrypt the client's B Local OSI Parometers 5
private key. Aoplcation 1D~ 111999

-

TLS Session Keys file — path to a file containing the TLS session keys. | use1is

INFO TECH
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Secure commuhnication

using ACSE (authentication)

Use of ACSE for authentication:

- select mechanism based on certificates?*,
- provide certificate of the client,

- provide private key of the client.

*Integration of the IEC 62351 standard, specifically
adhering to the IEC 62351-4:2018/AMD1:2020. This
amendment of Part 4 presents supplementary
guidance and updates designed to strengthen the
security of communication within industrial automation
and control systems.
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‘ S Secure [EC-61850 server [127.0.0.1]1*

2=2l44 |
E Main
Name Secure IEC-61850 server
Address 127001
Port 102
E Remote 0S| Parameters
AE Qualfier 12
Application 1D 1.1.1.999.1
05 Presentation Selector 00000001
05 Session Selector D001
05| Transport Selectar LLI}
Substation Configuration
Transport Layer Security
Authentication
1.0.840.0.1.0.1.1 (Certificate)
Password
Certfficate D \cerificates\client pem

Cerfficate private key

D certificates\client key

E Local O51 Parameters
AE Qualifier
Application ID
Application Timeout [s]
Max. MMS Frame Size
Max. MMS Services Called
Max. MMS Services Calling

Mechanism Mame

12
1.1.1.559
10
65230

Authentication mechanism name as object identifier. t can selected among
‘Mone’, '2.2.3.1 (Password) or 1.0.840.0.1.0.1.1 (Certfficate)’ values.
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Server device data model displayed
after connecting and browsing

Fast exploration of the

INFO TECH
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server device data model.

F 61850 Avenue 2.1.10 - Tested_Relay [127.0.0.1]

Server  Connection

0 B

Window  Help

e H ;9/ ﬁ’q fé e

4=

o= 2l | E=]
E Main
MName Tested_Relay
Address 127.0.01
Port 102
E Remote 05| Parameters
AE Qualifier 12
Application D 1.1.1.999.1

(5] Presentation Selector 00000001
5] Session Selector 0001
Q5] Transport Selector 0001

B Substation Configuration

|[ED name
RCB Indexing
SCL File Name

Default

Tested_Relay [127.0.0.1]

S FOLEPs

&

Association
DemoMeasurement

~LM LLMO

~LN LPHD1
-LN I3pMHAIl
~LN I3pMMXLI1
~LN U3pMMXLI2

DemoProtCtrl

‘LN LLMO

‘LN LPHD1

‘LN DIGGIOL
LN I3GHPTOCT
LN I3GtPTRC1
LN ObjlCswil
LN Obj1¥CBR1
-LM ObjZxsSWIl
-LM Obj3CswWIZ
-LM Obj3XCBR2
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Connection to a new server device
using its SCL description file

F 61830 Avenue - Tested_Relay [127.0.0.1]
Server | Connection Window  Help
W New Ctl+N |
& Open Ctrl+C
5, Delete Drel 1 A
H Save config Show from file (Ctrl+0) r
& Connect
Show offline
Mawve Up
Move Down
Hay
Exit
Fart LLLF

Invoke Open command and select an SCL file
describing the server device.

Servers found O
Servers
Show Connect IP Address IED Mame File Validation
od 127.0.0.1 Demo C:i\Users‘\michal\Deskto... [OK

| Open schema validation log Ok | | Cancel

After selecting the file set check boxes:
- Show - to display the server preview (offline mode),
- Connect - to automatically connect to the server.

INFO TECH

your partner in R&D

21



Explanation of Show and Connect options

After selecting the Connect
option, the client will be
automatically connected to the
server.

When the Show option is

F 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection Window  Help

EIVBIE (il e e D e e D e D e D D e

SR PN = R o

I FO%RS

-~ & Association

EI - DemoMeasurement
- LM LLMO

~-LM LPHD1

~-LM I3pMHAL1

~-LM I3pMMXLI1
~-LN U3pMMELI2
DemoProtCtrl

checked, the device data =
model will appear in the Main
operation view.
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a2l | =]

E Main
MName Demo
Address =127.0.0.1

ot 102

= thlute 051 Parameters
AE Qualifier 12
Application |D 1.1.1.999.1

5] Presentation Selector 00000001

Q5] Session Selector
Q5] Transport Selector

0001
0001

B Substation Configuration

IED name
RCE Indexing

Sl Fila Klama

Def ault

B EE e enEeee s eensh

LLMO
LPHD1
DIGGIO1
I3GHFTOCL
I3GHFTRC1
Obj1C5WI1
Obj 1IXCBR 1
ObjZxsWI1
Obj3CcsWI2
ObjIXCBR2

22



Connection establishing after
importing SCL file

Click Connect icon to connect with the device in the network

S T R
— 8Os

F 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection Window  Help

A 5

= Dema 12?.D.D.‘I|

Demo [127.0.0.1]

o2 | B
= Main ~
MName Demo
Address 127.0.01
Port 102
= Remcte OS] Parameters
AE Qualfier 12
Application 1D 1.1.1.999.1

INFO TECH
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----- DS D53 _GOOSE
----- D5 DS4_GOOSE
----- BR brcbO1
----- BR brch02
----- RP urcb01

[#-LN LPHD1

\

’6)' QQ’ @ "::ﬁ LJS e Default Scope ~ | Find...
-1 ~ || Name FC  Value
=10 DemoProtCirl/Ob.. ST {stval=1
E+-LN LLND DemoProtCirl/Ob... ST {sfVal=1
----- D Mod DemoProtCiriiLL... ST {stVal=Ff

----- D Eech DemoProtCiri3.. ST {stVal=

----- D Health DemoProtCirl3.. ST {general

----- D NamPFit DemoProtCirl13... ST {general

----- D Loc DemoPretCtrif3... ST {general

----- D$ DS1_Disconnector DemoProtCtrl/Ob... ST {stVal=1

D8] D52_Protection DemoProtCtrliOb... ST {stVal=1

q Connect ir'
L —

Off-line model
browsing possible.
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Refresh Current Object on LD, LN
or DO/DA

Click Refresh Current Object on LD, LN or Demo [127.0.0.1] X

DO/DA level to read data with selection of FC. - ﬁd @) e ST.CF.DC.EX. BR, v~

@ Assodiation

SR }DemoMeasurement

hl Refresh current object IFC

Demo [127.0.0.1]

. { [@-LM LLMO
I @O LF )5 R ETEREKER ] Find.. vV O.
‘ ;@ Assodiation ‘ MName | Functional constraints selectio r refresh h

=TTl NemoMeas rement

# 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection  Window  Help

A o L e J:ll Demo [1 27.0.0.1 ]

- m: fis : q & ﬁq E & ﬁ::} ® _.;:-a US e ST.CF.DC.EX.RP, ~| Find
[ 5T

= [;Epﬁmq 127.D.D.‘I| - (@ Association Name[.7] CF Valu

B {LD] DemoMeasurement DC
¢ LN LLNO EX

~LN LPHD1 mER

g=(21 ‘ =] LN I3pMHAIL RP
= Main ~ LN [3pMMXU1 Mx
Name Demo © LN U3pMMEUZ
Address 127.0.0.1 l ‘LD DemoProtCtrl
Port 102

INFO TECH
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Data model view

True data model as
defined in IEC 61850-7.

No confusion with MMS
Named Variable space.

The tool can maintain
connections to multiple
server devices.

INFO TECH
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Demo [127.0.0.1] -
& ;f;q » .a- US e MX, CF. DC v|| Find... a4 1\9}
o Assodiation || Hame FC  Value
[=-LD DemoMeasurement Maod {=t\al=on, g=0000000000000 {Good, Process}, t=20...
te-LN LLNO Beh {stVal=on, g=0000000000000 {Good, Process), t=20..
"'|-|"| LPHD1 Health {stval=0k, g=0000000000000 {Good. Process}, t=20...
""-" I3pMHAT1 MNamPlt {vendor=INFO TECH, swRev=1.0, d=Current measur...
=-LN I3pMMEUL (= {phsA=lcVal=imag={f=0}}, q=0000000000000 {Good. ...
-~ D Mod phsd {cVal={mag={f=0}}. g=0000000000000 {Good, Proce...
D Beh phsB {eVal={mag={f=0}}. g=0000000000000 {Good, Proce...
D Health 2 phsC {cVal={mag=f=0}}, q=0000000000000 {Good, Proce...
D MNamPlt cVal M {mag=if=0}
E‘“ A q Mx 0000000000000 {Good, Process)
D phsA t MX  2020-12-14 07:17:59.403 [Leap Second Known][Tim...
-~ D phsB units CF  {SlUnit=A}
+[D] phsC d DC  Phase C current
F-LN U3pMMEL2 d DC 3 phase current
[=LD DemoProtCtrl
E-LN LLNO
LM LPHD1
E-LN DIGGIO1
E-LN I3GRTOC1
LN I3GtPTRC1
G-LM LTRK1L
G- LN Obj1CSWIL v

25



Possible simultaneous connections
with multiple servers

In Main operation view the
tabs of server devices can be
arranged as preferred by the

tool user.

Demo [127.001] %

/(555,0' ° ﬁ-’bs USTCFDCEXEI;

RegrTestEd? [192.168.11.158]

Connection  Window

Server

Al
R

r 61850 Avenue 2.1.10 - Demo [127.0.0.1]

*

& ¥ @O L )5 & PearTested2 1182.168.11.158]

:

;1@ Association
[-LD DemoMeasurement

e e
£

E| -LN I3pMMELIL
- O Mod
D Beh
-~ D Health
D
D

NamPlt

. -LN U3pMMXU2 =

[E1+LD DemoProtCr] —/
E-LH LLND
G-

---LN I3GPTOC1 W

(@ Assodation

LD RegrTestEd2Application
LD RegrTestEd2MUO1

+.-LD RegrTestEd2Measurement
v--LD RegrTestEd2ProtCtr

MName _I
1
H Demo
= 127.0.01
102
ote 05| Parameters
ualifier 12
sation 1D 1.1.1.999.1

'regentation Se 00000001
session Selectc 0001
ransport Selec 0001

Sequence Number: l:l Data Set: |: |-__|X

# [] Buffer Qverfiow Configuration Revision:

< > | Data Reference ¢

Entry Identifier: CA certificates |

Data Reference N certificates

5 |

INFO TECH
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TR 15y

sation Configuration
iame Demo
Indexing Def ault
-ile Mame
sport Layer Securit
= Sequence Mumber: l:l [l-LS DlS-EbI,IIEd
[ Buffer Overflow  Configurati; thertication 1 Required

rvate key
‘

Mame of the server for easy identification.

Demo [127.0.0.1]

RegrTestEd2 [192.168.11.158]

e ﬁ’bs

ST.CF,DC,EX BR, ~

- I Association

CI LI] DemoMeasurement
- - LLNO

LPHD1
I13pMHATL

-LN I3pMMXU1

: Mod

Beh
Health
MamPlt

£

-LN U3pMMxL2
DemoProtCrl
-LH LLMO

-LN LPHD1

-LH DIGGIO1
-LN I3GHPTOC1
-LN I3GHFTRC1

=

ame FC

Mod
Beh
Health
MamPlt

BB -E-E

Sequence Number: I:l Datz

£ Report ID

[ Buffer Overflow Configuration |

Entry Identifier:

26



Reporting function in IEC 61850

Demo [127.0.0.1]

Reporting services as 555 AICDE « .JS CSAL ¥| Find.. NV @

defined in IEC 61850-7-2. @ Assadation Name FC| Vlue
D ‘LD DemoMeasurement RptlD ER
Eh-LM LLND . RptEna BR falzse
. . ————————————— (] S S S D Mo i
DatSet BR DemoMeasurement/LLND.D51_Measurement
Reporting configuraton | 0 s ConfRev BR 1
IR [P [ <R i /S ——— I S N D Hea OptFld BR 0111111111 {sequence-number, report-time-stam. .
can be |nVOk€d from the ----- D MamPlt B;Erms ER 1000 . %
----- D5 D51_Measureme
- SgMum BR 0O
ConteXt menu Of a Chosen . 2 DS2_Al #  TrgOps BR 011111 {dats-change, quality-change, dats-update...
rcb or using the program  — —__ Report Enable o
- alse
ICOn. H -ﬂ- Parameters... ER false
- RP Purge Buffer ER  0000000000DO000T
LN LPH e v BR 2020-12-14 07:17:59.655
E:l LH I:_Jﬁ JENera LErrogatio
g o L‘:‘; £ Get BRCE Values
(=10 DemaoPratCtrl
---LN LLNO
. G-LN LPHD1
=L DemoProtCtrl [#-LN DIGGIOL
EI |_|-,| LLMO [H-LM I3GPTOC1 W
H £ >

ER

INFO TECH
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function

Configuration of the reporting

BR / RP: dedicated
windows for review and
modification of reporting
parameters of BRCB /
URCB.

INFO TECH
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ﬂ Demo [127.0.0.1]: DemoProtCtrl/LLMD.breb 01

Report |dentifier:

Data Set Reference:

Corfiguration Revision: 2

Buffer Time [ms]:

Sequence Mumber:

Optional Fields

x
| |
DemoMeasurement/LLN0.DS2_All e

Integrity Period [ms]: |0 |
| 1000 Entry ldentfier: |0000000000000000 |
0 Time Of Entry: 1984-01-01 00:00:00.000
Trigger Options

Sequence Mumber
Report Time Stamp
Reazon For Inclusion

Data Set Mame

Enable

Data Reference
Buffer Overflow
Entry |dentifier

Corfiguration Revision

A

Refresh

Data Change (dchg)
Quality Change {gchg)
Data Update {dupd)
Integrty

General Intemogation

Close

28



Selection of dataset for reporting

Selection from dropdown
list of all datasets present
in the device.

The list results from the
imported or explored
device data model and
includes also dynamically
created datasets.

INFO TECH
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ﬁ Demo [127.0.0.1]: DemoProtCtrel/LLMO.breb01

Report Identifier: |

Data Set Reference: DemoMeasurement /LLND.DS2_Al

Configuration Revision: | nemsMessurement /LLNO. DS1_Measurement

Buffer Time: fmal} DemoMeasurement/LLN0.0S2 All

DemoProtCid/LLN0.051 Disconnectar
DemoProtCtd/LLND.DS2_Protection
DemoProtCid/LLND.DS3_GOOSE
DemoProtCid/LLND.DS4 GOOSE

Seguence Mumber:

Optional Fields
Sequence Number Data Reference

Report Time Stamp Buffer Overflow
Reason For Inclusion Entry |dentifier
Data Set Mame Configuration Revision

Enable & Refresh

T gET OIS

Data Change (dcha)
Quality Change {gcha)
Data Update (dupd)
Integrity

General Interrogation

Close
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Activation of the reporting function
and reports viewing

Report control block (BRCB or URCB) can be

..... DS DS4_GOOSE I @ enabled by invoking Report Enable command from
IEED Report Enable the context. menu or using the program icon.
----- RP urc £ Parameters... P
----- RF urc p
urge Buffer
..... (1] gd: 3 q ﬂ
..... (1] gd:
..... &G SE - ® ﬁ @ ﬁ E—’
&> Get BRCE Values

EILI] DemoProtCtr| | Report Enable || Name
EILI'-I LLMO
..... 0D Mod ;

- Ry
=]
. ‘x :l\-l' '_0 Seguence Mumber: D Data Set: |DemDPrntCh'I,ﬂ_LNDSDS1_Disu:nnnen:b:r |
f Report ID Reason code Buffer Overflow Configuration Revision: |1 | ID: |DemnPru1J:trI,|'LLNDSBF‘.5bn:bDI |
0 DemoProtCirlLLNDSER Sbrcb01 dchg Entry Identifier: [0000000000000001 | Time of Entry: [2020-05-06 11:25:06.645 |
1 DemoProtCtrl/LLNOSER Shrehi 1 dchg
2 DemaProtCirl/LLNOSBR Sbrebi 1 dchg Data Reference FC Value ~
3 DemoProtCtrl/LLNOSER Shrehi 1 dchg = DemoProtCirl/Obj2XS\w11.Pos ST Reason code: dehg
4 DemoProtCirlLLNOSBR Sbreb01 dchg stval ST |01 {off}
5 DemoProtCirl/LLMOSBR $hreh0 1 dchg q ST | 0000OODOO0D00 {Good, Process)
Loy ST 2020-05-06 11:25:06.628 [Leap S... v
< >

Incoming reports are displayed in a traceable list.
A selected report content can be easily viewed,

INFO TECH

your partner in R&D
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List of rep

All incoming reports are collected into
a list and presented with the following

Tested_Relay [127.0.0.1] x

information:

# - report number in the list,

Report ID — report identifier,
Received — reception timestamp,
SN — report sequence number set by
the reporting server (other formats in

case of segmented reports:

SN.s - where s is a segment number,
SN.sF - where s is a segment
number and F indicates the last
segment),

Data Set — reference name of the
dataset used for reporting,

Details off/on — show/hide the
details of the selected report.

INFO TECH

your partner in R&D

/(S)/ ﬁq ® ﬁ IJS e Default Scope ~ || Find... 7\ N/ @
[1-LN LLNO A | [ Name FC  Value -
----- D Mod DemoMeasurem...  MX {phsA={cVal-{mag={f-0}}. q=00000000D0D0D {Good, Process}, t=2023-02-27 09:47:56.925 [Leap Second K.
""" D Beh DemoMeasurem...  MX  {phsA={cVal={mag={f=0}}, g=0000000000000 {Geood, Process}, t=2023-02-27 09:47:56.925 [Leap Second K...
""" D Health = DemoProtCtrl/Ob.. ST {stVal=01 {off}, g=0000000000000 {Good, Process}, t=2023-02-27 05:47:56.522 [Leap Second Known][Tim..
----- D MamPlt stVal ST 01 {off}
""" 0§ D31 _Measurement q ST 0000000000000 {Good, Process)
ps2_Al t ST 2023-02-27 09:47:56.822 [Leap Second Known][Time Accuracy = 10 bits]
""" BR brcb01 = DemoProtCtrl/Ob.. ST {stVal=10 {on}, g=0000000000000 {Good, Process}, t=2023-02-27 09:44:50.540 [Leap Second Knownl[Tim..
----- BR brch02 stVal ST 10 {en}
----- BP urch01 q ST 0DODODDDODDOD {Good, Process}
""" BP urch02 t ST 2023-02-27 09:44:50 940 [Leap Second Knownl[Time Accuracy = 10 bits]
[#-LN LPHD1 stSeld ST false
[+/~LN I3pMHAI1
Fl-LN_I30MMXUL v hd
B Sequence Mumber: |29 | Data Set: |DemoMeasurementﬂ_LNO.DSI_Mei|
# Report ID SN BOwf Data Set [] Buffer Overflow Configuration Revision: ID:
15 DemoMeasurement/LLNOSBR Sbrcb0l 25 false  DemoMeasurement/LLMNO.DS1_Measureme Entry Identifier: oo
20 DemoMeasurement/LLN0SBR $brch02 21 false  DemoMeasurement/LLMNO.DS2_All
21 DemoMeasurement/LLMOSBRSbrchb01 26 false  DemoMeasurement/LLM0.DS1_Measureme Data Reference FC Value ~
22 DemoMeasurement/LLNOSBR $hrcbd2 22 false  DemoMeasurement/LLNO.DS2_All = DemoMeasurement/|ZpMHAIT HA ~ MX  Reason code: Datallp...
23 DemoMeasurement/LMOSBRSbrchb0l 27 false  DemoMeasurement/LLMO.DS1_Measureme | B phsAHar {0={cVal={mag={f=0}}...
24 DemoMeasurement/LLN0SBR $brcb01 28 false  DemoMeasurement/LLNO.DS1_Measureme = 0 {cVal={mag={f=0}}. q..
25 DemoMeasurement/LLNOSBR Sbrcb02 23 false  DemoMeasurement/LLMNO.DS2_All E‘ cVal MX | {mag={f=0}
26 DemoMeasurement/LLNOSBR Sbrch02 24 false  DemoMeasurement/LLMNO.DS2_All ] mag Mx =0}
27 DemoProtCirl/LLNOSBR Sbrcb02 10 false  DemoProtCtrl/LLND.DS2_Protection b Mx 0
23 DemoMeasurement/LLNOSBRSbrcb01 29 false  DemoMeasurement/LLMO.DS1_Measureme q MX DDDDDDDDD_DDDD iGOO
29 DemoMeasurement/LLN0SBR $brchb02 25 false  DemoMeasurement/LLMNO.DS2_All ot MX 20230227 09:4<i55"'
30 DemoProtCirl/LLNOSBRSbrch02 11 false  DemoProtCtrl/LLND.DS2_Protection {cVallmag={f=0l}. q...
S f {eVal=imag=it=0l}. q..

List of reports

Detailed view of
selected report
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Report detailed content viewing

For each report from the list its detailed content can be
examined. The following information is presented:
Sequence Number — report sequence number set by the
server,
Data Set — reference name of the dataset,
ID — report identifier,
Buffer Overflow — indication of buffer overflow
occurrence (for reports from BRCB only),
Configuration Revision — version of RCB configuration,
Time of Entry — time of report generation (report time
stamp — equal to Time of Entry for BRCB),
Entry Identifier — report identifier (for reports from
BRCB only),
and the view of reported data including:
+ reference name of reported data (Data
Reference) with functional constraint (FC),
» reason (Reason Code) of including data in the
report,
* names and values of data components.

INFO TECH

your partner in R&D

Sequence Mumber: Data Set: |Demc-Prc-tCtrIﬂ.LND.DSZ_Prc-tecﬁ-:n

[] Buffer Overflow Configuration Revision: EI 1D: |Dem0Pr0tCh'Iﬂ_LNDSBRSbn:bE|2

Entry Identifier: |0000000000000000 Time of Entry: |2023-02—2? 09:51:38.216

= DemoProtCtrl/0bj 1XCER1.Pos

stVal
- position
q

Reason code: DataChange
10 {on}
on

Data Reference FC Walue
= DemoProtCirl/Obj1CSWWI1.Pos ST | Reason code: DataChange
= stval ST 10{on}
i % position 5T on
=l g 5T 0000000000000 {Good, Process)
- Walidity 5T Good
- Overflow 5T  falze
- QutOfRange 5T  falze
- BadReference 5T  falze
- Dscillatory 5T  falze
- Failure 5T false
- (DldData 5T false
- Inconsistent ST false
- Inaccurate ST false
- Source ST Process
- Test ST false
- OperatorBlocked ST false
-t ST 2023-02-27 09:51:38.210 [Leap Second Known][Time Accur...
= DemoProtCtrl/I3GtPTOCT Str ST Reason code: DataChange
- general 5T true
- dirGeneral ST baoth
H q ST 00 {Good, Process)
Ly ST 7 05:51:38 242 [Leap Second Known][Time Accur...
ST
ST
ST
ST
ST
ST
ST
ST
ST
ST
ST

Good

false

DutDfRange false
EadReference false
Dscillatory false
Failure false

& QldDats false

b {1 SN ) N ) —
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Data model view updates by reports

Deme [127.0.0.1]

Data values received in reports update also the view of the data model. The
name and value of each updated data is emphasized using blue font. The
same visualization is applied to updates obtained upon read requests.

Ff e 'ﬁ'uS“ST

~| Find.. NN @

-~ i@ Assodation

B L[I DemoMeasurement

 [E~LM LLND

| LN LPHD1

. [-LN I3pMHAIL

| E-LN I3pMMXUL

. E-LN U3pMMxU2

=)-LD DemaProtCir]
G-LN LLNO
LN LPHD1
LN DIGGIO1
E-LN I3GtPTOCT

#~LH I3GHFTRC1
[#~LN LTRE1
[+-LN Obj1CSWI1

e

08 &-B-&

[T 3

Maod
Beh
Health
MNamPIt
Str
general
dirGeneral
q
t
Op
TmACHs
Strival

FC Value

8994

{stVal=on, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits], cfl ..
{stVal=cn, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits]}
{stVal=0k, q=0000000000000 {Good, Process}, t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits]}
{vendor=INFO TECH, swRev=1.0, d=Overcurrent protection 1z}

{general=talse, dirGeneral=both, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.403 [Leap Second Known][Time ...
false

both

0000000000000 {Good, Process}

2020-12-14 07:17:59 403 [Leap Second Known][Time Accuracy = 10 bits]

{genersl=false, g=0000000000000 {Good, Process}, t=2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits]}
{setCharact=Multiline 1}

{zetMag={f=50}, units={SIUnit=A}}

IN¥O TECH

your partner in R&D
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Control services in IEC 61850

Demo [127.0.0.1]

I

INFO TECH

your partner in R&D

,(Sfﬁ, @-ﬁ- S USTCF v| Find..
- @ Association MName FC  Value
---LI] DemoMeasurement Mod {stVal=on, q=000000C
E-LD DemoProtCtrl Beh {stV/al=on, g=000000C
G-LN LLNO Hesalth {stVal=Ok, g=000000
LN LPHD1 NamPlt {vendor=INFO TECH
G-LN DIGGIO1 Loc {stVal=false, g=0000(
t-LN I3GEPTOC1 OpCntRs {stal=0, g=0100000(
G-LN ISGFTRC1 = Pos {stVal=10 {on}, q=00C
LN ObjCsWI1 stVal ST 10 fon}
""" D Mod q ST 0000000000000 {Goc
""" D Beh t ST 2020-05-06 07:09:32.
""" D Health Oper C0O  {ctlVal=false, crigin=}
""" D NamPit ctiModel CF direct-with-enhanced
..... I] an
..... D OpCntfs
-[D]
LN Db]E.:] Control...
[-LM Obj2x &£ Get Data Values
LM Obj3c
[-LM Obj3x Set Data Values

00—

f-gﬁr

@©\%F DS

Services as defined in IEC 61850-7-2.
Control services can be invoked in the context menu
of the data model or using the program icon.

[ o IOy O O e

Associafion | Control..
Demojffeasurement
DemgFrotCirl

~LNgLLMO

LPHD1

N DIGGIOL

“LN I3GtPTOCT
~LN I3GHFTRC1
~LN ObjlCswIl

----- 0 Mod

----- D Beh

----- D Health

----- D MNamPlt

----- 0 Loc

----- 0 OpCntRs
--[I] Pos

~LN ObjlXCBR1
~LN ObjZxsWI1
~LN Obj3CswWI2
~LN Obj3XCBR2
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Control models and control
command parameters

Control command window

CO shows:

* present status of an object to
be controlled,

 parameters of control
command,

* buttons for control procedure
steps in accordance with
assigned control model,

* log of the control procedure
performance with client
requests, server responses
and reports with control results.

INFO TECH

your partner in R&D

® > Derno [127.0.0.1]: DemoProtCtrl/Obj1C5WN.Pos

Status Information
Walue: |ﬂ'| {off} | Cortrol Mumber

Gualty: |{FDDDDDDDDDDDD {Good, Process}

Time Stamp: |2ﬂ13—ﬂ3—2€ 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits]

Cantrol

Value: on frue) v Control Mumber: |0

Time

Time Stamp: |2'I]'1E~'|]'}ZE 15:14:21 @~ | [] Use Cument Time E;ﬁt

Orginator

[] Synchrocheck

Category: | remote-control ~| 1d: [coasose2 | [HEX | 0] inteock Check
Select With Value Select Operate Cance Refresh
Log
Time Service Message
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Control commands in test mode

The tool user should be
aware of consequences of
sending control commands
to devices.

When a server device is
intentionally switched to
TEST or TEST-BLOCKED
mode, it is possible t0 Sl mm—
Test flag for control
commands and perform
control operation as
specified for this mode.

INFO TECH

® > Derno [127.0.0.1]: DemoProtCtrl/Obj1C5WN.Pos

Status Information
Walue: |ﬂ'| {off} | Cortrol Mumber
Quality: | 0000000000000 {Good. Process} |

Time Stamp: |2ﬂ13—ﬂ3—2€ 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Contrel
e —G L e Control Mumber: |0 =

Time

Time Stamp: [2018-03-26 15:14:21 @~ | O Use u:urrenn;> E;ﬂ

Orginator

[] Synchrocheck

Category: | remote-control ~| 1d: [coasose2 | [HEX | 0] inteock Check
Select With Value Select Operate Cance Refresh
Log
Time Service Message

your partner in R&D
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Tracing control commands
performance

® ) Derno [127.0.0.1]: DermoProtCtrl/Obj1CSWI.Pos

If the new controlled Status Information

object position is Value, itpf01 A} | Control Number

reported, the status = Gulty- [ DO00ODO000000 6 Frocess} |
information will be
updated in the CO
window and in the data

Time Stamp: |2ﬂ13—1]3—26 13:14:14.016 [Leap Second Enown][Time Accuracy = 10 bits] |

model view. Control
Walue: |ur1 ftrue) w | Cortrol Number: |0 =
: Time
Command execution [ Test
: Time Stamp: |2||}1E,-|}3,2-E 15:14:21 [E~- | [ Use Cumrent Time
and its result are easy - Check
: Synchrocheck
to trace in the log L S
' Cat : ate-control «~ | Id: |CDABDE6E2 HEX -~
saon” ([Ematecono | | | | [ Intedock Check
N Select With Value Select Operate _ance Refresh
Log
Time Service Message
031535353 Operate Request (ctlValue true)
03:15:35426 Operate Response positive
I N .r-o T E c H 03:15:35427 Command Tem. Posttive (ctiValue true)

your partner in R&D



Creating dynamic data sets

Demo [127.0.0.1]

Persistent — created in LN context

S Of s Qe

Non-persistent — created in Association context

INFO TECH

your partner in R&D

- @ Assodation Name
! LD DemoMeasurement Mad
(=~LD DemoProtCtrl Beh
[H-LN LMo Heslth
G-LN LPHD1 MamPit
-LN DIGGIO1 Sir
7 .. D LUS Create Data Set Demo [127.0.0.1] X
..... 1] -
..... p & Refresh S @ -ﬁ ’bs o [sT.CF,
..... D Get All Data Values
..... ] Refresh Data Sets @ Assodation | Create Data Set h
..... D e LD DemoMeasurement Mod
..... D TmACH ‘ )LD DemoPratCtr] Beh
..... oD sStval ---LH LLMO Health
LN LPHD1 MamPlt
. LN DIGGIOL Sir
E| - I3GPTOCT Op
P dee D Mod TmaACHs
D Beh Stral

g & @ SIS
..... M
% 15 Create Data Set | =n
EI LD DemaProtCtrl

[-LN LMD

LN LPHD1
[-LN DIGGIO1
=- LN I3GPTOCT
Mod
Beh
Health
: MamPlt
LD Str

[+-LD DemoMeasurement
[=~LD DemoProtCirl

---LH LLMO

N

K ST,CF.DC. I

Create Data Set
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Steps of defining a new dataset

Upon invoking Create Data Set command a dedicated wWindoOwW POPS  pemo [127.0.0.1] % Create dataset - & X
up to enable dataset definitione. The created dataset can be given a = ., s reierence
name and its elements can be selected from the data model by the Scope: | DemoProtCir/13GtPTOCT

command from context menu or by drag-and-drop operation. Name: |NewDataSet
m— Data Set Members
Deme [127.0.0.1] X ~  Demo [127.0.0.1]; Create data set = I X
/(‘S)/ J @ .ﬁ S v || Find Data Set Reference Hame i
& LJS 'Ll Scope: | DemoProtCl/13GIPTOCT DemoProtCir/13GtPTOC 1 Str ST
@ Association Name FC Value N e DemoProtCir/13GtPTOC1.Op ST
! ‘LD DemoMeasurement Mad {stVal=on, g=00000( ame: |Tewlda DemoProtCid/13GtPTRC . Tr 5T
=-LD DemoProtCirl Eeh {stVal=on, g=00000( Data Set Members
t-LN LLNO Health {stVal=0k, g=00000
LN LPHD1 NamPlt {vendor=INFO TECI Name FC
&-LN DIGGIO1 = st {general=false, dirG DemoProtCti/13GtPTOC1.Op ST
E-LN I3GHPTOCL general ST false
""" D Mod dirGeneral ST baoth
----- D Beh g ST 0000000000000 {Ge
""" D Health t ST 2020-05-06 07:09:%
{%I F'a-rnPIt Op {general=false, g=0(
_____ 0§ AddtoDataSet » DemoProtCtrl/13GtPTOCT. MewDataSet
""" 3 %3 et Data Values |
LN I3GtPTRC1 I
When the list of elements is complete

=
INFO TECH i oo™ oo o
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Activation and edition of Setting
Groups

The data model of a server

device implementing setting IAlORE « XIS <] Find..
groups includes a Setting e FC Valve
Group Control Block object o i
. ;oo itSG SP 0
(SGBC), placed always in i ol G s
. . E-LN I3pMMXUL LAcfTm SP  2020-12-14 07:17:58.402 [Leap Second Known][Time Accuracy = 10 bits]
LLNO logical node. LN UL ’
. ;---L:[I DemoProtCirl
SGCB attributes: e
+  NumOfSG — how many o
setting groups are included D Nanel
in the Ioglcall dewcg (LD), DS oS Do
* ActSG — which S_ettlng DS e
group (number) is currently IR brchot
in use, | _ w2
« EditSG — which setting Dot
group is currently available ?__,L,';%ﬁ?ﬁ .
for editing values. A

INFO TECH

your partner in R&D



Operations on SGCB

to read all attribute values
and to write attributes
ActSG, EditSG, CnfSG,
ResvTms. A new value
should be set in Value field
of the attribute and
confirmed with a proper
command.

But a more user-friendly
option to configure SGCB
and edit settings is to
invoke Edit SG Values
command.

INFO TECH

your partner in R&D

SGCB context menu allows

Demo [127.0.0.1]
J < F
;‘Sf & @ LJS s Find.. AV ®
=1-LM LLNO Mame FC  Walue
""" 0 Mod NumOfSG SP o4
""" D Beh ActSG P
""" D Health EditSG P 0
----- 0 NamPlt CrfEdit SFP false
""" D Loc LActTm SP 2020-12-14 07:17:59.403 [Leap Second Known][Time Accurac...

d-LM LPHD1 %
J-LN DIGGIO1
i-LM I3GtPTOC Br
0L I3GHPTRC

----- DS§ DS1_Disconnectt
----- DS DS2_Protection
----- DS DS3_GOOSE
----- DS DS4_GOOSE
----- BR brcbo1
----- BR brcb02
----- RP urch01

Edit 5G Values...

Get SGCE Values
Set SGCE Values

H-LN LTREL

ey 1O o IO e IO e IO e O P

F-LN ObilCsWwIl

w
>
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Setting Group Control window

Upon invoking
EditSGValues
command a
dedicated Setting
Group Control
window pops up to
enable all operations
on SGCB as well as
editing of values of
the selected setting

group.

INFO TECH

your partner in R&D

-

Demeo [127.0.0.1]
ACet - ST v
FF O LJS <
- LD DemaoProtCirl Mame FC  Value
LN LU NumOfSG SP 4
""" D Mod AciSG SPod
""" D Beh EditSG SF D
""" D Health CriEdit SP false
""" D NamPit LActTm SP 2020-..
..... D Loc

----- DS DS2_Protection
----- DS D53_GOOSE
----- DS D54_GOOSE
----- BR brch01

----- BR brcboz

----- RF urch01

----- RP urchd2

[#~LN LPHD1
[#~LN DIGGIO1
[#-LN I3GFTOC1
#~-LN I3GHFTRC1
-

P meInIT

Bl & le -

Report ID Buffer Overfiow Configuration Revisio

Setting Group Control: DemoProtCtrl/LLND.SG... T X

Contral
Active Group: #1 ~
Last Activation Time:  |2020-05-06 11:23:34.537 |
Edit Group: nang ~
Reservation Time [s]: n/a
Refresh SGCB

Settings

Setting Name tive Bufi Edit Buffer

|3GtPTOCT TmACrv setCharact none  n/a
|3GtPTOCT Strval setMag £ D n/a

Refresh Active Buffer Values
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Change of the active setting group

Setting Group Control: DemoProtCtrl/LLNO.SGCE

Selection of an active setting group

Caontrol
is made from the drop-down list With\%\ il >
. L #1
assigned numbers of all groups = PTEEE———

H3

implemented in the device. Edit Group: #1

After changing the active setting Reservation Tme Bl /2

group the device should set a new

value of Last Activation Time. Refresh SGCB

Setting values from the active group Settings

are presented in the list below Setting Name Active Buffer  Edit Buffer

|3GPTOCT TmACHy setCharact  Multline 1 n./z

(Active column informs that these GFTOC Sridsetieg? | 50

are the attributes of FC=SG) — there
IS N0 need to search this information
in the data model.

om
r Refresh Active Buffer Values

your partner in R&D 43



Selection of the setting group for
editing

Setting Group Control: DemoProtCtrl/LLNO.SGCE

Selection of the setting group for

editing is made from the drop-down list
with assigned numbers of all groups Lsst Activation Time: |2018-06-27 06:30.12.091 [Leap Second Knol
implemented in the device. Edt

Control
Active Group: H1 "

nane =

(none — denotes that none of the Reservaton Time [l ﬁz
setting groups shall be available for 3
editing). Fefresh SGCE
Settings
Setting Name fictive Buffer Edit Buffer
[3GtPTOCT. TmACry setCharact  Multiine 1 n/a
[3GtPTOCT Strval setMag f 50 n/a

h Edit Buffer Values

om
r Refresh Active Buifer Values

your partner in R&D 44



Change of setting values in the group
selected for editing

Setting values from the group selected
for editing are presented in the list
below (Edit Buffer column shows
attributes of FC=SE) — there is no need
to search this information in the data
model.

For settings of enum type a new value
can be selected from a drop-down list.

New values are checked for being
accepted by the server device.

INFO TECH

your partner in R&D

Setting Group Control: DemoProtCtrl/LLMNO.SGCE

Contral
Active Group: H2 -
Last Activation Time: |2D1 8-06-27 07:35:35.236 [Leap Second Kno
Edit Group: H1 w
Reservation Time [s]: n/a

Confirm Editing

Refresh SGCB

Settings

\ Setting Mame Active Buffer Edit Buffer

1. TmACrH setCharact  Multiine 2 | Multiline 1 w
|3HPTOCT. ] Long-Time Bxtremely
Long-Time Very Inver
Long-Time Inverse

|EC Very Inverse

IEC Inverse

|EC Extremely Inverse
|EC Short-Time Invers ¥

Refresh Edit Buffer Values
Refresh Active Buffer Values
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Confirmation of new setting values
from the edited group

Newly introduced setting values are
temporarily memorized in the server
device (if correct), but their assignment
to the group selected for editing must
be still confirmed by pressing the

Setting Group Control: DemoProtCtrl/LLNO.SGCB

command button Confirm Editing.
Only after that the edited setting group
will acquire the new values.

INFO TECH

your partner in R&D

Control
Active Group: H2 i
Last Activation Time: |2I}1 8-06-27 07:35:35.236 [Leap Second Kno
Edit Group: H1 w
Reservation Time [s]: n/a
! - Confirm Edting
Refresh SGCE
Settings
Setting Mame Active Buffer Edit Buffer
{I3GtPTOCT TmACry setCharact  Multline 2 Multiline 2
13GtPTOCT Strfal. setMag f 25 50

Refresh Edit Buffer Values

Refresh Active Buffer Values
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Log view

The tool provides a

Chronological VieW Of |_|:|g R [II' x
operations (commands, ;-xl ;-*I I-_EI
responses and events) -
occurring during the fime Server §
- - g - g 05:35:35.293  Demo [127.0.0.1 GetEdit 5GValueRes+ (invokeld:53) DemoProtCid A3GtPTOCT TmACH: setChe
interactions with server 05:35:36.786  Demo [127.0.0.1  SelectEditSGReq (invokeld:54 reference: DemoProtCid /LLND.5GCE) EditSG
d eVi ces 05:35:36.79¢  Demo [127.0.0.1 SelectEditSGRes+ (nvokeld:54 reference:Demo ProtCid /LLN0.5GCE. Edit 5G)
’ - - 09:35:36.797  Demo [127.0.01 GetSGCBValuesReq  (invokeld:55 reference: DemoProtCid/LLM0.SGCE)

Each message in the log is 09:35:36.809 Demo [127.0.0.1  GetSGCBValuesRes+ (nvokeld:55 reference:Demo ProtCtr/LLNG.SGCB) Nur
described by _'W:.Eiﬂﬁ.ﬂm Demo [127.0.0.1 GetEd:rtSGValueHeq ﬁnvukeldiﬂﬁ} DemuF‘rotCtrIflEIGtPTOU.Tmﬂ.Cm.setCh::

) . 09:35:36.810  Demo [127.0.01 GetEdit5GValueReq (invokeld:57) DemoProtCta/13G PTOCT TmACh setCh:
Time — timestamp of the 09:35:36.821 0[127.001  GetEditSGValueRess finvokeld:56) DemoProtCtd/13GtPTOCT TmACH setChe

0. Demao [127.0.0. tSGValueRes+ (invakeld:57) DemoPratCidA3GtPTOCT TmACH: setChe

Occurrence’ / ] 0.1 SetEditSGValueReqg  (invokeld:58) DemoProtCidA3GtPTOCT TmACHy setChe

Server — device concerned,

(9:36:33.522

Message — description of the =

Demo [127.0.0.1

SetEdit 5GValue Res- invokeld:58, service Emoraccess-violation, mmsEmorCla: w
>

operation.

INFO TECH

your partner in R&D
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Finding objects

Demo [127.0.0.1]

The search function allows users & 9 @O £ 5 e o] br ANV @
tO enter any Strlng Of CharaCterS, o @ Association MName FC  Value |Fir1c| next object in mndeli
and then search for matching e RpiD R
objects in the data model. The ooe M =
function will highlight all objects in et o S O Qe o AV O@
the model with names containing o0 psa || & pereenent [ ol g
the SearCh teXt. B".L"{'L;Nt:q"d E:ttg: EE E:I‘:DMBESIJFEMBHT."LLNQDSQ_N|
----- RP urchil D Beh ConfRev BR 1
g :::-::;t OptFlds BR 0111111111 {sequence-number, report-time-stamp, reason-fo...
The user can start searching for 08 0 peasrenert | o R0
. . DS Esé—,_"'” TrgOps ER 011111 {data-change. quality-change, data-update. integrity. g...
objects using the keyboard on R InigPd BRIO_
shortcut Ctrl + F. ~BP urcb01 ¥ 61850 Avenue - Demo [127.0.0.1]
Server  Connection  Window  Help
Demo [127.0.0.1] EENE“ :':‘; Discor_1|:1ect r
: e .
& ﬁ‘d ® __;:-a- S e ST.CF.DC. EX. BR. | Find.. AV @@ :.:B".E;enﬂ; g:;ﬁ Ny : ;:;:(ZAI:
- (@ Assodation Mame FC  Value Heql & Refresh BLD Der
" Get Server Directory > "'LN
[-L0 DemaProtCirl Export to SCL file :::
Find... Ctrl+F t:
INFO TECH e
r Etl v 3 _[Finddbjct 1 model
' 48
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Process Data View - adding objects

Process Data View

Demo [127.00.1] X

Process Data View P PN
(PDV) iS a common 1 ¥ 61850 Avenue 2.1.11 - Deme [127.0.0.1]

H H Server Connection = Window = Help
VIeW to monltor |7 SEMVErS L E LDg Carl+L

Process Data View

selected items from
different IEDs.

Auto Hide All
Reset Window Layout

' 1 Demo [127.0.0.]

~ || br

AV O@

Show Process Data View r

. Process), t=2020-12-14 07:17:59.404 [Leap
0 {Good. Process). t=2020-12-14 07:17:59.404 [Leac

T Value

{stVal=on, g=000000000000
{stVal=on. o=000000

... pss Data View

AN 8O

e |
: ST.CF.DC,MX | br
wd &

PDV is a separate tab
opened by button @) from
the toolbar or the menu
Window

, @ Association
L__| LI] DemoMeasurement
[H-LH LLND
E-LN LPHD1

The user can add an item to /'
PDV by selecting and pressing

MName FC  Value | Add to Process Data View i
Mod {stWal=on, q=]Qe@0000000 {Good, Process}, t=2020-12-14 07-..
Bzh {stVg B=0000000000000 {Good, Process), t=2020-12-14 07-...

wval=0k, g=0000000000000 {Good, Process), t=2020-12-14 07...
{wendor=INFO TECH, swRev=1.0, d=Current harmonics measure...
{phsAHar={[0]={cVal={mag={f=0}}, g=0000000000000 {Geod, Pro...

R
T
Ch
i
=
=2

Demo [127.0.0.1] Process Data View
<J *e Dsterocw
& O s S

1@ Assodation Name
EILI] DemoMeasurement Mad

F-LN LLNO Beh

. -LN LPHD1 #  Health

B E

- ",j.s Create Data Set

button @ from the toolbar or the =
context menu.

INFO TECH

your partner in R&D

@ Add to Process Data View

p & Refresh
Get All Data Values
Refresh Data Sets

E-LN 13
BE-LN U
[#--LD DemoProtCtrl H
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Process Data View (PDV) - toolbar

[ETERUT Demo [127.0.0.1]

@e% eﬂ] 3+ sec

PDV toolbar is composed

- Location Function Object name Value Quality Timestamp FC Reference
Of th e fo I I owin g e I eme nts - DemoMeasurement  13pMHALL HA. phsBHar(14) ] 0000000000000 {Good, Process}  1970-01-0100:0 MX  DemoMeasurement/T3oMHAILHA. chsBHar(...
.
DemoMeasurement I3pMHALL HA.phsBHar{15) 1] 0000000000000 {Good, Process} MY DemoMeasurement,I3pMHAI 1.HA. phsBHar (...
. . DemoMeasurement I3pMHALL HA.phsCHar {0} 1] 0000000000000 {Good, Process} MX DemoMeasurement/I3pMHAT 1.HA. phsCHar (...
( o nfl rm l n g u pd a‘te Of aI I DemoMeasurement  [3pMHALL HaA.phsCHar (1) 0 0000000000000 {Good, Process) MX DemoMeasurement/I3pMHAT 1.HA. phsCHar (..
DemoMeasurement I3pMHALL HA.phsCHar(2) 1] 0000000000000 {Good, Process} MX DemoMeasurementT3pMHAI L.HA. phsCHar (...
- DemoMeasurement  I3pMHAI1 HA.phsCHar (3) 0 0000000000000 {Good, Process} 1570-01-01 00:00:... MY  DemoMeasurement/I3pMHAI1.HA, phsCHar(...
Ite I I lS by b utto n DemoMeasurement I3pMHALL HA.phsCHar{4) 1] 0000000000000 {Good, Process} 1970-01-01 00:0 MY DemoMeasurement,/I3pMHAI 1.HA,phsCHar (...
DemoMeasurement I3pMHAI1 HA.phsCHar(5) a 0000000000000 {Good, Process} MY DemoMeasurementT3pMHAT 1.HA. phsCHar (...
R - - DemoMeasurement I3pMHALL HA.phsCHar(6) 1] 0000000000000 {Good, Process} MY DemoMeasurement,I3pMHAI L.HA,phsCHar (..
e I I l OVI n g Ite I I I S ro l I I DemoMeasurement  13pMHAIL HA,phsCHar(7) 0 0000000000000 {Good, Process) MX DemoMeasurement/I3pMHAI LHA. phsCHar (...
DemoMeasurement I3pMHAIL HA.phsCHar(8) o 0000000000000 {Good, Process} 1970-01-01 00:00:...  MX DemoMeasurement,T3pMHAT 1.HA.phsCHar (...
P DV b b utto n DemaMeasurement  13pMHATL HA.phsCHar (3) 0 0000000000000 {Good, Processh 1970-01-0100:00:... MX  DemoMeasurement/I3pMHATLHA,phsCHar(...
y @ DemoMeasurement  I3pMHAI1 HA.phsCHar {10) 0 0000000000000 {Goad, Process} 1570-01-01 00 MX  DemoMeasurement/I3pMHAI1HA.phsCHar(...
x DemoMeasurement I3pMHALL HA.phsCHar(11) 1] 0000000000000 {Good, Process} 1970-01-01 00: MY DemoMeasurement,/I3pMHAI 1.HA,phsCHar (...
- DemoMeasurement I3pMHAI1 HA.phsCHar(12) a 0000000000000 {Good, Process} 1970-01-01 00; MY DemoMeasurementT3pMHAT 1.HA. phsCHar (...
I E efre S h I n g S e I e Cte d DemoMeasurement I3pMHALL HA.phsCHar(13) 1] 0000000000000 {Good, Process} DemoMeasurement,I3pMHAI L.HA,phsCHar (..
DemoMeasurement I3pMHALL HA.phsCHar {14) 1] 0000000000000 {Good, Process} DemoMeasurement/I3pMHAT 1.HA. phsCHar (...
't b b tt n ¥ u DemoMeasurement I3pMHAI1 HA.phsCHar(15) a 0000000000000 {Good, Process} DemoMeasurement/I3pMHAI 1.HA.phsCHar (...
iems Dy pution &, od -Mode E— T —— TR
DemoMeasurement I3pMMXU1 Beh - Behaviour on 0000000000000 {Good, Process} : DemoMeasurement,T3pMMXU 1. Beh. stval
a - DemoMeasurement I3pMMXU1 Health - Health Ok 0000000000000 {Good, Process} DemoMeasurement/I3pMMXU 1. Health.stval
‘ O pyl n g S e I e Ctl O n by DemoMeasurement  I3pMMXU1 A.phsA - Phase A current oA 0000000000000 {Good, Process} . DemaMeasurement/I3pMMXLU 1A phed.cVal....
DemoMeasurement I3pMMXU1 A.phsB - Phase B current 0A B.cval....
DemoMeasurement  13pMMXU1 A.phsC - Phase € current oA Location Eunctinn Ohiject name c.val...,
u tto n DemoMeasurement  LPHD1 PhyHealth - OK Ok m w Location ‘ .stval
DemoMeasurement LPHD 1 Proxy - Indicates if this LN is a proxy  false on N
DemoMeasurement U3pMMXLZ2 Mod - Mode on DemoMeasurement || + FLIrICtiDrI on stval
D I I - - DemoMeasurement U3pMMXLZ2 Beh - Behaviour on stval
ata po I n g Settl ngs DemoMeasurement  U3pMMXLU2 Health - Health Ok DemoMeasurement OhJECt name Ok h.stval
DemoMeasurement U3pMMXLUZ2 PhV.phsA - Phase A voltage 15000 V DemoMeasurement i) shsA.cV.
n - DemoMeasurement U3pMMXL2 PhV.phsB - Phase B voltage 15000V TUI'E | ue shsB.cv...
w &0 = sec DemoMeasurement  U3pMMYUZ  PhV.phsC - Phase C voltage 1so00v | DemoMeasup ar. [1] 100 shsc.ov...
surement Quality ar.[2] o
The user can configure PDV presentation scope Demoessurenent [ @] Timestame T
- . . Recemved
(right click on the table header) by showing / Demoldeasurement arnfs] 0
. i . DemoMeasurement FC ar. [&] 0
hiding columns of specific data attributes. DemoMeasurement |[¥] ~ Reference 0
DemoMeasurement Har.[8] ]

INFO TECH
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Process Data View (PDV)

data polling

After adding items to PDV, the
user can enable (or disable)

cyclic data polling by clicking &>

Enabled data poling.

The configurable parameters for
cyclic polling of PDV items are:

-

* Polling cycle s =

SEC

(default value is 60 seconds).

« Number of items in one
request. Configurable in the

Options view (Help -> Options):

PDV items count limit per pall:

INFO TECH

your partner in R&D

1=

Process Data View

Demo [127.0.0.1]

v

Location Vor Object name Value Quality Timestamp Received  FC Reference
DemoMeasuremeg Mod - Mode on 0000000000000 {Good, Process} 2023-03-06 11:54:. 13:20:1.. ST DemeMeasurement/LLNO. Mod.stval
DemoMez LLNO Beh - Behaviour on 000000000000 {Good, Process} 2023-03-06 3: k1 DemoMeasurement/LLNO.Beh.stval
Easurement LLNO Health - 0K [+13 0000000000000 {Good, Process} 2023-03-06 3: ST DemoMeasurement/LLMO.Health.stval
PemoMeasurement I3pMHAIL Mod - Mode on 0000000000000 {Good, Process} 2023-03-06 11: 3 5T DemoMeasurement,/I3pMHALL.Mod.stVal
DemoMeasurement I3pMHAIL Beh - Behaviour on 0000000 {Good, Process} 2023-03-06 11:54 3 ST DemoMeasurement/13pMHALL Beh.stVal
DemolMeasurement 13pMHAIL Health - Health Ok 0000000000000 {Good, Process} 2023-03-06 11:54: ST DemoMeasurement/13pMHAL L Health. stval
DemoMeasurement  [3pMHAIL HA.phsAHar (0) 0 0000000000000 {Good, Processy MX  DemoMeasurement/I3pMHALL HA phsAHar(0).
DemoMeasurement  T3pMHATL HA.phsAHar (1) 100 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAIL.HA phsAHar(1).
DemoMeasurement: I3pMHAIL HA.phsAHar (2) 0 0000000000000 {Good, Process} 2023-03-06 11:5%:... MY DemoMeasurement/T3pMHAL 1 HA.phsAHar(2).
DemoMeasurement: I3pMHAIL HA.phsAHar(3) 0 0000000000000 {Good, Process} MY DemoMeasurement/I3pMHAL L. HA.phsAHar(3).
DemoMeasurement  I3pMHAIL HA.phsAHar(4) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHALLHA phsAHar(4).
DemoMeasurement BpMHAIl HA. DhsAHar(E) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHALLHA phsAHar(s).
_IE- olleasurement/L3pHHAL L HA, phatar(
DemoMeasurement I3pMHAll HA. phsAHarU) 0 0000000000000 {Good, Process} 2023-03-06 11:54: MX  DemoMeasurement/T3pMHAT LHA.phsAHar (7).
DemoMeasurement: I3pMHAIL HA.phsAHar (8) 0 0000000000000 {Good, Process} 2023-03-06 11:54:. MY DemoMeasurement/I3pMHALLHA phsAHar(8).c...
DemoMeasurement  I3pMHAI1 HA.phsAHar () 0 0000000000000 {Gaod, Process} MX  DemoMeasurement/I3pMHAILHA. phsAHar(3).
DemoMeasurement  I3pMHAIL HA.phsAHar(10) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHALLHA phsAHar(10)....
DemoMeasurement  I3pMHAIL HA.phsAHar(11) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHALLHA phsAHar(11)....
DemoMeasurement  T3pMHATL HA.phsAHar(12) 0 0000000000000 {Good, Process} MX  DemoMeasurement/I3pMHAILHA phsAHar(12)
DemoMeasurement: I3pMHAIL HA.phsAHar(13) 0 0000000000000 {Good, Process} MY DemoMeasurement/T3pMHALLHA phsAHar(13)....
DemoMeasurement: I3pMHAIL HA.phsAHar(14) 0 0000000000000 {Good, Process} MY DemoMeasurement/I3pMHALLHA phsAHar(14)....
DemolMeasurement, L3pMHAILL HA.phsAHar(15) 0 0000000000000 {Good, Process}t MY, DemoMeasurement/I3pMHALL HA phsAHar(15).
DemoMeasurement  I3pMHAIL H#.phsBHar (0) 0 0000000000000 {Good, Process} 2023-03-08 11:5% MX  DemoMeasurement/I3pMHALLHA phsBHar(0).cf
DemoMeasurement I3pMHATL HA.phsBHar (1) 100 0000000000000 {Good, Process} 2023-03-06 MY DemoMeasurement T3pMHAL 1.HA phsBHar (1).cV
DemoMeasurement  T3pMHAT1 HA.phsBHar(2) 0 0000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/T3pMHAL 1HA. phsBHar(2). V|
DemoMeasurement: I3pMHAIL HA.phsBHar(3) 0 0000000000000 {Good, Process} 2023-03-06 MY DemoMeasurement/I3pMHALLHA.phsBHar(3).cV|
DemoMeasurement  I3pMHAIL H#.phsBHar (4) 0 000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHALLHA phsBHar(4).cvfil.
DemoMeasurement  I3pMHAIL H#.phsBHar (s) 0 000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHALLHA phsBHar(5). o\
DemoMeasurement  I3pMHAIL HA.phsBHar(6) 0 000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHALLHA phsBHar(6). c\f
DemoMeasurement  I3pMHATL HA.phsBHar (7) 0 0000000000000 {Good, Process} 2023-03-06 MX  DemoMeasurement/I3pMHAL L.HA phsBHar(7).c\
DemoMeasurement: I3pMHAIL HA.phsBHar(8) 0 0000000000000 {Good, Process} 2023-03-06 MX DemoMeasurement,I3pMHALL.HA. phsBHar(8). c\
DemoMeasurement  I3pMHAI1 HA.phsBHar(9) 0 0000000 {Good, Process} 2023-03-06 11:54:... MX  DemoMeasurement/I3pMHAL L HA. phsBHar (). |
MemnMeze womant  T2oMHATY A nhedbarl 10y n AANNNANANANNN Sfnnd_Drarace, an92.nzN8 1154 nav Nemabezc: ramant M ZMIAAT 1 A _nheB=rf 10}

The PDV items highlighted with blue font are the ones
that have been refreshed but not yet viewed by the user.
cycle. After viewing by the user, the refreshed item is set

back to the default black font.
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Generation of ICD/CID file

Possible for a selected
server device with
explored data model. By
invoking Export to SCL
file... command.

The user can adjust the
produced SCL file in the
dialog of parameter
selection.

INFO TECH

your partner in R&D

LF Exportto SCL file..

=4 | B

E Export parameters
IED name:
IED type
|IED manufacturer
|ED config version
5CL Schema
Instantiate RCH
Data attribute values
Walue kind for non operational values
Value kind for operational process values
Value kind for operational setting values
Description
SCL Variant
Include communication section

Services
Edition
MNameLlength
DynAssociation
SettingGroups

s

,..
2

¢}

False

A
False A

[*]1%
i
i
-—

r 61830 Avenue - Demo [127.0.0.1]

Server  Connection  Window  Help

Disconnect
Abort

Delete Del

Refresh
Get Server Directory
Export to 5CL file

Find... Ctrl+F

Find Pr| Export to SCL file

a1

Configured IED Description (*.cid)
True

Edition2

Edition2

64

[include] : True, Max : 0

[Include] - True, SGEdit {[include] - True, ResvTms - False)}, (

GetDirectory True

GetDataObject Definition True

Datalbject Directony True

GetDataSetValue True

SetDataSetValue False

DataSetDirectory True
ConfDataSet [include] - True. Max - 6. MaxAttributes - 9. Modify - False
DynDataSet [Include] - True, Max : 0. MaxAttributes - 0 w

Services

Specfies service capabilties and setting elements and attibutes of the IED.

Export File Mame:

Browse

Cancel
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What else can be found in
61850 Avenue toolset ...

IEC 61850 Relay Simulator
GOOSE testing toolset

Sampled Values testing toolset

reach higher

File transfer testing toolset
IEC 61850 ICD Editor

INFO TECH

your partner in R&D 53



61850 Relay Simulator

Feeder bay model with circuit
breaker and disconnector.

Simple overcurrent protection
relay with IEC61850 server recich higher
interface (representative classes
of LNs, fixed data model).

An excellent tool to help
comprehending how a protection
relay is seen in the IEC 61850
communication network.

Very easy to use for testing
operations of the IEC 61850 client
end.

INFO TECH

your partner in R&D
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IEC 61850 Relay:

Setup in the start view - edition

Standard edition to be applied can be
selected by the user (1, 2 or 2.1).

Other connection parameters:

« Optional RCB attributes can be included.

« Service tracking configuration can be
added.

» OSI addresses can be optionally
checked.

«  MMS communication on port 102 or
optionally secure communication using
TLS on port 3782 and optionally ACSE
authentication.

Connection on the selected interface or on
all interfaces can be accepted.

INFO TECH

your partner in R&D

P

IED name |Dem|:|

Edition 2amd1: IEC 61850-7-4: 20078 b

Service tracking configuration
ResyvTms in BRCE DpcTrk | Mot assigned bl

[Jowner in RCE UrchTrk | Mot assigned w
BrcbTrk | Mot assigned '
GocbTrk | Mot assigned '
SgchTrk | Mot assigned '

Root path | | -

Interface VMware Network Adapter VMnetd MAC: 00:50:56:C0:00:0 ~ | &

MMS server on all available interfaces Port 102 |

VMware Virtual Ethernet Adapter for YMneta
IP: 192,.168.72.1
IP&: FEBQ:0000:0000:0000:0A25: 19D9: AB4EF2B5

[ ] check 0s1 addresses
[ JuseTLs

[ ] Use ACSE authentication
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IEC 61850 Relay:

Setup in the start view — TLS & ACSE

When using TLS and ACSE:
- the port number must be set to 3782,

- the certificate and private key of the
server must be provided,

- the certificate of Certificate Authority,
Certificate Revocation List and the
certificate of the client must be
provided,

- optionally, the allowed IP addresses
of the client can be defined.

INFO TECH

your partner in R&D

MMS server on all available interfaces

Part

|3Ir'82

IF: 192,168.72.1

VMware Virtual Ethernet Adapter for ¥YMnets

IP6: FEB0:0000:0000:0000:0A28:1909:AB4E:F2B5

[ ] check 0sI addresses
Use TLS

Use ACSE authentication

Sever cybersecurity configuration

Certificate |

Private key |

Client cybersecurity configuration

CA file |

CRL file |

Certificate |

Allowed IPs

Cancel
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IEC 61850 Relay:
Outgoing feeder bay simulator

Feeder bay model with circuit breaker
and disconnector.

Simple overcurrent protection relay with
IEC61850 server interface
(representative classes of LNs, fixed
data model).

Local and remote monitoring.

Local and remote control (DO-es control
model) with hardwired interlocking.

Additional line with circuit breaker for
demonstration of an alternative control
model (SBO-es).

Simulation of CB motor failure.

Client of time server.

INFO TECH

your partner in R&D

& INFO TECH IECA1830 Server

Simulation of protection relay with IEC61850 server

INFO TECH

Now with GOOSE, file transfer

and cybersecurity!

%1 IED Name: Demo
~dServerIP: 0.0.0.0

v
rA)

\/

[ Disable sound

o

LV
rA)

Server Port: 102

MAC: 00:50:56:C0:00:08

Edition: 2.1

ResvTms attribute: yes

Owner attribute: no

Use TLS: no

ACSE authentication: no

Owercurrent protection 1>

BLock @

sTART @

TRIP
100 E .

cq1 PTRP O
RMOTE @

IL1=10

a4 a a -

IL2=10

IL3=10 DI .

L1 = 15000 Dz .
DI3

ULz= 15000 ®
UL3= 15000 o5 .

Connections: 0
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IEC 61850 Relay:
options for Ed.1, Ed.2 and Ed.2.1

. . ¥ INFO TECH IEC61850 Server - X
Three options of the simulator program S _ _
. . Simulation of protection relay with IEC61850 server
execution are available: Now with GOOSE, file transfer
and cybersecurity! INFO TECH

- Conformant with IEC 61850 Ed.1 . . [ &l sorver 10000
Server Port: 102

- Conformant with IEC 61850 Ed.2 g
ResvTms attribute: yes

- Conformant with IEC 61850 Ed.2.1= Jenet Smbute: no

(with different ICD files). |

Owvercurrent protection 1>

X X BLock @

Note: (M— @__\ ~ START @

. 3 wCm S

Remember that on the same PC you 0 o RMoTE@
can run only one instance of the (‘/ v 12

simulator program at a time. " ERPS

UL1=10 DI2.

v v D @

T_{ ULz =10 DI4.

=0 o5

[ pisable sound

I N .l - o T E c H CDHHECtiDHS: D

your partner in R&D



IEC 61850 Relay:
simulation of analog signals

Current level can be driven for each
phase (manually or by formula, e.g.

¥ INFO TECH IECE1850 Server — b

Simulation of protection relay with IEC61850 server
Now with GOOSE, file transfer

. . and cybersecurity! INFO TECH
time dependent) — menu on its scroll  IED Name: Demo
b Edit automatic formula prqg s SeServer 1P 0.0.0.0
ar Server Port: 102
—— - - L1 = |45‘ MA_(?: 00:50:56:C0:00:08
Possibility to simulate harmonic T butoryos
distortion — click on signal name. \ = Owner attibute: no
. . . = ACSE au-thentic:ﬂtion: no
Overcurrent protectlon with inverse
tlme CharaCte“SUCS Owvercurrent protection 1>
X X BLOCK @
Harmeonics for IL1 s (::}
DC st 2nd  ¥d 4k Sk Bk Tk Bk Sh 10h 11t 12k 13k N E i:;RT :
- \ 0 5 100 o RTRP ®
¥: L1 4 FMOTE @
C« : ILZ = 49
oz o 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% % 0% 0% 0% UL = 13560 E:i o
e ' v P ULz = 13530 o, @
UL3= 13530015 @
[isable sound

INFO TECH

your partner in R&D

Connections: 0
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IEC 61850 Relay:
GOOSE communication

GOOSE Publisher function (in a separate
program): publishing status changes.

GOOSE Subscriber function: enables
remote tripping and remote protection
blocking from another application.

GOOSE Publisher

GOOQSE Publisher

Netwark adapter | Ethernet 5 pAC: 04-00-27-00-00-09

: i) ”\Er) About
# Tip | N
% Blocking | [N
Running l’

INFO TECH

P INFO TECH IEC61850 Server
Simulation of protection relay with IEC61850 server
Now with GOOSE, file transfer st
and cybersecurity! INFO TECH
& &
>
X X

K] Ei .

- -,y

INFO TECH

your partner in R&D

Y

[ pisable sound

Connections: 0

[ IED Mame: Demo

L=\ Server IP: 0.0.0.0
Server Port 102
MAC: 00:50:56:C0:00:08
Edition: 2.1
ResvTms attribute: yes
Owner attribute: no
Use TLS: no
ACSE authentication: no

Owvercurrent protection 1>

BLOCK @

sTART @
E TP @

100

RTRIF @
SG 1
0 - a8 RMOTE @
L2 = 49
IL3 = 49 o .
ULT = 13580 2 ®

DI

ULz = 13530 .
LL3 = 13530 ois .
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IEC 61850 Relay:
Export of configuration files

Export of ICD file.

¥ INFO TECH IECE1850 Server

Simulation of protection relay with IEC671850 server
Now with GOOSE, file transfer

If TLS and/or ACSE used:

and cybersecurity! INFO TECH
==l | [ED Name: Demo
& & L= \L.ServerIP: 0.0.0.0
' Server Port: 102

Export of secrets (file with  w=
certificates and keys)

INFO TECH

your partner in R&D

LW
L)
LW
ra

MAC: 00:50:56:C0:00:08
Edition: 2.1

ResvTms attribute: yes
Owner attribute: no

Use TLS: no

ACSE authentication: no

Owvercurrent protection 1>

BLock @

sTART @

TRIP
100 E ®

N O

- a |y

v Y .

[ pisable sound

L 48 rMOTE @
IL2 = 49
IL3=49 o .

L1 = 13560 Dz .
DI3

UL2= 13630, .
UL3 = 13530 DIs .

Connections: 0
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GOOSE Toolset

reach higher

INFO TECH

your partner in R&D
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GOOSE toolset: GOOSE Sender -
configurable publisher

The program operating as GOOSE
Publisher with configurable
transmission parameters of GOOSE
messages, including the possibility
of creating a dataset with data
values driven manually by the user
or by calculation formulas.

Press GO button to start publishing
and STOP button to terminate.

Note: The program by default sets
the GOOSE message Simulation
bit (Ed.2) / Test bit (Ed.1) to TRUE

the user’s responsibility to change
this bit value.

INFO TECH

your partner in R&D

[ File Edit Transmission

7 @ @ K @ Metwork adapter | Ethemet 5 MAL: 04-00-27-00-00-03 =] :: :
Type  [Notoutable GOOSE
Ethernet Edition |1 -
|| Source 0&:00:27:00:00:03 O
. &pplD [20 HI= Lo 3 ||
Destination | 071 : 0C: CO: 07 :00: 20 M-cast 3 -
| VLAN — Fived |FALSE StMum >
Priorty |4 S DSRef |LLNOSDS4 l SoNum [0 S
|
[ VLM header CFl [Eth - CBRef [LLNDSgchT l CigRev |20 3] ||
_ ] H2 G0 [EM20 1 NComm [FALSE | ||
=T Time  [2023-03-08 08:18:43.335 T [TRUET ~| ||
| | bddre 233 1
Class of traffic 2 :

Data items

ldx Type | Value

] 3
0[BOOL  FALSE
I 1[5 element(s) |
/?ﬁ BOOL  FALSE '
11| QUALITY | 000DDD000OD0D '
12| TIME 2023-03-08 08:18:49.749 '
2 R

to avoid unwanted consequences of |
transmitting GOOSE messages. It is

Remember to select the correct Ethernet adapter
from the list of Network adapter parameter.
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GOOSE Sender — data values
defined by formulas

if Conditional result: if argument 1 evaluates to true (is not 0) result is equal to Symbol Explanation
argument 2 otherwise result si egual to argument 3 | Factorial i.e. 15 gives 1%2*3%4%5 = 120

intpower IntPower raises argument 1 to the power specified by argument 2 (both

. % Percentage i.e. 10% gives 0.1
arguments are treated as integers) . . .
In Natural logarithm (Ln(e) = 1) of the argument - Neg.a.te e _19 gives _lq and 10 gives 10
log10 Logarithm of baase 10 of the argument i Positive value i.e. +10 gives 10
Fas

logN Logarithm base N of X Power i.e. 372 gives 9

max Maximum of 2 arguments B3 Multiplification i.e. 2*2 gives 4

min Minimum of 2 arguments / Division i.e. 4/2 gives 2

pi The ratio of a cirde's circumference to its diameter. Pi is approximated as div Integer division (result and operands are treated as integers)
3.1415926535897932385 mod Remainder i.e. 3 mod 2 gives 1 (result and operands are treated as integers)

pow Power raises argument 1 (base) to power given by argument 2 (exponent). + Sum i.e. 2+2 gives 4

For fractional exponents or exponents greater than 2147483647, base must
be greater than 0

radtodeg Converts angles measured in radians to degrees

randG Produces random numbers with Gaussian distribution parametrized by

= Substract i.e. 4-2 gives 2
= Substract i.e. 4-2 gives 2
= Substract i.e. 4-2 gives 2

argument 2 (standard deviation) about the argument 1 (mean). = Less than i.e. 3 < 2 gives 0 (false)
random  Produces random number within the range 0 <=X < 1 <= Less than or equal to i.e. 1 <= 2 gives 1 (true)
round Rounds a real-type value to an integer-type value >= Greater than or equal to l.e. 4 >= 2 gives 1 (true)
sin Sine of the argument > Greater than i.e. 4-2 gives 2
sinh Hyperbolic sine of the argument = Equal to i.e. 4 = 2 gives 0 (false)
sqr Square of the argument <> Not equal to i.e. 4 <> 2 gives 1 (true)
sart Square root of the argument not Logical negation i.e not 0 gives 1 and not 1 gives 0
tan Tangent of X or Bitwise or i.e 1 or 4 gives 5
tanh Hyperbolic tangent of X and Bitwise and i.e. 3 and 6 gives 2
trunc Truncates a real-type value to an integer-type value (value of X rounded xor Bitwise xor i.e. 7 xor 5 gives 2

toward zero)

When defining formulas for calculating data values and their changes it is
possible to use various operators, functions and variable T representing time
counter (in seconds) from the publisher function start, e.g.:
T mod 2 - sequence false, true, false ... (1 s interval)
I N '-o TEc H 30+10*sin(2*T) - sin wave with average value 30
g if(T mod 2, 10, -10) - square wave -10,10,-10 ...

your partner in R&D



GOOSE Sender - configuration based
on imported SCL file

It is possible to configure GOOSE = “%= o x

File Edit Transmission Help

Publisher function by the definition Import ‘ + =+ ¥ X @ Network adspter [Ethermet 5 MAC: 0A-00-27-00,0003 = | 2
of GoCB object included in the - | -soose

S—

- - . . Ethernet Edition ’ﬁ
imported SCL file. Transmission swce [B 00 7m0 _own ||| g N
s s
= Destination | 01 : 0C:CD: 01 :00: 01 M-cast ) -
parameters and the dataset will be [ v —— || Fed [ralse ] swn [T 5]
. - : Priaiity |4 2 DSRef |LLNOSDS4 Sahum 113 2
Conﬂgured as SpeleIed n the W WLAM headsr  CFl |Eth - CBRef |LLNO$gch CrgRev |1 =]
0 HE G2
chosen control block of the o G0 | NComm [FALSE |
. P Time  [2023-03-08 DR:02:55.610 Test  [TRUE ~|
selected device. st [Z8 T T ®
Class of taffic 32 ¥
Data items
| ldx | Type J_ Value | Formula | Data reference
| 1dx | ED | Type | Destination Address | App ID | confRrev | GoosE D | GCB Reference | Dataset elements
L1 Demo Mot routsble  01-0C-CD-01-00-00 0001 1 G1 DemoProtCirl/LLNOSGOSach 1 DemoProtCtr]/DIGGIO 1. Ind1.stVal [ST]
N S N e S N EF FEREEENGSEEEaEE | D-mofrotClrDIGGI01 Ind2. stVal [5T]

DemoProtCirl/DIGGIO1.Ind3.stval [ST]
DemoProtCirl/DIGGIO 1. Ind4.stval [ST]
DemoProtCirl/DIGGIO 1. Ind5.stval [ST]

Use Cloze

< >

Import GOOSE stream definitions from SCL file

INFO TECH
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GOOSE Sender - simulation of another
device

In this way the program can e —
Simulate the transmission EFiIE Edit Transmission Helrl;—,__ . =
performed by another deV|Ce_ It I .‘j @ I_:+_ |+ @ x @ Metwork adapter |Ethermet 5 WAL 04-00-27-00-00-09 j -
|\ Type | ot routable J GOOSE
allows to test how GOOSE | et i, (R
. . Source O4:00:27:00:00:09 Own — —
mesSsages will be received and || Destination 01 :0C:CD: 01:00: 01 M-cast ;z:;D ;LSE sl ;:NLum ’:mnn—_[ 9
processed by deV|CeS W|th A Pioity [4 2] | | | DSRef [DemoProtCul/LLND$DS4_GOOSE Sgum [113 3
GOOSE SUbSCfIber funCtlon ¥ WLAN header E)FI ;th - ; ;B;er :z:moProtEtrIJLLND$GD$gcb2 EE:; ILALSE j
i : [P Time ~ [2023-03-08 080256 610 Test  [TRUE | ~|
In case of such a configuration | sses [ 7
- . . || Class of traffic 32 v
the dataset description table will ;o
aISO include Data reference ldx - Type Value Formula Data reference
|nf0rmat|0n W|th names Of 1|BoOL FALSE DemoProtCtrI_{DIGGIO‘I.IndZ.stVaI[S'H
2|BooL FALSE DemoProtCtrl/DIGGIOT.Ind3.stVal [ST]
dataset elements 3|BOOL  |FALSE DemoProtCtrl/DIGGIOT.Indd.stVal [ST]
4|BooL FALSE DemoProtCtrl/DIGGIOT.Ind5.stVal [ST]

INFO TECH
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GOOSE Sender - dataset elements of

both simple and structured types

The created or imported
configuration of GOOSE
Publisher function may
include dataset containing
elements of simple or
structured types — both
options are supported.

INFO TECH

your partner in R&D

File Edit Transmission Help

i _’j @ I_:+_ I_:+_ @ K @ Metwork adapter | Ethernet 5 MAC: 04-00-27-00-00-09 j z
. Type |N0t routable J GOOSE
Ethernet E ditian m
Source ’m Own 4pp 1D m Tl ’m
Destination | 01 : 0C:CD:01:00: 20 -cast
T ——— || Fived [FaLSE stum [T 2]
Priority |4 S DSRef |EM2DTCF‘LDD.-"LLND$DS3_GDUSE SaMum |113 ﬂ !
¥ VLGN header  CRI [Eth -~ CBRsf [EM20TCPLDO/LLND$GO0SgobT CigRev |20 3]
o |0 HI% GID  [EM20 MComm |FALSE ~|
P Time ~ [2023-03-08 0:02:55 610 Test  |TRUE - |
Address m
Class of traffic 32 T
Data items
ldx Type Value Formula Data reference 2 |
I 0
0.0|BOOL FALSE EM20TCPLDO/GOOSEQTGGI063. Ind stVal [ST]
0.1| QUALITY | 0OOD0O0O0000D EM20TCPLDO/GOOSEO1GGI065.Ind.q [5T]
0.2| TIME 2023-03-08 09:17:08.328 EM20TCPLDO/GOOSEO1GGIOR5.Ind.t [ST]
4 1|STRUCT 3 element(s) EM20TCPLDO/GOOSEQ2GGI066E.Ind [ST]
1.0|BOOL TRUE EM20TCPLDO/GOOSEOQ2GGI066. Ind stVal [ST]
1.1|QUALITY | 00OD0O000000D EM20TCPLDO/GOOSEQ2GGI066.Ind.q [5T]
1.2| TIME 2023-03-08 09:17:08.329 EM20TCPLDO/GOOSEQ2GGI066.Ind .t [ST]
3 2[STRUCT | 3 element(s) EM20TCPLDO/GOOSEQ3GGIOET. Ind [ST]
2.0|BOOL TRUE EM20TCPLDO/GOOSEQ3IGGEIOET Ind stVal [ST]
21| QUALITY | 000D0O00D000D EM20TCPLDO/GOOSEQ3GGI06T.Ind.q [5T]
2.2| TIME 2023-03-08 09:17:08.330 EM20TCPLDO/GOOSEQ3GGI0RT.Ind.t [ST]
1 3|STRUCT 3 element(s) EM20TCPLDO/GOOSEQ4GGI06R Ind [ST]
3.0|BOOL TRUE EM20TCPLDO/GOOSEQAGGI068 Ind stVal [ST]
3.1|QUALITY | 0DODOO0ODO00D EM20TCPLDO/GOOSEQ4GGI068.Ind.q [5T]
3.2| TIME 2023-03-08 0%:17:08.331 EM20TCPLDO/GOOSEC4GGI0R8.Ind .t [ST]
b AISTRUCT 3 element(s) FM2OTCPI M GOOSFOSGGIOAS.Ind 1ST1 &
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GOOSE toolset: GOOSE Receiver -
configurable subscriber

Configurable GOOSE
Subscriber function: reception
parameters can be set
manually or from the message
stream detected in the
network and subscribed.

Press GO button to start the
message reception and STOP
button to terminate.

INFO TECH

your partner in R&D

—

r

| File Transmission Data

VLAN

v WLAM header

CFl

j

Help |
@ E @ Metwark adapter |Ethemet5M.&C: 04-00-27-00-00-09 ﬂ c
GOOSE
|Not outable J sl m - m |
[04-00-27-00: 0009 L TR | Sqhum 18 3]
Destinationlm OC:Ch:0.o0:m DSRef |DemoF‘rotEtlIa"LLNDtﬁDS4_GDDSE CiaRew |1

CEBRef |Dem0Pr0tEtlIa"LLN 0$G0%gcb2

NComm [FALSE <] |

GID |G2

Test  |TRUE =] ||

Tirne |2D23-03-DB 08:23:37.707

Status |UK

m

IP Statistics
| | Destination| 223 1 Frames |6
Source | i 1] Accepted |E Clear
|| IGMP | 0 1 Errars |D
Data items
| ldx Type | Value | Data reference
0{BOOL FALSE
1{BOOL FALSE
2|BOOL FALSE
3|BOOL FALSE
4(BOOL FALSE
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GOOSE Receiver — monitoring the
selected message stream

The selected GOOSE
message stream can be
monitored to test the
performance of transmitting
device (e.g. detect data
changes, interruptions of
transmissions, etc.).

Viewing message streams
present in the networks allows
also to recognize configuration
errors, e.g. the same APPID
or GOOSE ID values set to
different publishers.

INFO TECH

your partner in R&D

“# GOOSE Receiver

— O *
File Transmission Data Help
,/ @ 7 @ Metwork adapter |Ethemet MAC: 98-29-46-87-33-76 j ’2
Type |N0t routable o | FEusE
Ethernet ApplD |2 H= StMum |2 S
Source 98:29:A6:87:39: 76 TTL 4000 = Sqlum |24 =
Destination | 01 : OC:CO: 01 :00: M M-t DSRef |DemoProtEtrIx’LLND$DS4_GDDSE CfgRev |1 <
VLAN Prioite |4 = CERef |DemoProtCtrIJLLND$GD$gcb2 MComm |FALSE
i -
W VLAM header  CFI P B~ o o2 et [TAvE -]
o [ = Time  [2020-08-0512:26:52.843 Staws |
IP
Address ’m M-cast
Data items
Tdx Type | Value | \ Data reference
0 |BOOL FALSE DemoProtCirl/DIGGIO 1. IndQstval [5T]
1[INT 1} DemoProtCirl/DIGGI0 1.Ind2. Rval [5T]
2|FLOAT 1.65699994: DemoProtCtrl/DIGGIO1.Ind3.s [5T]
3|BOOL FALSE DemoProtCtrl/DIGGIO 1.Ind4. stVal
4|BOCL FALSE DemoProtCtrl/DIGGIO 1. Ind5.stval

A sequence of received GOOSE messages can
be traced in the invoked Parser window.
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GOOSE Receiver - detecting errors in
configuration of message streams

The VieW Of GOOSE message HAyvailable GOOSE streams
streams indicates conflicts in

2 Motroutable  98:29:A8:37:3... 0L:0C:CD:0L:0... N/A 0001 1 G1 DemoProtCtrlf... 11 TRUE f

G Motroutable  98:29:A8:837:3... 0L:0C:CD:0L:0... M/A 0002 1 G3 DemoProtCtrlf... 12 TRUE f

Error: streams of different
publishers have the same
parameter values of
Destination MAC, App ID and
GOOQOSE ID

Warning: streams of different
publishers have the same
parameter values of =
Destination MAC and App ID.

Streams with conflicts are marked with colored background:

Red - error, Dark red — error and conflict with the stream selected for monitoring,
Yellow — warning, Dark yellow — warning and conflict with the stream selected for
monitoring, No color — no conflict.

INFO TECH

your partner in R&D 70
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GOOSE Receiver - configuration from
imported SCL file

GOOSE Subscriber function
can be also configured by the
definition of GoCB object
included in the imported SCL
file. In this way it is possible to
test message transmissions
from each of the publishers
present in the described
system.

“F GOOSE Receiver

File Transmissicn Data Help

) @
Exit
S — =l
Ethernet

Source ISS (29 ABIBY 39 7B Own

Destinationl 01:0C:CD:01:00:01 M-cast |

VLAN

Pricrity
v YLAM header  CFI
[n]

|4 Ev
I

1P
Address

23 .1 .1 . 3 M-castl

O
*

Metwork adapter IEthemet 4aC: 38-23-46-87-33-76

L
<!

~GODSE
App D |2 H 3
TTL |4UUD 3.

DSRef IDemoProtCtrIfLLNDi;DSd_GDEISE

CERef IDemoProtCtrI!LLND:ﬁGD$gcb2

GD |G2

Time |2D2D-DE-E|5 12:26:62.843

St Lim
Saum
CfgRev
M Canmm
Test

Status

2

137 =
1
F4LSE =
TRUE =

1)

~

Available GOOSE streams

Id« | IED [ Type

Data reference

| Dest... | appID | Con... | GoosED | GCB Reference

| Dataset elements

1 Demo Motroutable  01-0C.., 0001 1 G1
loooz |

DemoProtCtriALNOSG0 Sach 1

DemoProtCtrl/DIGGIO 1.Ind 1. stval [ST]
DemoProtCirl/DIGEI01.Ind 2. stval [5T]
DemoProtCtrlDIGGEI01.Ind 3. stval [ST]
DemoProtCtrl/DIGGIO1.Ind4. stval [ST]
DemoProtCtrlDIGGEI01.Ind5. stval [ST]

Cloze |

INFO TECH

your partner in R&D

Import GOOSE streamn definitions from SCL file
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GOOSE Receiver — dataset elements of

both simple and structured types

GOOSE Subscriber function

supports reception of messages
with dataset containing elements of
simple or structured types.

“# GOOSE Receiver

- O *
File Transmission Data Help
4
Metwork adapter |Ethernet MAC: 98-29-45-87-39-76 -
- @D, 2 | El-
Type |N0tmutable ﬂ LUUSE
Ethernet &pplD |2 H¥ StMum |2 =
Source |98:29:.&B:8?:39:?E Own TTL (4000 = SgMum  |137 =
Destination |01 :0C:CO:01:00: 01 M-cast DSRef |DemaPratCtl/LLNO$DS4_GOOSE CigRev |1 =
YLAN

CBRef |DemoProtEtrIHLLND$GD$gcb2

INFO TECH

. MComm |FALSE - |
Prricarity W
GID G2 Test  |TRUE -]
¥ WL&N header  CFI [Eth -
= Time  |2020-06-0512: 26:52.843 Status |
D a H=
P
Address 23 .1 .1 . 3/ h-cast
Data items
Idx Type | Value | Data reference
0 |BooL FALSE
1|INT ]
2 |FLOAT 1656099948
3 |BOOL FALSE
4|BOOL FALSE

your partner in R&D
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GOOSE Sender and GOOSE Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured:

Not routable — GOOSE message as Ethernet
frame

Routable — sent over IP between IEDs, data
part of GOOSE frame routed using IP packets
and UDP protocol, locally forwarded by
receiving IED as Ethernet GOOSE frame

Routable tunneled — sent between routers of
two subsystems, GOOSE frame routed using
IP packets and UDP protocol, locally forwarded
by router as Ethernet GOOSE frame

INFO TECH

your partner in R&D

Type | Mat rautable j

Ethernet—{Mot routable
Source Foutable tunnelled

Drestination | M oC:Co:01:00:Mm bd-cast

IP

Addresz 2m .1 .1 . G3& b -cast

Clazz of traffic 32 =

For routable GOOSE the
multicast destination IP address
and class of traffic must be also
configured.
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Routable GOOSE: differences
between types of routing

By using routable GOOSE (R-GOOSE) it is possible to transfer critical
messages between different LANs of a wide area automation system.

An IP packet with routable tunneled R-GOOSE message contains an
original destination MAC address and VLAN header — this information is
then retained by the receiving router when forwarding R-GOOSE
message as Ethernet GOOSE message to the local network.

An IP packet with routable R-GOOSE message comes without its
original destination MAC address and VLAN header. This information will
be set by the receiving router based on the internal setup before
forwarding R-GOOSE message as Ethernet GOOSE message to the
local network.

INFO TECH
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Sampled Values Toolset

reach higher

INFO TECH

your partner in R&D
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SV toolset: SAV Sender — working
area

]

File Transmission Help

// % @ @ ;ork adapter |Ethemet MAC: 98-29-46-87-39-76 j 2
' Sampled Values Quality
. . Type R outable
Sender working area shows properties of the Ethernt | _ 12 1B 1 U1 U2 U3 Lo
currently sent Sampled Values stream. This Sowce |9 29 A6 87 3 76 Oun | | oo ...
area is divided into several groups: Destination [01: 0C-C0: 04:00: 00 Mecast g:f:'f:ange S
YLAN a eference
. ey [ | | A, "
Ethernet header showing source and Faire O O e N
| v WLAM header  CFI Eth A Oid Dat E E - - - - - -
destination MAC address of the message
es g | D ] H|~ Inconsistent [ [ [ [ [ [ [ [
VLAN header showing VLAN part of the S s N TS N WA e N e
I | ] ] ] i Test r r I I ™ ™ ™ r
message (if present) [atere [z 1 1w wean| |l o L L L L L L L T
Sampled Values header used to set Sampled | Class of st PR Daiives r FrrrrorrFr
Values header part of the message —3 | Sampled Values Hoader O O T T O A
Signal sampling properties showing all || 4ppID 4000 HEE Include N R~ -~ R
options of the sampling rate and ASDU packing _Simuation __[TRIE— - 3 siona
In aCCOI’dance W|th the IEC 61869'9 || Canfig Rev 1 - W ariant F4ooost - EgEEg%%Egg!-dlzl_system backward compatible
. . . . . . with 3- uideline:
= Signal quality bits allowing to set quality bits | sup [NFOTECHMUDT Samples/Cycle [0 A000H2 sempling e, 1 ASDU per frame
for each sampled signal Snchionized [No -]
Signal values allowing to set amplitude and 5) Signal values 9wl
Frequency [Hz] |50.00 Hominal frequency |50 H:z
phase Of eaCh SImUIated Slgnal | Amplitude [&] ) Phaze [deg)] ) Amplltude [+ ) Phaze [deqg]
| n Jionoo ) fial| [o00 ) v1 [iooooo () | [0 _) fx)
12 [100.00 )M 120.00 )M u2 [100000 )M 200 ()
j 12 [100.00 ) fix)| [120.00 J ) u3 [1oo0.00 ) x| [-120.00 e ) fix]
00 J it [o.0 J |~ Aute we 000 J 4| [oo0 J )| o

INFO TECH
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SV toolset: SAV Sender
- simulator of Merglng Unit

Configurable publisher of message
stream with sampled values —
Merging Unit simulator.

Define characteristics of sampled
signals (amplitude, phase, frequency)
manually or using calculation
formulas. Simulate quality problems
for the transmitted sampled values, if
required.

| Type

Edit formula b

Phs[I1]= |c|,5|

. o

Press GO button to start publishing
and STOP button to terminate.

INFO TECH

your partner in R&D

.| Frequency [Hz]

——

File Transmission Help

@ Metwork adapter |Ethemet AL 98-28-A8-87-39-76

@

|H0utable j Sampled Yalues Quality

Sunchronized  |No -
Mominal frequency |50 Hz

L]
t

%l Ig e Ve e e e e e =

n 12 13 lo Ut uz U3
Ethemet Ivalid/Good - .
Source |98 (2946873976 Own Duestionable I - - - r
P T } Overfla [ [ I [ [ [ I
Destination | 01:0C:CD:04:00:00 M-cast e - - - - = r r
VLAN Bad Reference [ [ [ I [ [ [
Dzcillaton [ [ I B [ [ I
Failure [ n I B o [v I
v YLAN header  CFl Old Dt - - - - = - -
D i] H= Inconsiztent [ I I I [ I I
| |Inaccurate [ ™ I_ B [ ™ I
1P SubstitutedProcess [ [ I B [ [ I
| Test I I I I I I I
Add 2.1 .1 3 M-cast
o8 ﬂ Operator Blocked [ [ [ I [ [ [
|| Class of traffic 32 > Derived . O - r— -
Sampled V¥alues Header M M M M M M M
|| 4pelD 4000 H[2 Include (T R R A A 2
Simulation TRUE - 5 N
Signal sampling
F4000571404
|| Config ey 1 = ‘Wariank F4000ST" > | For uge on 50Hz systemn backward compatible
with 3-2LE quideline:
SylD |INFDTECHMUD1 Samples/Cycle |30 4000Hz sampling rate. 1 ASDU per frame

| Amplituds [4] Amplitude [+] Phase [deg)] _

'n fioooe () oo L) ot ftoooon b i [ooo () i

e fmw D w|[me  Jw| v fme () | ) )
e Qi fae Qe wem O ) [Ee O w

1o J fi| [000 ) 6|1 Awo vo [000 J | [300 ) 1w A
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SV toolset: SAV Sender
- configuration from files

The transmission parameters of a Merging “@ Sampled Values Sender

Unit to be simulated can be configured using File | Transmission Help

an imported SCL file with the defined MSVCB Import SCL . Ctrl+0 |

object. Import COMTRADE ... 1
Exit |

The sampled signals waveforms can be

configured using a recording from an “# Sampled Values Sender
imported COMTRADE. File Transmission Help

Import SCL ... Ctrl+ 0 I
In this case it is necessary to assign channels Import COMTRADE ... ’
from the COMTRADE file to the signals Exit

transmitted by SAV Sender.

INFO TECH
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SV toolset: SAV Sender — COMTRADE
channels selection

This window allows to select signals
from an imported COMTRADE file and

assign them to channels defined in the Select channels to send X
IEC 61850-9-2LE specification. Io and signal Channel in COMTRADE file
Uo signals can be artificially calculated
. . : -

from phase signals if needed (in such a ! A AR
case the DERIVED bit in quality 12 [1L2: L2 Current () [4] =l
attribute will be set for those signals). 13 I1L3: L3 Current () [A] |
Not assigned channels will have values o [Not assigned <] I calate
0 and INVALID quality bit set. U o2 L1 vafoge (9 D B

. . . E u2 |UL2: L2 voltage (B) [V] =]
It is possible to view selected signals U e 3 valone €2 11 B

by pressing Preview button. If the .
selection is acceptable, press OK e Not assigned Sl
button. Then invoke Play
COMTRADE command from oK _ preview | _ Canel |
Transmission menu and the SAV

stream will be sent to the network.

INFO TECH
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SV toolset: SAV Sender - COMTRADE
recording preview

Preview buttom from channels selection window allows visualize selected

signals from the imported COMTRADE file.

Shortcuts available in the viewer's toolbox
are shown below

My Recording from file: test.cfg - m} X

Original width - command rescales plot to fit horizontally complete
waveform

Original height - command rescales plot to fit vertically complete waveform

Magnify horizontally - command magnifies plot horizontally

Magnify vertically - command magnifies plot vertically

Go to trigger - command moves plot to make trigger point visible on the
screen

Move left - command moves plot one step left

» Move right - command moves plot one step right

@ Close - command closes viewer window

INFO TECH
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SV toolset: SAV Receiver - signhal
processing from received samples

Configurable sampled values
subscriber: reception parameters
can be set manually or defined
using the selected SV message
stream from the list of streams
detected in the network.

Available SAV streams

Press GO to start receiving
and STOP to stop.

Idx s Source MAC Destination ... | IP jis) Config Rev SV ID Mess... | Simul...
Notr... . TNFOTECHM.... FALSE

Close

INFO TECH

your partner in R&D

“# Sampled Values Receiver — O X
File = Transmission Data Help
[j Sttt @ Network adapter |Ethemet MAC: 38-23:45-87-3376 -] 2
Sto
. L ication status
Type Refresh adapters Status: OFF line
[ Eth Detect streams Lost messages |0
Soun TIYTEETETTIT
L 5 led ¥alues O
T estination I 01:0C:CD:04:00:00 M-cast - °
. _I n 12 13 lo ul Uz U3 Ue
YLAN oty m Invalid/Good oo o - E o™ = o™
= Buestionable m m m & m & m [
¥ Present CFl Eth - Overflaw u I u ~ r ~ ~ r
o m Out of Range mH B = = = =& =& &
Bad Reference m N ml m N ml m N
L Oszcillatory m = m | m = m | m
P Failurs H 5 5 = = = = =
Addess [238. 1 . 1 35 Mcast | T e FrrFrrrrE-Fr
Inconsistent mH B ®m B B B H BN
—Sampled ¥alues PDU (reEumED ml = = = - r = r
App D |4DDD H 5 Substituted/Process [ 5| ml o I ml o I
) ] Test H mH = = = =5 (= |
Config Rev I 3‘ Operatar Blocked m N ml m N ml m N
SviD |INFOTECHMUD! Derived H & m & § § &
Sarmples/cucle IED Sample Count |3499
APDUS [i Sypnchiorized |10 |

Mominal frequency ISD Hz VI Measured frequency [Hz]: 0.00 ¥ Resample to measured frequency

I1Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

Harmanics view |

U1 Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0.00
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SV toolset: SAV Receiver -
computation of signal characteristics

Signal characterictics are
computed in real-time based on the
incoming sampled values message
stream.

The computation may (optionally)
apply resampling in case of
detecting a deviation of the actual
signal frequency from the nominal
signal frequency specific for power
systems.

INFO TECH

your partner in R&D

“# Sampled Values Receiver - m} X
File Transmission Data Help
[ 4 ‘ @ @ ’ ‘ & @ Network adapter |Ethemet MAT: 98-29-45-87-39.76 =] z
Co ication status
Type INot routable jv Status: Mo data
—Eth Lost messages 23280
Source |98:29:AB:8?:39:?8
L Sampled Values Quality
Destlnatlonl 01:0C:CD:04:00:00 I-cast
_I n 12 13 lo ul Uz Ui Uo
YLAN Frory m Invalid/Good o oo @ o™ E o™ o
= Questionable m m m m m m m (N
¥ Present CFI Eth - Dvesflow m H u u - - l_ r
o W Out of Range r r - - - - -
Bad Reference mH B ®H B B H = H
'* Dscillatory 5 m = = & = &
m Failure H = =5 = = = =B =
AddessNRZEH - 1 . 1 . H  Moast | e FFFFFFFTF
Inconsistent mH B m m m B B H
Sampled Values Inaccurate | i i e i e e
App (D Substituted/Process [ ml o o ml o ml ml
) ] Test m m = = (=5 = =5 |
Config Rev I 5‘ Operator Blocked mH B m m m B B H
SviD |INFOTECHMUDT Derived T [~
Samples/cycle IBD Sample Count |2
APDUS [i Syrichrarized [Mo

LI Measured frequency [Hz]: 0.00

Mominal frequency IED Hz

11 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

¥ Resample to measured frequency

Harmanics view |

U1 Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0.00

A
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SV toolset: SAV Receiver -
tracing SV message stream

SV messages are displayed in Parser sl e .
g p y File Transmission Data Help
W|nd0W. w ‘ @ @ Parser window |wmk adapter [Ethemet MAC: 96-29.46-57-33-76 = z
Recorder
C ication status
Tupe lNDt routable ~| Status: Mo data
B Parser window — O A Lost messages [14440
x n | ﬂ | 1 | = M-cast | —Sampled Yalues Quality
—— n 12 13 lo U1 Uz U3 Ue
VLAMN Hdr :0 o
AV Hdr Appl 34 PDUlen: 110 =] 'Q”::g:; E:;: IE IE ,'Z ,'Z IE ,'Z ,'Z ,'Z
| ASDL:
_— : == e > Overflow mH mH B m B B =B N
FOTECHMUO1,5m _HE Clut of Flange r r r rrr - r r
Bad Reference mH mH B m B B =B N
Dscillatory ml ml I I ml 0 I I
i~ Failure B m m = B = = N
M-cast | 0ld Data 5 § H = B 5 @ @
Inconsistent H mH EH B ®E = = N
Inaccurate m m m = ®m = = (m
Substituted/Process [ i o o i w o o
Test 5 m = = 5 (= = =
Operator Blocked i i o o i w o o
Derived T T
E # 5-87-39-75 ample Count |2?83
V' Hdr Appl en:110 bachienzzd IND jv
y =
,smpSynch:0 Meazured frequency [Hzl: 0.00 ¥ Resample to measured frequency Harmonics view |
11 Mag:0.00, Ang:0.00 U1Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00 U2 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00 U3 Mag:0.00, Ang:0.00

Io Mag:0.00, Ang:0.00

Uo Mag:0.00, Ang:0.00

r Show or hide parser window

your partner in R&D



SAV Receiver — detecting errors in
configuration of message stream

The view of SAV Receiver
message streams indicates
conflicts in the system
configuration:

Stream viewer can also
detect possible conflicts in
process bus network.
Application is using following
rule to mark streams:

Error state: two streams
with different source MAC
and the same Destination
MAC, App ID and SV ID
Warning state: two streams
with different source MAC
and the same Destination
MAC and App ID

INFO TECH

your partner in R&D

Auvailable SAY streams

Idx | Type | Source MAC | Destination MAC | IF | App ID | Conﬁg Rev | SVID | Mess... | Simul. ..

1 Motr... 98:29:A6:87:33:76  0L1:0C:CD:04:00:00 NjA INFOTECHMUO 1 112482 FALSE

2 Netr.. _______
““ wwwwwmw
Motr... 9B8:29:A6:87:39:79 01:0C:CD:04:00:00  NJA 4001 INFOTECHMUO12 32183 FALSE
| Clear | Close

Streams with conflicts are marked with colored background:
Red — error, Yellow — warning, No color — no conflict, Lime - conflict warning with selected
stream, Aqua - conflict error with selected stream
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SAV Receiver - importing streams
definitions from SCL

Definitions of data sent over the network can be imported from standard SCL files.
The program can use System Configuration Description files (SCD files) describing
the whole substation system or files of selected IEDs like for example Configured
IED Description (CID file). Selecting an appropriate stream and clicking

at Use button will start reception of the stream according to its parameters defined

in SCL file.

HAvailable SAV streams

Mess... | Simul...

Idx Type Source MAC Destination MAC | P App ID Config Rev SV ID
52667  FALSE

1 Motr... 98:29:A0:87:39:76 01:0C:CD:04:00:00 MfA 4000 1 INFOTECHMUO1

INFO TE&H
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COMTRADE file

SAV Receiver - recording samples in

determined by condition formula).

Received sequence of sampled values car
be also recorded and saved in a
COMTRADE format file (manual trigger or

"% Sampled Values Receiver

File Transmission

Data

Help

O
7 ‘ @ @ ‘ e Q @ Network adapter [Ethemet MAC: 9623-46-87-39.76

Type

I Mot routable VI

C

Eth
’75 ource

|98'29'AE'8?'39'?E

0: 00 M-cast

status

Status: OFF line:

Lost meszages |1461760

—Sampled Yalues Quality

INFO TECH

your partner in R&D

il Recorder - > n 12 13 1o U U2 U3 Ue
ecorder parameters {changing will dear all slots) . [1 3 Invalid/Good H B 5 B B = B N
i Manual trigger | Cuestionable B m 5 =5 =5 EH @ |5
Duration [ms] IIDDD @ s i tecd | | - e r'Frr r rFr r r
Out of Range H m 5 &5 =5 = @ (5§
! } 0 A2
Fretrigger time [%] |50 = Bad Reference mH m m B m B = H
- - Oiscillatary m m m = m = = w
Trigger condition I Clear all | Failure r ' r
) ] - _IM'CaSt 0ld Data H m 5 &5 =5 = @ (5§
Slot  State Trigger time Progress TS———— m m m =B = = = H
Inaccurate m m m = m = = w
#1  Done 05.06.2020 16:50:26 D save | Clear | View | g Substtuted/Pracess [ T T I I
H Test H m 5 &5 =5 = @ (5§
E St - ] Save | Clear | Wiew | = Operatar Blacked [ I i R e e e
o Derived m m m m m (m m |m
#3  Empty - | Save | Clear | View | | Sample Court ISSSS
Synchronized INU 'l
#4  Empty = | Save | Clear | Wi |
#5  Empty - [ Save | Feer | M | j‘ Measured frequency [Hz): 5000 | Resample to measured frequency MI
11 Mag:77.00, Ang:-86.00 U1 Mag:930.00, Ang:0.00
. 12 Mag:36.00, Ang:120.00 U2 Mag: 1000.00, Ang: 120,00
#6  Empty - | 5ave | | | 13 Mag:0.00, Ang: 162,00 U3 Mag: 1000.00, Ang:-120.00
i Io Mag:63.00, Ang:126.00 Uo Mag:0.00, Ang: 162.00
#7  Empty = | Save | | |
#3  Empty = | Save | |
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SV toolset: SAV Receiver
— viewing recorded COMTRADE file

View button in Recorder window
allows to examine the waveforms
of the signals received and
recorded.

INFO TECH

your partner in R&D
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SAV Sender and SAV Receiver
support also routable messages

The Type of packet to be sent or to be
received can be configured: Type |Routable =]

Ethernet | Mot routable

Sl Raoutable tunnelled

Not routable — SV message as Ethernet frame | pestinstion[00: 00:00:00:00: 00 M-cast

Routable — sent over IP between IEDs, data

part of SV frame routed using IP packets and

UDP protocol, locally forwarded by receiving -

|IED as Ethernet SV frame addiess [29. 1 1 1 Moas

Clasz of traffic 32 =

Routable tunneled — sent between routers of

: For routable GOOSE the
two subsystems, SV frame routed using IP multicast destination IP address
packets and UDP protocol, locally forwarded and class of traffic must be also
by router as Ethernet SV frame configured.

INFO TECH

your partner in R&D



File Transfer Tool

reach higher

INFO TECH

your partner in R&D
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File Transfer Tool — to test access to
files in server devices

Initial view:

Left side: selected
directory of the file
system on PC.

Right side: file system
of the server device.

The program
operated as MMS
protocol client using
file services.

? |IEC 61850 File Transfer Tool

File Connection Transfer Help

E!@lil

~ | C:\Program Files (x86)\INFO TECH\61850 Avenuel

[ weifenLuo. WinFormsUL Docking.... 243175
S weifenLuo. WinFormsUL Docking.dll 315880

Mame Size Date

L <DIR = 26.05.2020 08:55:24 :
I scu <DIR.> 26,05.2020 08:55:24
£ [ne4] <DIR> 26,05,2020 08:55:24
£ [xs6] <DIR.> 26,05.2020 08:55:24
EAvenue.chm 1782795 05.05,2020 21:01:34
Envenue.exe 585216 05.05.2020 21:01:34
EIECGlSEUFiIeTransFer.d‘lm 173356 05.05.2020 21:01:38
EIECGlSEUFiIETransFer.exe 379104 05.05.2020 21:01:38
Errsmso.n.dll 2234368 05.05.2020 21:01:34
EIECGIBEU.Net.dII 16554272 05.05.2020 21:01:36
ﬁSystem.Daia.SQLibe.dll 368640 05,05,2020 21:01:36
EUninsbll.exe 56526 26.05.2020 08:55:24

05.05.2020 21:01:36
05.05.2020 21:01:36

Mame

Size

Date

INFO TECH
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File Transfer Tool — connection to
server device as a file server

From Connection
menu select
Connect command.

Next, enter an IP
address of the server
device to connect to.

Port number 102 is
default for MMS
which is used for file
transfer.

if IEC 61830 File Transfer Tool

File =Connection Transfer Help

E Connect F3
F11

Disconnect

(5= ~ | C:\Program Files (x86)\INFQ TECH\G 1850 Avenue),
Mame Size Date Mame
T =DIR> 26,05, 2020 08:55:24 |
sy <DIR> 26.05.2020 08:55:24
£ xa4] <DIR= 26.,05,2020 08:55:24
£ [xa8] <DIR= 25.05,2020 08:55:24
P avenue.chm 1782795 05.05.2020 21:01:34
Favenue.exe 585215 05.05.2020 21:01:34
[F1ecs 1a50FieTransfer chm 173356 05.05.2020 21:01:38
Fiecs 1850FieTransfer exe 879104 05.05.2020 21:01:38
Frrs1a50a.di 2234368 05.05.2020 21:01:34
Fl1ecs1350.Met.dIl 1654272 05.05.2020 21:01:36
[Fsystem.Data.50Lit=.dl 368640 05.05.2020 21:01:36
Funinstall.exe 55525 26.05.2020 08:55:24
EWEif‘enLuo.WinFormsUI.Doddng. v 243175 05.05,2020 21:01:35
[FweifenLue. WinFormsUL Docking. dil 315880 05.05.2020 21:01:36

Select server address

P EE. 0.0 .1 Port [102
Connect to IEC 61830 server
Cancel

INFO TECH
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File Transfer Tool — view of the file
system in the server device

Note:

IEC 61850 Edition 1
allows server devices
to present their file
system as hierarchical
with subdirectories.

IEC 61850 Edition 2
requires server devices
to present a flat file
system (as specified in
MMS protocol) and
then the names of
subdirectories (e.g.
COMTRADE) shall be
a part of the file name
— as shown here.

Pk [EC 81850 File Transfer Tool

File Connection Transfer Help

oD -

Y

O]

[ ~ | C:\Program Files (x86)\INFO TECH6 1850 Avenue) 127.0.0.1:102Y

MName Size Date Mame Size Date

i [..] <DIR = 26.,05,2020 08:55:24 EDemo.icd 36744 2019-09-23 10:47:58
C1[scL] <DIR > 26.05.2020 08:55:24 il::IDenlo Ed2.icd 39318 2019-09-23 10:4...
£ xe4] =DIR=> 26.05,2020 08:55:24 EGoosePub.exe 2565544 2020-03-18 13:48:14
£ [xa6] <DIR=> 26.05,2020 08:55:24 EIE 13505rv.exe 7250432 2020-03-18 13:48:10
EAvenue.chm 1782795 05.05.2020 21:01:34 EINFO TECH Software License Agr... 26880 2020-02-12 08:57:50
EAvenue.exe 585216 05.05.2020 21:01: 34 El‘l‘lconSrv.ico 26054 2019-06-28 13:01:32
ﬁlECGlBEDFiIeTransfer.d‘um 178356 05,05.2020 21:01:38 ELicense.txt 4021 2020-01-22 13:54:10
ﬁlECGlSEDFiIeTransfer.exe 879104 05.05.2020 21:01:38 EReadme.txt 342 2020-02-12 08:50:28
ﬁrrslssun.dll 2234368 05,05,2020 21:01:34 EUninstaII.exe 41217 2020-04-21 07:54:51
EIE:GISSD.Net.dII 1654272 05.05.2020 21:01:36

ESyshem.Data.SQLite.dll 368640 05.05.2020 21:01:36

26.05,2020 08:55:24
05.05.2020 21:01:36
05.05.2020 21:01:36

Flurinstall.exe 56526
FlweifenLuo. WinFormsUlDocking.... 243176
[weifenLuo. WinFormsUlDocking.dl 315880

INFO TECH
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File Transfer Tool - file transfer
operations

The set of supported
operations is determined
when establishing
connection with the server
device.

Possible operations in
Transfer menu:

Get file — file reading from
the server

Send file — file writing to the
server

Delete file — file removal

Reread directory — refresh
of the file list

? IEC 61850 File Transfer Tool

File Connection Transfer Help

! E s Get file Ctrl+G
(2=

Send file Ctrl+5
~ | CiPre Delete file Del 127.0.0.1:1024

Name Reread directory Ctrl+R Name Size Date

Tl <DIR = 26.05.2020 08:55:24 || ClDemo.icd 36744 2019-09-23 10:47:58
S1Eey <DIR > 26.05.2020 08:55:24 | [[T|Demo_Ed2.icd 39318 2019-09-23 10:4... :
Clxa4] <DIR = 26.05,2020 08:55:24 EGoosePub.exe 2668544 2020-03-18 13:48:14
£ [x88) <DIR > 26.05.2020 08:55:24 || ]1618505rv.exe 7250432 2020-03-18 13:48:10
Envenue.chm 1782795 05.05,2020 21:01:34 EINFD TECH Software License Agr... 26830 2020-02-12 08:57:50
Eﬁwenue.exe 585216 05,05,2020 21:01:34 El‘l‘[mnSrv.im 26054 2019-06-28 13:01:32
ﬁIECGlBEUFiIETransfer.d’Im 173356 05.05,2020 21:01:33 ﬁLio&nse.txt 4021 2020-01-22 13:54:10
EIECGlBEUFiIETransFer.exe 879104 05.,05.2020 21:01:38 EReadme.txt 342 2020-02-12 08:50:23
El’l’ﬁlﬁﬁﬂﬁ..dll 2234363 05.05,2020 21:01:34 EUninsEII.Exe 41217 2020-04-2107:54:51
EIECGlBEU.Net.d” 1654272 05,05.2020 21:01:36

[Flsystem.Data.s0Lite.dl 368640 05.05,2020 21:01:38

ﬁUninsEII.exe 56526 26.05.2020 08:55:24

EWeiﬁanLuo.WinFormsUI.Doddng. L 243178 05.05,2020 21:01:36

ﬁWeiFenLuo.WinFormsUI.Doddng.dll 315830 05.05.2020 21:01:36

Get file from IEC 618530 server

INFO TECH

your partner in R&D
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61850 ICD Editor

A tool to create and modify SCL
files.

reach higher

INFO TECH

your partner in R&D

94



61850 ICD Editor allows to build an
ICD file of the server device

. 61350 ICD Editor - Untitled
File Edit View Help

B s s e

» X

7@

| prefix |
~

itches with short circuit breaking c
red to complete the logical modell
ening commands shall be subscrib,
al-time capability are available betw
are performed with a G5E-messag

&[] Do [C] CmdBlk
&[] Do [O] InRef
&[] Do [O] BlkRef
&[] Do [O] EEName
&[] Do [0] EEHealth
&[] b0 [0] LocKey

Edition 1
IED name Edition 2
I FEM
Type |
Description |
Cancel

&-[@ Do [M] Loc
=-[@ po [M] OpCnt

From scratch (new IED, new
LD, new LN) or by
modification of an existing file.

INFO TECH
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=[] po [0] CBOpCap
&[] po [0] POWCap

&[] po [0] Dsc

&[] Do [0] LocSta

&[] po [0] MaxOpCap

&[] Do [0] SumSwARs

"~

Bl s TEMPLATE H Add new Logical Node
B-LD LDD
E‘ L_N LLNOD Create new Logical Device
B-00 Beh Class KCBR
TVER
i DA stVal [ST]  name LDO LN name |TVIR
-~ DA q[5T] TWPH
L DAL[ST] Type [IEC 61250-7-4 This LN i<
f IEC 61850-7-4 example XSV
El-LN LPHD1 Logical Devi IEC 61 5 representd YEFN
: ogical Devic - - YLTC
E-D0 PhyNam EC 61850-7-410 i‘;ﬂ:f:;': YPSH v
i DA vendor | oK IEC 61850-7-420
E-DD PhyHealth =[] DO [O] NamPit
DA stVal [ST] &-[@ o [M] Beh
H Add LD E-[7] D0 [C] Health
Create new IED K
E-[] o [0] Blk
|EC 61850 version | Edition 2 Amd.1 ~| |:| 0o [C] Mod

Add LN

with selection
of optional
DO and DA

F. Control Block Editor

- O bes

Control block type

Unbuffered Report CB

=l

Unbuffered Report CB
Buffered Report CB

Name

DataSet I j
Report ID I

Buffering time | 1000 =] Integrity period I'D _|::‘
Config revision |1 _:| Instances I1 _|:

— Option fields
[~ Sequence number
[~ Time stamp
I~ DataSet reference
I~ Reason code
[~ Data reference
[~ Entry I

[~ Configuration revision

I~ Buffer owerflow

o]

I~ Control block is indexed

Add RCB, GCB,
SGCB, SVCB
with attributes
settings

[~ General interrogation

 Triggering options
[~ Data change
[~ Quality change
[~ Data update

[ Integrity scan

Cancel |
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61850 ICD Editor

edting data model

. 618501CD Editor - Untitled
File Edit WView Help

o x|

] Dﬂ‘%ﬂ*ﬂ%ﬂ*&ﬂﬁ‘ K4

&l w2 TEMPLATE
B-LD LDD
E-LN LLND
E-LN LPHD1
g. LNW
E:|--DD Configure services ...
Cob Add Logical Device ...
I Add Logical Node ...
FRE |
Copy LM ...
G- D0 =
1 Add Control Block ...
o Add Dataset ...
-1 Add Inputs ...
-
Edit selected element

Edit private enums
Delete selected element

Expand selected element

Collapse selected element

Edit structure of

INFO TECH

your partner in R&D

E Legical Mode editer

— O

Definition
Prefix I
ICSWI'I

[IEC 61850-7-4

LM name

| Nclass  [cswi

ICS'."."I Instance |1

*

LM namespace I

This LN class shall be used to control all switching conditions above process level, CSWI shall
subscribe the data POWCap ('peint-on-wave switching capability') from XCER if applicable. If a
switching command (for example Select-before-Operate) arrives and point-on-wave switching
capability’ is supported by the breaker, the command shall be passed to CPOW. OpCpn and OpCls
shall be used if no real time services are available between CSWI and XCBR (see GSE in IEC 61830-7-2).

[ DA [O] subQL[5V]

-] DA [O] sublD [5V]

-] DA [O] blkEna [BL]
E-[] pa [0] pulseConfig [CF]
- [@] DA [M] ctiMedel [CF]

- o [N
- [T DA [0] sboClass [CF]

- [Tl pa[C] operTimeout [CF]
-] na [0] d [DC]

-] ma [0] dU [DC]

-] DA [0] cdcMame [EX]
-] DA [C] dataMs [EX]

-] na [0] SBO [CO]

-] DA [0] SBOw [CO]

[7] DA [0] Oper [CO]

B-[] DA [0] Cancel [CO]
&[] Do [0] PosA

&[] po [0] PosB

&[] b0 [0] PosC

~  |Specifies the timeout according to the
control model of IEC 61850-7-2 that
corresponds to the behaviour of the data.
The value shall be in ms.

Conditional: Element is mandatory if
declared contrel model supports 'sho-
with-normal-security’ or 'sbo-with-
enhanced-security’

Type: INT32U

Cancel |

Any added LN
can be later
modified by
adding/deleting
optional DOs and
DAs.
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61850 ICD Editor - presetting DA
values

¥ 61850 1CD Editor - Untitled
File Edit View Help

Dﬂ‘%ﬂ%ﬂ%s*sﬁp‘ o X‘ Y

- w1 TEMPLATE
C-LD LDO

E-LN LLND

G- LN LPHD1

B LN CSWIT

El-00 Beh

- DA stVal [ST]
DA q [5T]
~DAL[ST]
C-D0 Pos
DA stVal [ST]
DA q [5T]
~DAt[5T]

1LY ctiModel [

El-D0 PosA

- DA stVal [ST]
DA q[ST]

- DAt [5T]

- DA ctiModel [

Configure services ...
Add Legical Device ...
Add Legical Mode ...
Copy LN ...

Add Control Block ...
Add Dataset ...

Add Inputs ...

Edit selected element

Edit private enums
Delete selected element

Expand selected element

Collapse selected element

Specifies the control model of [EC
61850-7-2 that corresponds to the
behaviour of the data. NOTE 2 If a data
instance of a control class has no status
information associated, then the

attribute stVal does not exist. In that
case, the value range for ctiModel is
restricted to direct-with-normal-
security and sbo-with-normal-security.

Data attribute values can

Edit structure of selected element

INFO TECH

your partner in R&D

S be preset if needed.
Standard defined enums
are supported.
| Edit value e
Mame LDO/CSWIT.Pos.ctiModel
Value sho-with-normal-security j
status-cnly
OK | direct-with-normal-security
cbo-with-normal-securi
e direct-with-enhanced-security
DA ctiMod

sbo-with-enhanced-security
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61850 ICD Editor - LNs with DOs
containing array types

. Logical Node editor - U | # 61850 1CD Editor - Untitled - O

Definition fIEC 61850-7-4 | LNclass IMH-—‘\I File Edit View Help

Prefix Mew LM class MHAI Instance |1 o @
| | | g
LM name INewMHAH LN namespace I Harmonics or interharmonics. This
B-Lp LDD logical node is used for calculation of
- - - - - - - - - . LD
Harmonics or interharmonics, This logical node is used for calculation of harmonics or interharmoni : harmenics or interharmenics in a
in a three-phase system. ErLN LLNO three-phase system.
E-LM LPHD1
B-LN C5WIT
EN R NewMHAIT
IZII:‘ DO [C] MamPlt #  |This array shall contain the harmenic an E§|"DD Beh
|z||:| Do [O] Blk cubharmonics or interharmaonic valiies - DA stVal [5T]
&[] Do [C] CleExp Mew array size for HA.phsAHar O - D q [5T]
&1 [E 0o [M] Beh . DA [ST]
&-[7] Do [0] Health E-D0 HA
& 7] Do [C] Mir EW size =l E- DD phsAHar <32>
&[] DO [0] ClehxtTmms B 1% [0]
&[] 0o [0]HA ! B-DA cVal [MX]
&- @ oo :
E||:| Do [0] Instantiate DO oK C |
=[] po (0] Add Private DO _ ance
e[ ooo] Add DO from ot
&-[] o [0] i v
1. bo [0] Remove DO  wasran
DA [M] Change array size

DA [M] numCye [CF] \

DA [M] evalTm [CF]
[ mA [O] angRef [CF]
i [] DA [O] smpRate [CF] v

Cancel |
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Array size can be set (default is 32).



61850 ICD Editor - Dataset creation by

selection of elements from the data model

Any defined dataset
can be later re-edited
If needed.

Button for adding a
selected element of
data model to dataset.

Note that in Ed.2.1 also

indexed data can be
elements of datasets.

INFO TECH

your partner in R&D

E Dataset Editor O b
Logical Device  |LDD |
Logical Node | NewMHAI1 ~|
Mame |DS1 BUttOnS
ﬁef eeeeee [LDO/NewMHAITSDST fO r
o Lo0/CSw Beh <] @ changing
© .00 Beh LDO/LPHD1 Proxy [ST]
ELN LPHDI Lm,rNewMHAn.HA [CF] ﬂ Ordel’ Of
i E-DO PhyMam
%--uu Ph;HeaIth elements
Snconn in dataset.
E;I--[ID Beh .
E;I--DD Pos "
é--fnn:emﬁ,«n ﬁ&BUtton for
- ool — removing
7 element of
dataset.
Cancel
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61850 ICD Editor - control blocks

. 61850 ICD Editor - Untitled

File

Edit View Help

Configure services ...
Add Logical Device ...
Add Logical Nede ..
Copy LN ...

Add Control Block ...
Add Dataset ...

Add Inputs ...

Edit selected element

Edit private enums
Delete selected element

Expand selected element

Collapse selected element

Add new Control Block to Logical Node

E Control Elock Editor

Buffered Report CB

Mame

DataSet D51

Unbuffered Report CB

GOOSE CB
Unicast 5V CB
Multicast 5V CB
Setting CB

Report ID I

Buffering time  |1000

Config revision I'I _q Instances

_:| Integrity period IO _|:

~ Option fields
v Sequence number
V¥ Time stamp

¥ DataSet reference
¥ Reason code

v Data reference

v Entry ID

v Buffer overflow

v Configuration revision

[~ Control block is indexed
— Triggering eptions

|V Data change

v Quality change

[~ Data update

[V Integrity scan

|v General interrogation

INFO TECH
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Cancel |

URCB, BRCB,
GoCB, USVCB,
MSVCB and
SGCB can be
added to the data
model and initially
preset.

Any defined
control block can
be later re-edited
If needed.
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61850 ICD Editor - private Logical
Nodes

¥, Logical Node editor

- O X

Definition IIEC 61830-7-4

Prefix I LM class
LN name ICSWH LM namespac|

| Nclass  [csw -

ICS'\"."I Instance |1 _I;

Private LN class and
instance can be defined with

This LM class shall be used to control all switching cond
subscribe the data POWCap ('point-on-wave switching
switching command (for example Select-before-Operat
capability’ is supported by the breaker, the command s
shall be used if no real time services are available betwe

&[] po [C] NamPlt
&[] b0 [0] OpOpn
&-[7] Do [0] SelOpn
&[] o [0] OpCls
&[] Do [0] SelCls
&£ 0o [0] Loe
&[] o [O] LocKey
&[] po [0] Blk

Instantiate DO

E‘D Do [C] Add Private DO

E| [[] oo [0 Add DO from other LM
E‘El Do [M Remove DO
=-[V] o [0

Change array size

@[ oo [0]

&-[7] po [0] PosC
&[] o [0] SwModKey
B[] b [C] CmdBlk

A

the use of DOs from other

. Add DO from other LN — O * . .
LN classes or using defined
Definition |IEC 61350-7-4 | private DOs.
LN class PTOC »| DOname |Tmast |
Axis specification and points of the active curve defined o i, Add private data object N = X
or one of "“TmAChr'
DO name IMyDO
DO type IACD j
Enurmeration I j Add | Edit |

o]

INFO TECH

Data namespace IM)’NEI’HESPECE

Directional protection activation information (ACD)

Cancel |

your partner in R&D
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61850 ICD Editor — private enums

Edit private enumerations

x

~

+*
Ld
Pal

Definition of private enum type:

t
=1}
3
[a]
i

INFO TECH
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Continuous range of integer values
\ with assigned user-defined names.
Enumeration editor *
Mame INewEnum
Ord Value
1 Idle i
2 Slow-run
3 Fast-run _‘
4 Overspeeding
5 Failure +
£ >
Cancel |
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parameters setup

61850 ICD Editor - data model

» iter - Untitle -
. 61850 1CD Edi Untitled O x
File Edit View Help P, Edit server services O b4
\ hhhhik 4 X B |
J D ﬂ ‘ -'l_-D -'I_-H B DS INP *’ Q ClientServices (TClientServicesEd2_1) -
B- =W = A | IED: TI CommProt (TCommProt)
D Configure services ... Editiol .
. . . T ConfDataSet (TserviceForConfDataSet)
- Add Logical Device .. YPE
o ) Manu ConfLdMame (TServiceYesMo)
Add Logical Mede ... Descri
- - m ConfLNs (TConfLMs)
opy LN ...
Add Control Elock ConfLogControl (TserviceWithMaxMNonZero)
Add Dataset ConfReportControl (TServiceConfReportControlEd2_1)
Add Inputs ConfSigRef (TServiceWithMaxMNonZero)
DataObjectDirectory (TServiceYesMo)
Edit selected el t
b selected slemen DataSetDirectory (TServiceYesho)
Edit privat
B it — = |DynAssociation (TServiceWithOptionalMax)
Delete selected element I-security) Available ¥ (True)
Expand selected element Max 4
Collapse selected element = | DynDataSet (TserviceWithMax AndMax Attributes)
Awvailabl W
CDAL[ST] vailable W (True)
- DA ctiModel [CF] max 10
E- Do MyDO > 30
- DA general [ST] FileHandling (TServiceVesNa)
- DA dirGeneral [5T] i
DA q[ST] GetCBValues (TServiceYesMNo)
- DA t[ST] GetDataObjectDefinition | (ToerviceVesMo)
T AR TTMT A R e e o GetDataSetValue (TServiceYesMo)
GetDirectory (TServiceYesho)
GOOSE (TServiceWithMax) v
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61850 ICD Editor - XML Editor and
ICD file validation

Validation & XML editor - o x
\ &t o) = A
check button VEEERE HEROL AR X A1 O]
<?xml wersion="1.0" encoding="UTF-5"7> A
Information :).( 1 <SCL xmlns="http:ffwww.iec.chf61850f2003/SCL" xmlns:xsi="http:/ffwww.w3.org/2001/ZMLSchema-instance" version="2007" revision=
3 <Header id="" revision="1" wversion="0" toolID="INFO TECH ICD Editor"” name3tructure="IEDHame":>
4 T </Header:>
[CD file is valid 5 [f <Communication:>
6 5 <SubHetwork name="51">
7 |$| <ConnectedAP jiedName="TEMPLATE" saplName="P1":>
=3 =] <Address>
W 0K =] <P type="IP">127.0.0.1</P>
10 <P type="IP-SUBHET":>255.255.255.0</P>
11 <P type="0SI-AP-Title":>1,3,9999,23</P>
12 <P type="0SI-AE-Qualifier":>23</P>
13 <P type="0SI-PSEL">00000001</P>
14 <P type="0SI-SSEL">0001</P>
15 <P type="0SI-TSEL">0001</P>
16 </Address:
17 || </ ConnectedAP:>
18| </ SubHetwork>
19 ||  </Communication>
20 |$|_ <IED name="TEMPLATE" configVersion="1.0" type="" manufacturer="" desc="":>
21 @ <Services namelength="64">
UnlOCk/IOCk 22 <DynAssociation max="4"/>
23 <SettingGroups/ >
button for 24 <GetDirectory/ >
Z5 <GetDataObjectDefinition/>
I 26 <DataldbjectDirectory/ >
manua 27 <GetDataSetValue/ >
— 28 <DataSetDirectory/>
edltlng. z9 <ConfDataSet max="0" maxlttributes="0" modify="true"/> v
< >
VY

NFfO TECH
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Possible applications of
61850 ICD Editor program

[0 Creation and modification of ICD/CID file for the device under
configuration.

[0 Processing of an ICD file into a CID file (addresses, datasets,
parameters of control blocks).

[0 Creation and modification of ICD/CID file to be used for server
device simulation (e.g. with the use of INFO TECH 61850 SCL
Runner tool).

[0 Modification of ICD/CID file for the IEC 61850 client program

(e.g. 61850 Avenue client), for example to enable execution of
negative test cases on the server device.
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Contact:

www.infotech.pl

INFO TECH sp.].
Edisona 14

PL 80-172 Gdansk
Poland

office@infotech.pl

Tel. (+48) 58 3018527
Mob. (+48) 602 799756
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