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INFO TECH sp.j.

A Eksperci w dziedzinie komunikac]
oraz automatyki el ektroenergetyc
A Renomowany dostawca bibliotek op
testowych dla automatyki przemys
A Wedgug stanu na pafdziernik 2023

oprogramowania INFO TECH do implementacji komunikacji
| EC 61850 w swoich produktach ko
|l nstytucje z 15 kraj -w Europy, A

A W ofercie |INFO TECH znajduj N sin
A Praktyczne szkolenia z komunikacji IEC 61850 |,
A Testy z g o dmpkeentacji interfejsu komunikacyjnego w
urzNdzeni u,

Audyty 1 di
komuni kacjn
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Produkt renomowanego dostawcy bibliotek
oprogramowani a | nar zn
aut omat y k| przemysgowe

Inne znane produkty to m.in.;

n

> I P

T

i

A

IEC 61850 Software Library (source code)
61850 CCC 1 DLL klienta IEC 61850 dla PC/MS Windows

61850 SCC Runner i DLL serwera IEC 61850 dla PC/MS Windows
61850 SCLRunner i symul ator urzNdze® serw
komuni kacj N | EC 61850

61850 GOOSE System Viewer I wizualizacja i monitoring

komunikacji GOOSE w oparciu o plik SCD

ProTester T symul atory stacj. mast er i, S
szeregowych i i ch werTCP/iP dzi agaj Ncy
ProtAn T anali zator protokog-rw szeregoyv
(RS-232, RS -485)

ProtAn for Ethernet ifanali zator protokog: -w

sieciach Ethernet
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Pakiet 61850 Avenue

A 61850 Avenue :zestaw program-w narzndziowych do testo
opracowany przy uUNFOITRCHECGL350 Software Library

A Pierwszy element pakietu 61850 Avenue - client tool : wer sja beta udostn
wybranym klientom juU w styczniu 2007

A Pierwsza wersja oficjalna: maj 2007 (wraz z symulatorem zabezpieczenia 61850 Relay
Simulator )

A GOOSE toolset : dodany w styczniu 2008

A Sampled Values toolset : dodany w grudniu 2011

A File Transfer toolset : dodany w lutym 2012

A 61850 Avenue 2.0 . od kwietnia 2013
A Dodane wspomaganie  Edycji 2.0 normy
A Dodane | ogowanie wiadomoSci
A Dodanie widoku danych procesu

A Zmiana GUI programu IEC 61850 client -wersja 2.1 od kwietnia 2018

A Opcja Routable GOOSE i RoutableSY dodana we wrzeSniu 2019

A Dodanie wspomagania  Edycji 2.1  normy od stycznia 2021

A Bezpieczna komunikacja klient -serwer (TLS i ACSE) dodane w maju 2022

A Dodanie cyklicznego odczytu danych dla widoku danych procesu: od lutego 2023

A Dodanie graficznego  widoku procesu: od maja 2025

Nazwa 61850 Avenue toolsetpr zygbsaaga takUe dlI a
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Produkt nagrodzony

A Biblioteka Oprogramowania INFO TECH IEC61850 Software
Library wraz z programami do testowania i symulacji (61850
Avenue oraz 61850 SCL Runner) -otrzymaga presti |l
-Wyr - Unienie Honorowe na Mifdzynar
Energetycznych Targach Bielskich ENERGETAB 2017
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Szer ok Zakres zast

A Pakiet przydatny do
Ao testowania urzNdze@ i sy dBC&IB50wW, z
odbi oru system-w HECKIBAuni kacj N

prac badawczo -r ozwoj owych obej muj Ncych

komunikacji |EC 61850 ,
A weryfikacji zgodnoSci z normN | E

~

A  praktycznego poznawania normy IEC 61850 .

A Naprawdn gatwy w uUyci u

A Wszystkie prograknntpelsd taawal Nf un
pomocy ( Hel p) wywogywanH®L. kl awi sze

> > P>
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61850 Avenue

Bezpieczna 1 gatwa dr oga
stosowania w praktyce normy IEC 61850 .

Zapraszamy!
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Procedura instalacjl
Dziaga w Sr
PC / MS Windows

7,8,10i 11. reach higher
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Uruchamianie instalatora

Z pgyty CD z opmo@it amewanuemami an
Instalacji w trybie autorun.

~

Al ternatywnie: na polecenie uUytKk
start.exe z katalogu instalacyjnego

61850 Avenue
61850 1CD Editor
61830 Relay Simulator
GOOSE Toolset
HASP HL drivers
Sampled Values Toolset

7| autocrun.inf

W configaxml

F [Tico
License.pdf

£ | ReadMe html
ReleaseMotes.pdf

'f- start.exe
User_guide_EM.pdf
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Licencja

A Przed zainstal owaniem paki et
zapoznal sin z warunkami | 1 C
w dokumencie dogNczonym do p
pliku License.pdf

A Il stotnym warunkiem jest zast
klucza licencyjnego USB:

A Dostarczony klucz licencyjny repreze
produktu. Proszi zadbal o to, aby si
zni szczeni u. Utrata tego klucza | est
jakiejkolwiek innej wartoSciowe|j rze
moUemy wymienial zgubionych |l ub prog

uszkodzonych kluczy.
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Przebieg instalacj

A Po automatycznym lub wymuszonym uruchomieniu programu

i nstalatora start.exe pojawi sin |
moUna oczywi Scie instal owal tyl ko
te, kt-re nie bndN wykorzystywane.

A Jako pierwszy krok zalecamy jednak
warunkami licenciji.

61850 Avenue Toolset Installer @
Double click item to execute action
Wiew INFO TECH Software Licenze Agreemert.
Yiew "Read Me™
61850 Avenue

61850 Relay Simulator
61850 ICD Editor
GOOSE Toolzet
Sampled Yalues Toolset
HASP HL dnvers
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Wykorzystywane komponenty
iInnych firm

A HASPHL drivers T sterowni ki obsgugi
licencyjnego USB

A WinPcap 4.13 wykorzystywany pr zez
progr amy nar:Relag QimutatereGOOSE
toolset , SVtoolset (al t ernatywni e KkKor :

~S

z JuU zailnstal owanWmnlOPcapt lelr o w
Npcap)
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Program klienta IEC 61850
(61850 Avenue )

reach higher

INFO TECH

your partner in R&D
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Widok Inicjalny po uruchomieniu
programu 61850 Avenue (klient)

Serversiokno z | istN

ur zNdzeCE

serwerowych do komunikacji

F 61850 Avenue 2.1.11

Server  Connec tion  Window Help
Propertiesi ok no z | i s\NI"
parametr-w pogNcz ‘i “a

wybranego serwera (parametry
pogNczenia mogN z
zachowane w pliku konfiguraciji

programu). \

Main operationviewi g g - wny
wi dok z zakgadkam

ostal

2= 41
N\
i [0 Ol

danych poszczeg: |
serwer - w.

Log view i chronologiczny zapis
zawi eraj Ncy infor

operacjach, zdarzeniach i
wykonanych podm

aplikacji

n-y-c-h

Log
mekcil e o

Server

Time:
wfz | a0 a Mobnsgis

INFO TECH

Program started

your partner in R&D
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ZarzNdzani e

prof i |

FunkcjonalnoSi umoUl i wia wygodne zarzNdzanie pr
|mp0rt I ekSpOl't kOﬂfIgUFale. B o = a
Klonowanie profilu serwera (Clone server) - m: fi = ]
Tworzy kopin wybranego prof i/ oz TnNowy m

i dentyfikatorem or acl D M=oy Demo - clone [127.0.0.1]°
Demo - clong (1) [127.0.0.1]

W przypadku konfliktu nazw aplikacja automatycznie dodaje .

indeks, aby zachowal wunikal noSi"®
| mport prof ilmportseeverver - w (
UmoUl i wia import jednego | ub w
wyeksportowanego z aplikacj.

automatycznie popr zelzoded amri &z
Eksport wybranych profili (Export selected servers)

EksportujeAkonfiguracjh Zzaznac
J SON. Domy Sl na nazwa p Expktedor o0 z
Zzawi era nazwn ser wer a.

Eksport wszystkich profili (Export all servers)
Eksportuje konfiguracjn
pliku JSON.
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Clone server

Import server

Export selected servers

ort all servers
5;  Delete Del
& Connect
W
Move down  Ctrl+ Down
/1 — 1
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PogNczeni e
ekspl oracj] N

Ve

ur z Nd z e
m

61850 Avenue 2.1.19

Server = Connection  Window  Help
mE Mew Ctrl+M n |
@ Open Ctrl+0 New (Ctrl=N)

[y Clone serve —

-

Import server

Export all servers

/M Save configuration  Ctrl+5

Exit

Z menu Server wybierz
polecenie New do
zdefiniowani a
serwerowego.
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.r. *618350 Avenue 2.1.13 - New IEC-61830 server [127.0.0.1]

Server  Connection  Window  Help
mE A ST LT

New IEC-61850 server [127.0.0.1]*

=4l | B
E Main A
Name New |EC-61850 server
Address 127.0.0.1
Port 102
E Remocte OS] Parameters
AE Qualfier 12
Application 1D 1.1.1.555.1
05| Presentation Selector 00000001
051 Session Selector 0oo

05| Transport Selector 0001
E Substation Configuration

IED name
RCB Indexing Default
SCL File Name

E Transport Layer Security
Use TLS Disabled
TLS authentication mode  Required
TLS Server Name (SNI)
TLS Server CA Certificate C

TLS Client Certificate file
TLS Client Private Key file
TLS Client Private Key Pass
E Authentication

Mechanism Name MNone

Password

Certificate

Certificate private key
E Local 051 Parameters

AE Qualfier 12

Application 1D 1.1.1.599

Application Timeout [s] 10

Max. MM5 Frame Size 65280 v
Address

Intemet Protocol Address of remate device
(IPv4, IPvE or name).

W oknie Serversp oj a wi
na | i Scie urzN
serwerowych IED o roboczej
nazwie i adresie IP:

New IEC-61850 server
[127.0.0.1].

F 61850 Avenue - New [EC-61850 server [127.0.0.1]

Server  Connection  Window  Help
SENErS e Ill'
EemA fL LS
Mew |IEC-61850 server [127.0.0.11*
*W nazwie urzN

serwerowego |IED oznacza
ni ezapi sanN ko
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OkreSlenie nazwy i a
do pogNczeni a I eksp

r 61830 Avenue - Tested_Relay [127.0.0.1]
| Server Connection Window  Help
W oknie Servers w = SEIVErs
opisie urzNdzcm e [ | WY AT 4
mi ejsce nazw e w o B Tesied Relay[127.0.0.1
New IEC-61850 server T
oraz adresu 127.0.0.1 | 081 Prestaton Slocir 00000001
wprowad¥ wgaSc dimnin @
= ' E Substation Configuration < .
nazwn ur zNdzer=gomo Nast fipni eSerwersadla tegoe
H RCE Indexin Default -
(Name) oraz jego adres SCL Fe e urzNdzenia moUna jt
= E Transport Layer Securit — -
| P do pogNczer 5% "sabid narzfidzi wywo@oarectp c
TLS authertication mode  Required
TLS Server Name (SNI)
TLS Server CA Certificate C
TLS Client Certificate file
TLS Client Private Key file
TLS Client Private Key Pass
= Authentication
Mechanism Mame None v
Name
Mame of the server for easy identification.

INFO TECH

your partner in R&D 18



Nawi Nzanie pogNczeni a
Transport Layer Security (TLS)

Gdy do pogNczenia z serwerem WwWymagalv Man u

ustawil PseflSmeBnabledPar ametr ten | gst ﬂ_'gfﬁcmgbﬂue”er
Transport Layer Security z n a j d u j NRrafiju Kesnunikacjivz B 4782 =

Serwerem. Fﬁarnte 051 Parameters

Qualifier 12

1.1.1.939.1

WgNczenie TLS powodujii zmianfn portu 03 K
uUOyciem TLS (3782). WygNczenie TLS

TCP (102).

Dodat kowo moUna skonfigurowal nastHhn

TLS authentication modei wy b - r pomi ndz yRegwreda g a n_
uwierzytelnianiem z wykorzystaniem certyfikatu TLS CA lub opcjonalnym
(Optional).

TLS Server Name (SNI)Tws kazani e nazwy serwer a
TLS CA certificates filesi Sci eUka do certyfikatu
TLS authentication mode ustawione na Required).

Enabled

= TLSServer

sitificate Chair C-\ProjectsDB\certificates\cachain pem
n C:\ProjectzDB\certificates \crichain_pem

te file C:\ProjectzDB\certificates\client _pem

TLS Server CRL Chainipl i k zawi eraj Ncy JgaCEcuc e C\PmjectsDB\cerdificatesiclient key  h
do weryfikacji statusu wycofania ce

TLS own certificates filesi Sci eUka do certyfikatu Il ent a

TLS privatekeyi Sci eUka do klucza prywatnego S.

TLS private keyphrasei has o kl ucza prywatnego TLS (jeSli ustawi one) .

TLS Session Keys filei Sci eUka do pliku zawieraj Ncego klucze sesji TLS.

INFO TECH

your partner in R&D 19



Nawi

Nzani
ACSE do uwierzytelnienia

pogN

Nczeni a

klienta.

*Integracjaz n o r MER 62351,zes zczeg -
uwz gl ndnlkEG62358412018/AMD1:2020.
Najnowszy dokument ¢ z i1 S 4 i standardu
- 1 waktualizacje
ma j Nwaecelu wzmocnienie be z pi ec z
komunikacjid z i a § w jsySten®g¢h automatyki

zawiera dodatkowe ws k a z

| telesterowania.

INFO TECH
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Wykorzystanie ACSE do uwierzytelnienia:
- mechanizm oparty na certyfikatach*,
- wymagany certyfikat oraz klucz prywatn

* Main
Address
Port
* Remote 05| Parameters
AE Qualifier
Application 1D
Q5] Presentation Selector
Q5] Sezsion Selector
Q5] Transport Selector
Substation Configuration

TLS Server Mame (SWNY
TLS Server CA Certfficate
TLS Server CRL Chain
TLS Client Certficate file
TLS Client Private Key file
TLS Client Private Key Passphn
TLS Session Keys file

~ Authentication
Mechanizm Mame
Paszwaord
Cerificate
Cenfficate Private Key
Cenfficate Private Key Passphrz

ir

MNew IEC-61850 server
127.0.0.5
3782

Default

Enabled

Required

TLSServer
C:\ProjectsDB\certificates\cachain_pem
“\ProjectsDB\certificates\crichain_pem
jectsDB\certificates\client_pem

C:\ sDB\certificates\client key

1.0.840.0.1.0.1.1 (Certificate)

C:\ProjectsDB\certificates\client_pem
C:\ProjectsDB\certificates\client _key

20



Po pogNczeniu i eksrtg
widok modelu danych serwera

F 61850 Avenue 2.1.10 - Tested_Relay [127.0.0.1]

Szybka procedura

Server Connection Window Help

eksploracji modelu danych. et
mME A LS LT I FORDS

Q5] Presentation Selector 00000001
Q5] Session Selector 0001
Q5] Transport Selector 0001

B Substation Configuration
IED name
RCB Indexing Default
SCL File Mame

LN I3GtPTRC1
LN ObjlCswil
LN Obj1¥CBR1
-LM ObjZxsSWIl
-LM Obj3CswWIZ
-LM Obj3XCBR2

""" EI---LI] DemoMeasurement
. LM LLND
. [-LM LPHD1
= . G-LM I3pMHAIL
B Main - - E-LN I3pMMEU1
Name Tested_Relay  E-LN U3pMMEUZ2
Address 127.0.0.1 =-[LD] DemoProtCtrl
Port 102 G-LM LMD
El Remote 0SI Parameters LN LPHD1
AE Qualffier 12 LM DIGGIO1
Application 1D 1.1.1.999.1 LM I3GtPTOCT
-
-
-
B
B
e

INFO TECH
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Nawi Nzanie pogNczeni

przez | mport | ego o0p

F *61850 Avenue 2.1.19

Server  Connection Window  Help

W New CtrieN | Wy wogaj pQpéndcewyibea erz plik w |
% Open Ctrl+0 q opi suj Ncy urzNdzeni e.

Oy Clone server

Show from file (Ctrl+ O
Import server | ( :I h Servers found O pod

Export selected servers

Servers
Export all servers

Show Connect IP Address |IED Mame File Walidation
Delete Del

Cirl+S ] 127.0.0.1 Dema C:iUsers'michalDeskto... [OK

-

H  Save configuration

& Connect
Show offline
Mowve Up

Mowve Down

' Open schema validation log | 0K || Cancel

Exit

Po wyborze pliku zaznacz opcje: ; i
- Showaby wySwietl!l il podgl Nd serwer a (’tryb of f
- Connectaby automatycznie nawi Nzal pogNczeni e z

INFO TECH

your partner in R&D 22



Pal

Wy | aSni eni e

Po zaznaczeniu opcji Connect
nast Npi automaty
z serwerem.

F 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection [ Window  Help

czne pogNczeni e

I ORDS

[
. o [
Po zaznaczeniu opcji Show =
model danych ur z|N P=@ | a Wi
si A w Mairdopdcation =] = S
view. B Remote OS] Parameters
AE Qualifier 12
Application 1D 1.1.1.999.1

INFO TECH
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Q5] Presentation Selector 00000001
Q5] Session Selector 0001
Q5] Transport Selector 0001
B Substation Configuration
IED name

RCE Indexing
Crl Fila Mama

Default

- @ Association
=-[[0] DemoMeasurement
- [E-LM LLND

~-LN LPHD1

~LN I3pMHAI1
~LN I3pMMXL1
~LN L3pMMEL2
DemoProtCrl
~LN LLMO

~-LN LPHD1

~-LN DIGGIO1
~LN I3GtPTOC1
~-LN I3GHFTRC1
~LN Obj1CswWI1
~-LN Obj1x¥CBR1
~LN ObjZxsWwIi
~LN Obj3CswIz2
~LN Cbj3XCBR2

O-E-E B8 0-E-8 5 5886

23



Nawi
po

Nz ani
odczyc

e

e

BEIVEIS (il bl B

MR IL

= Demo 12?.D.D.'I|

Demeo [127.0.0.1]

Kl i kniGonnedt@myti nawi Nz a
ur z d eniem w e e

F 61850 Avenue 2.1.10 - Deme [127.0.0.1]

Server  Connection  Window  Help

E!—: -E'l' | _—_I

= Main
Mame Demo
Address 127.0.0.1
Port 102

= Remote OS] Parameters
AE Qualfier 12
npplicatinn ID 1.1.1.999.1

INFO TECH

your partner in R&D

),'Sf Bq . ﬁ IJS R..J Default Scope ~ | Find...
L0 T Name FC  Value
= LP DemoProtCtrl/Ob.. ST {stVal=1
£LH Luno DemoProtCir/Ob.. ST {stVal=1
-0 Mod DemoProtCtrl/LL. ST {stVal=F
D Beh DemoProtCtrl/3.. ST {stVal=c
- D Health DemoProtCtrl/13... ST {general
0 NamPit DemoProtCirl/i3.. ST {general
D Loc DemoProtCirl/13... ST {general
~~D§ D51 _Disconnectar DemoProtCirl/Ob.. ST {stVal=l
+{D5] D52 Protection @ ||&  DemoProtCti/Ob.. ST {stal«T
--0% D53_GO0SE _
--0% D54_GO0SE
- BR brch01
- BR brcb02
- RP urchb01
- RP urcb02
60 gcbl
60 gch2
-8B SGCE
[-LN LPHD1

' PpofNcze I

¥ O DS

MoUIl i wy przegl
modelu danych w trybie
off-line.

24



Odczytywani e
wybranych LD, LN, DO/DA

K1l i k niRefreskkGumant Objecta by od

wartoSci danyc hD,dN, BO/DAydar a
wskazanych kategorii funkcjonalnych (FC).

A

~N -
K7 | ST.CF.DC. EX BR,

@ Assodiation

o crotieasrenent

{ [E-LM LLNO

Demo [127.0.0.1]

Mame | Functional constraints seledW

| - @ Assodation ‘
=Tl NemaMeas rement

# 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Server Connection  Window  Help

GRIVEES i n

hl Refresh current object IFC

7 O RS &

ST,CF,DC, EX.RP, ~| Find

INFO TECH

your partner in R&D

& De% - @ Assodation Name g:'- Valu
.... B - D] DemoMeasurement ]
© LN LLNO =
= o e CIEE—
ae 2l ‘ =i ¢ LN I3pMHAIL RP
B Main ~ LN L[3pMMXU1 M
Name Demo ¢ LN U3pMMXUZ
Address 127.0.0.1 l LD DemcProtCtrl
Part in2

wartosS:

25



Widok modelu danych serwera

Prawdziwy model danych
tak jak zdefiniowano w
normie IEC 61850-7

(a nie przest
zmiennych MMS).

Program moUe
pogNczenie z
ur zNdzeni ami

r - wnoczeSni e.

INFO TECH

your partner in R&D

Demo [127.0.0.1]

;9’ ﬁq @ -a- IJS MX, CF, DC v | Find.. VAN Y4 1@}
¢ @ Assodation MName FC  Walue
LD DemoMeasurement Mod {stVial=on, g=0000000000000 {Good, Process}, t=20...
G-LN LLNOD Beh {stV'al=on, g=0000000000000 {Good, Process}, t=20...
G-LN LPHDL Health {stVal=Ok, g=0000000000000 {Good, Process}, t=20..
E-LN [3pMHAIL MNamPlt {vendor=INFO TECH. swRev=1.0. d=Current measur...
LN 13pMMXUL = {phsA={cVal={mag={f=0}}. g=0000000000000 {Good, ...
D Mod phsA {cVal=imag={f=0}}. g=0000000000000 {Good, Proce...
D Ben phsB {cVal={mag={f=0}}, g=0000000000000 {Good, Proce...
D Health 5 phsC {cVal=Imag={f=0}}. q=0000000000000 {Good, Proce...
;D Nampit cVal MX  {mag={i=0}}
=D A g MX 0000000000000 {Good, Process)
- D phsA t MX 2020-12-14 07:17:59.403 [Leap Second Known][Tim...
-~ D phsB units CF  {SlUnit=2}
+{D] phsC d DC  Phase C current
LN U3pMMEL2 d OC 3 phase current
[=~LD DemoProtCtrl
E-LM LLND
LN LPHD1
LN DIGEIO1
E-LN I3GtFTOC1
LN T3GtFTRC1
LN LTRK1
&

-LM ObjlcswIl

26



PogNczeni e
serwer owy mi

Z W I

I -

e |

W gg:wnym widokuy. 2~ %ot
urzNdzeE& ser wer

zostal umiejsco
a mi u

Server  Connection

Servers -

r 61850 Avenue 2.1.10 - Demo [127.0.0.1]

Window  Help

preferenc)]
RegrTestEd? [192.168.11.158]

Demo [127.001] % =

/(9’ I.YU @ ﬁ*ﬁs ®_ ST.CF.DC.BX.BI

o ;yg @ _‘;'ﬁ- uS &) Dy TestEd2 [192.168.11.158]

Demo [127.0.0.1]

RegrTestEd2 [192.168.11.158]

e ﬁ-’hs

ST.CF,DC,EX BR, ~

(@ Assocation Name 1@ Assocation MName | j
E-LD DemoMeasurement Mod LD RegrTestEd2Application —
Beh LD RegrTestEd2MU01 i
Health £ LD RegrTestEd2Measurement
MamPlt LD RegrTestEd2ProtCirl : Demo
E| ‘LN I3pMMEUL = 127.0.01
- D Mod 102
- D Beh
D Health ote 05| Parameters
D NamPlt ualifier 12
o = :
b phes - sation 1D 1.1.1.999.1
o F*D . ] D ‘resertation Se 00000001
----- D pt session Selectc 0001
& L: ;" U?MQELIJZ I&I Tansport Selec 0001
=) EmorTo’ - -
G-LN LLND itation Configuration
- |ame Demo
: Indexing Def ault
[-LN I3GHFTOCL v -
-ile Mame

sport Layer Securit
- Sequence Number: l:l s [hs.d)lzd

Sequence Number: l:l Data Set: |: |-__|X

- I Association

CI LI] DemoMeasurement
- - LLNO

LPHD1

i I13pMHATL
S-LN I3pMMXUL

: Mod

Beh
Health
MamPlt

F-LN U3pMMKU2
[=~LD DemoProtCtrl
-LH LLMO

-LN LPHD1

-LH DIGGIO1
-LN I3GHPTOC1
-LN I3GHTRC1

=

ame FC

Mod
Beh
Health
MamPlt

BB -E-E

¥ [ Buffer Overflow Configuration Revision: [ Buffer Overfiow Configuratiy thartication 1 Required
Entry Identifier: |:| Tir Entry Identifier: A certificates |
e > Data Reference < S| Do Retmranag N certificates
rvate key
iimbm | -
Name

Mame of the server for easy identification.

IN¥O TECH ‘

your partner in R&D

|.__|x Al |__|0

Report ID

Sequence Number: I:l Datz

[ Buffer Overflow Configuration |

Entry Identifier:

O Mc¢
Wwh O C Z ¢
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Funkcja raportowania w

IEC 61850

Model wusgug
taki jak zdefiniowano w
normie IEC 61850-7-2.

Konfiguracja raportowania:

< : 1
kontekstowego rcb lub prz;\

wywogani e z

pomocy ikony programu.

Demo [127.0.0.1]

rapo.

Demo [127.0.0.1]

/(‘9, ﬁq @ﬁ IJS U Default Scope

Find... NN @ N

=-LD DemoProtCtrl
EI LN LLNO

INFO TECH

your partner in R&D

- @ Association

I:l LD DemoMeasurement
LM LLND

- [ Health

- I MNamPlt

-5 DS2_al
\\ - P urg IE

G-LN LPH
[#-LH I3pMH
[#-LH I3pMM
B

=-LD DemoProt
[~ LN LLND

- % D51_Measurement

@ Enable report
Lt Parameters...

Mame

RptiD
RptEna
Resy
DatSet
ConfRev
OptFlds
BufTm
SgMum

Copy Reference  Ctrl+C

- LN U3pMe General Interrogation
Get URCE Values

[H-LM LPHD1
LM Obj1CSWI1
E-LM Objacswi2
LM DIGGIO1
LM LTREL

F-LN I3GPTOCL

FC

RP
RP
RP
RP
RP
RP
RP
RP
RP
RP
RP

Value

falze

false
DemoMeasurement/LLNO.DS1_Measurement
1

0111110010 {sequence-number, report-time-stamp, ...

1000
0

011111 {data-change, quality-change, data-update, i..

o]
falze
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Konfiguracja funkcji raportowania

BR / RP: dedykowane

d

okna do przegl
konfiguracjl
raportowani a
bl ok-w BRCB /

INFO TECH

your partner in R&D

ﬂ Demo [127.0.0.1]: DemoProtCtrl/LLMD.breb 01

Report |dentifier: |

Data Set Reference: DemoMeasurement/LLND.DSZ_Al

Corfiguration Revision: 2

Integrity Period [ms]: |0 |

Buffer Time [ms]: | 1000 Entry Identfier: | 0000000000000000 |
Sequence Mumber: 1] Time Of Entry: 15840101 00:00:00.000
Reservation Time [s Trigger Options

Optional Fields Data Change (dcha)

Data Reference
Buffer Overflow

Entry Identifier
Corfiguration Revision

Sequence Mumber
Report Time Stamp
Reason For Inclusion
Data Set Name

iy Enable G Refresh

=]
T

Quality Change {gchg)
Data Update {dupd)
Integrty

General Intemogation

Close
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Wy b - r

Zestawu

raportowania

danycl

Wyb.-r zestawu
do funkcji raportowania:

z listy utworzonej na
podstawie odczytanego
modelu danych oraz
obej muj Ncej r
dynamicznie tworzone
zestawy danych.

INFO TECH

your partner in R&D

ﬁ Demo [127.0.0.1]: DemoProtCtrel/LLMO.breb01

Report Identifier: |

Data Set Reference: DemoMeasurement /LLND.DS2_Al

Configuration Revision: | nemsMessurement /LLNO. DS1_Measurement

Buffer Time: fmal} DemoMeasurement/LLN0.0S2 All

DemoProtCid/LLN0.051 Disconnectar
DemoProtCtd/LLND.DS2_Protection
DemoProtCid/LLND.DS3_GOOSE
DemoProtCid/LLND.DS4 GOOSE

Seguence Mumber:

Optional Fields
Sequence Number

Report Time Stamp
Reason For Inclusion
Data Set Mame

Data Reference
Buffer Overflow

Ertry |dentifier
Corfiguration Revision

Enable & Refresh

T gET OIS

Data Change (dcha)
Quality Change {gcha)
Data Update (dupd)
Integrity

General Interrogation

Close




Aktywacja funkcji raportowania i
podgl Nd raport - w

Akt ywacj i bl oku raportuj Ncec
1Ll s ~ - - -
TAEE  copy Reference  Ctrlec dokonal moUna wy wRefartjEnablep ol ¢
- RP urct Ry .
- BR Erg &) Enablereport e menu kontekstowego lub przy pomocy ikony programu.
~BR br
60 gcb L& Parameters...
G0 gcb
86 5GC - J .n. ~
LPHD 1 ’{9/ ﬁ @ IJS U
Obj1Cs £ Get URCE Values =-LD DemoProtCtrl | Report Enable f Name
i3S e " E|LI'-I LLMO Ry
..... 0D Mod o
:‘x :l\-l' '_0 Seguence Mumber: D Data Set: |DemDPrntCh'I,ﬂ_LNDSDS1_Disu:nnnen:b:r |
f Report ID Reason code Buffer Overflow Configuration Revision: |1 | ID: |DemnPru1J:trI,|'LLNDSBF‘.5bn:bDI |
0 DemoProtCirlLLNDSER Sbrcb01 dchg Entry Identifier: [0000000000000001 | Time of Entry: [2020-05-06 11:25:06.645 |
1 DemoProtCtrl/LLNOSER Shrehi 1 dchg
2 DemoProtCirl /LLNOSER Sbreba 1 dchg Data Reference FC Value "~
3 DemoProtCtrl/LLNOSER Shrehi 1 dchg = DemoProtCirl/Obj2XS\w11.Pos ST Reason code: dehg
4 DemoProtCirlLLNOSBR Sbreb01 dchg stval ST |01 {off}
5 DemoProtCirl/LLMOSBR $hreh0 1 dchg q ST | 0000OODOO0D00 {Good, Process)
Loy ST | 2020-05-06 11:25:06.628 [Leap 5. v
£ >

Program zapewnia §atwy do SI

t - Ul i Sci N
INFO TECH :vacrtoSci wybranego raportu

your partner in R&D 31



Wi d ok

| Sty

raport - w

Wszystkie otrzyma
gromadzone i pr

€z e nioo.wa N.gxuid.

s N
Li.Sci.e

raport-w z nastnpu
informacjami:

# - numer otrzymanego raportu,

Report ID T identyfikator raportu,
Received i czas otrzymania raportu,

SNinumer sekwencji

JodNeey mi «

..... P
onker e S|
[+--LN I3pMHAI1
LN I30MMXU1

Name
..... D Mod

----- D MamPlt
----- D5 D51_Measurement
Ds2_aAl
----- BR brcbo1 =
----- BR brch02
----- RP urch01
urch02 PN O

v

stval

q
t

stval
q

DemoMeasurem...
DemoMeasurem...
1= DemoProtCtrl/Cb...

CemoProtCtrl/Ob...

A Y,

FC  Value

=
<

01 {off}

10 {on}

Ga99859559%

false

{phsA={cVal={mag={f=0}}, g=0000000000000 {Good, Process}
{phsA={cVal={mag={f=0}}, g=0000000000000 {Good, Process}
{stVal=01 {off}, g=0000000000000 {Good, Process}, t=2023-02-27 05:47.56.522 [Leap Second Known][Tim..

0000000000000 {Good, Process}
2023-02-27 09:47:56.922 [Leap Second Known][Time Accuracy = 10 bits]
{stVal=10 {on}, g=0000000000000 {Good, Process}, t=2023-02-27 09:44:50.340 [Leap Second Known][Tim..

0000000000000 {Goeod, Process}
2023-02-27 09:44:50.540 [Leap Second Known][Time Accuracy = 10 bits]

. 1=2023-02-27 09:47:56.925 [Leap Second K...
. t=2023-02-27 09:47:56.925 [Leap Second K.

przez serwer w otrzymanych danych

raportu, (inne formaty w przypadku
segment owanych rap
SN.s - gdzie s to numer segmentu,
SN.sF - gdzie s to numer segmentu a

F wskazuje, Ue to
Data Set i referencja do zestawu
danych wybranego raportu,

Detailsofffont uk r yj / pokal
raportu.

INFO TECH

your partner in R&D

BN DY

29

30

C. LW
Demotleasuremen NTSER $brebi1

DemoMeasurement/LLNOSBR $brchi2
DemoMeasurement/LLNOSER $brcb01
DemoMeasurement/LLNOSBR $hrcb 2
DemoMeasurement/LLMNOSBR Sbrch0 1
Demopleasurement/LLNOSER $brcb01
S&moﬁeas&eﬂwlﬁpﬂlrd}ﬂz
DemoMeasurement/LLNOSBR $brchi2
DemoProtCtrl/LLNOSBR Sbrchi2

DemoMeasurement/LLMOSER $brcb0 1
DemoMeasurement/LLNOSBR $brchi2
DemoProtCtrlLLNOSBR Sbrch02

Wi

SN BOvf
25 false
21 false
25 false
22 false
27 false
28 false
=S 2
24 false
10 false
29 false
25 false
11 false

Data Set

DemoMeasurement/LLND. D5 1_Measureme
DemoMeasurement/LLND.DS2_All
DemoMeasurement/LLN0.DS1_Measureme
DemoMeasurement/LLND.DS2_all
DemoMeasurement/LLND.DS1_Measureme
DemoMeasurement/LLM0,D51_Kleasureme
moMu%enﬁND 52_;| )

DemoMeasurement/LLND.DS2_All
DemoProtCtrl/LLND.DS2_Protection
DemoMeasurement/LLND.DS1_Measureme
DemoMeasurement/LLND.DS2_All
DemoProtCtrl/LLND.DS2_Protection

v

Sequence Number: |29

| Data Set: |DemoMeasurementﬂ_LNO.DSI_Mei|

[] Buffer Overflow Configuration Revision: ID:
Entry Identifier: |000000000000001E Time of Entry: |2023-02-27 09:47:!

dok

| 1 sty

Data Reference FC WValue ~
I_;| DemoMeasurement/l3pMHAIT.HA ~ MX  Reason code: Datallp...
. B phsAHar {0={cVal=mag=If=0i}...
PLE o {cVal={mag={f=0}}. q...
B cval M, {mag=lf=0}
. E mag MX =0
i MX 0
q MX | 0000000000000 {Goo...
-t Mx | 2023-02-27 09:47:56....
{cVal={mag={f=0}}. q...
{eVal=imag=it=0l}. q..
rapPordtg! Wd raport

32



Podgl Nd

raportu

Mo Ul i we jest przegl Ndani e
z listy. Prezentowane sN
Sequence Number i numer sekwencji nadawany przez
serwer,

Data Reference
= DemoProtCtrl/Obj 1C5WI1.Pos

Data Set | referencja do zestawu danych, = sl
IDii dentyfikator bloku rapol o, 6B ™"
Buffer Overflowi ws kazani e przepeg!| 229
buforowane raporty), - OuiiRage
Configuration Revision T wersja konfiguracii, - Desolaory
Time of Entry I czas wygenerowania raportu (stempel - OldDats
czasuraportui odpowi adaj Ncy warto s
Entry w BCRB), e
Entry Identifier 1 identyfikator raportu (tylko o Cperertlocked
b ufo rowan e) , ) = ?en;iPnztjtrl.-'IBGtWDC1 Sir
oraz widok danych zraportuz awi er aj Ncy: - diGeneral

A referencjn el PataReferencala n L

. - = DemoProtCirl/Obj1%CER1.Pos
fRCh kcjonal nN | s

- position

kategori N
A pr zy c Reason Cdde) umieszczenia danych
W raporcie,

A nazwy i wartoSci cznSci OuOfRange
o
r ¢ DldData

your partner in R&D

Sequence Mumber: Data Set: |Demc-Prc-tCtrIﬂ.LND.DSZ_Prc-tecﬁ-:n

A495998998955958088999 99999595959 583999 1

n [] Buffer Overflow Configuration Revision: EI 1D: |Dem0Pr0tCh'Iﬂ_LNDSBRSbn:bE|2

Entry Identifier: |0000000000000000 Time of Entry: |2023-02—2? 09:51:38.216

Walue
Reason code: DataChange
10 {on}
on

Good
false
false
false
false
false
false
false
false
Process
false
false

2023-02-27 09:51:38.210 [Leap Second Known][Time Accur...

Reason code: DataChange
true
both
00 {Good, Process)

7 (09:51:38 242 [Leap Second Known|[Time Accur...

Reason code: DataChange
10 {on}
on

Good
false
false
false
false
false
false

b {1 SN ) N ) —
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Akt ual I

Zacj a

danych przez raporty

|l nf ormacj e otrzymywane w raportach aktual
model u danych. Nowa warnioéshi avyk NTdnz oin@n kM ¢
samo oznaczane sSN nowe wartoSci uzyskane
Demo [127.0.0.1] -

OB Q= 7| Fina.. AV D@
- @ Assodation | | Name FC  Walue
E'—D DemoMeasurement Mod {stWal=on, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits], ctl...
i [#-LN LLMD Beh {stWal=on, q=0000000000000 {Good, Process}, t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits]}
-LM LPHD1 Heszlth {stWal=0k, g=0000000000000 {Good, Process), t=2020-12-14 07:17:59.404 [Leap Second Known][Time Accuracy = 10 bits]}
LM I3pMHAIL MamPlt {vendor=INFO TECH, swRev=1.0, d=Overcurrent protection |}
- ~LN I3pMMXU1 ST {general=falze, dirGeneral=both, q=0000000000000 {Good, Process}, t=2020-12-14 07:17:59.403 [Leap Second Known][Time ...
- LN U3pMMXU2 general ST false
[l-LD DemoProtCtrl dirGeneral ST both
E-LN LLNO q ST 00DDDDDDOODDD {Good, Process}
[-LN LPHD1 t ST 2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits]
(LN DIGGIO1 Op {general=false, g=0000000000000 {Good, Process}, t=2020-12-14 07:17:59.403 [Leap Second Known][Time Accuracy = 10 bits]}
E-LN I3GtFTOC1 TmiCre {setCharact=Multiline 1}
----- D Mod Strval {setMag={f=50}, units={SlUnit=A}}
----- D Beh
----- D Health
----- D MamPlt
..... D Op
----- D TmACrv
----- D Strval
[#~LN I3GHFTRC1
[+-LN LTRK1
[#-LN ObjiCsWI1

INFO TE

CH

your partner in R&D

N\

wart oS
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Real I
|IEC 61850

Zacj a

Demo [127.
’(f;‘f ﬁr @ﬁ US ST.CF | Find..
@ Assodation Name FC  Value
EIL[I DemoMeasurement Med {stVal=0, g=00000
---LH LLMO Beh {stVal=0, g=00000
. [-LN LPHDL Health {stVal=0, q=00000/
---LH I3pMHAIL MNamPle {vendor=INFC TECH
- LN 13pMMXUL Loc [stVal=false, g=00C
[~ LM U3pMMxL2 OpCniRs {stVal=0, g=00000
-1 DemoProtCirl = Pos {stVal=00 {intermet
(LR LLND stVal ST 00 {intermediate-st
"'L" LPHD1 q ST 0000000000000 {«
El"'l-" Obj1CsWI1 t ST 1970-01-0100:00:
Mod ctiModel CF  direct-with-enhanc
Beh Oper CO  {ctlVal=false, crigin
Health operTimeout CF 5000
MamPlt
Loc
OpCnths
mp™
LM Obj: |:|3 Copy Reference Ctrl+C
[+ DIGC
LN LTRF = Contraol...
#-LM 13Gt &) Add to Process Data Vieh
[#-LM I3Gt
G-LH Objl % Get Data Values
[+~ LN Objz Set Data Values
[H-1TH (hiZ
Mo d e |
61850-7-2.
INFO TECH . : '
obi ektu

your partner in R&D

usgug

e steruj Nce

w model

sterowani a

u

f-Ln 13GtPTOC1
J-LN T3GPTRC1

LN ObjlCSWI1
----- 0 Mod
----- D Beh
----- D Health
----- D MamPlt
----- D Loc
----- D OpCntRs
-{ O] Pos
[#-LM Obj1XCER1
[#-LN Obj2XSWI1
[#-LN Obj3CSWI2
[#-LN Obj3XCER2
t alEG | ak
moUna wywog(a
danych | ub popr
35



Modele sterowania | parametry
pol ece@E& steruj] Ncych

Okno CO polecenia
steruj Ncego pr
Aaktualny stan obiektu
sterowanego,

AwartoSci par amet
pol ecenia steruj
Aprzyciski wykonania kolejnych
krok:-w procedury
zgodnie z przypisanym do tego
obiektu modelem sterowania,

Alog przebiegu procedury
sterowania z poleceniami

klienta, odpowiedziami serwera

| raportami z wynikami

sterowania.

INFO TECH

your partner in R&D

® > Derno [127.0.0.1]: DemoProtCtrl/Obj1C5WN.Pos =

Status Information
Walue: |ﬂ'| {off} | Contral Mumber
Quality: | 0000000000000 {Good. Process} |

Time Stamp: |2ﬂ13—ﬂ3—2€ 13:14:14.016 [Leap Second Known][Time Accuracy = 10 bits] |

Cantrol
Value: on frue) v Control Mumber: |0 =
Time
Time Stamp: |2'I]'1E~'|]'}ZE 15:14:21 @~ | [] Use Cument Time E;ﬁt
Orginator
[] Synchrocheck
Category: | remote-control ~| 1d: [coasose2 | [HEX | 0] inteock Check
Select With Value Select Operate Cance Refresh
Log
Time Service Message

36



Sterowanie w trybie testowym

l,:J Uy t k ownl k p QW "_n D!Er'n-:ﬁmg!ﬂ.ﬂ_l.'l]:Ben}ll:nPrI-:utCtrl.beﬂCS-WI'I.P-::s
Swiadomy konsekwencji
wysgania pol ec e nHsgmrn
. < Walye: 1 .
steruj Ncego do urzﬂgﬂz—e—H—Ha—‘.
Qualty: | 0000000000000 {Good. Process} |
W p r z y p a d k u p r z e'l"lm Stw:émlﬁ-ﬂ%ZﬁJgHHgm[LeapSecund Known][Time Accuracy = 10 bits] |
4 Z 1
trybu urzNdzenia
serwerowego na TEST lub —
TEST-BLOCKED mo Ul| i‘twe
jest ustawienie flagi Test Valve: Lo tne) v|  Conirol Number: 0 =
s c e (E
dl a wysyganyc h St.amp (20780326 151421 @~ | DUseCurrentTme L] Test
steruj Ncych i wyc,j;gﬁgrnanu Check
; : Synchrocheck
sterowania zgodnie z tym Category: | remote-cortrol o 1d: [coasoss2 BEEE W
trybem. [ Interock Check
ele = ele Operate Cance Refresh
Log
Time Service Message

INFO TECH

your partner in R&D
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| €

przebi eqgu
cych

JeSIli serwer

pozycjn ster

ow

® ) Derno [127.0.0.1]: DermoProtCtrl/Obj1CSWI.Pos

étﬂ*rj BTt uj e

g &"

obiektu, informacjao _—T “** To000000000000 (Good. Process]

nowym statusie pojawi
sin nie tylék

CO, ale takUe

zaktualizowana

ZoStani e wart

widoku modelu danych.

Przebieg procedury
sterowani a

w |l ogu wysyd
polece® i 1ic¢c

INFO TECH

your partner in R&D

o

Time Stamp: |2ﬂ13—1]3—26 13:14:14.016 [Leap Second Enown][Time Accuracy = 10 bits] |

Control

w oknie

o) gla[ue: \|I?/1 ftrue)

e | Cortrol Mumber: |0

4k

Time

Test
Time Stamp: |2||}1E,-|}3,2-E 15:14:21 [E~- | [ Use Cumrent Time I[:}|1&c:c
Orginator
| | [] Synchrocheck
Category: ate-control ~ | Id: |CDABD362 HEX -~
egoy: jemotecontol | 1d: | | [ Intedock Check
wo Sl edzil
1 y-—C h alue Select Operate Refresh
gy ni k- w.
Time Service Message
031535353 Operate Request (ctlValue true)
03:15:35426 Operate Response positive
03:15:35427 Command Tem. Posttive (ctiValue true)
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Twor zeni
danych

e

dynami czn\

Demo [127.0.0

Trwé(f;tworzone

w LK.ont

;gfﬁ;:! @ ﬁ’bs K [ST.CR.OC

eNki Sectiriew avipe z on e

- @ Association Name = - [ @
[#-LD DemoMeasurement Mod . D 15 Create Data Set
e g, 13 s
[#-LN LPHD1 NamPlt ;
LN ObjICSWIL Str E-LN LPHD1
E-LN Obj3CSWI2 op ---LH DIGGIOL
[-LN DIGGIO1 TrACn: =-LN I3GHPTOCL
~LN LTRK1 Strvz Demo [127.0.0.1] i 0 Mod
=[N [Errara TNSNNNNSSSSSS————— || | - D EBeh
..... D 1 Yy CopyReference  Ctrl+ ;9' Iy(’ @ ﬁ % ~N ST CF ‘e D Health
..... D - S s
_____ D r’ﬁs Create Data 5et ) g gl:rmF‘lt
----- D r@ Add to Process Data View @ Assodation | Create Data Set i N
..... D ¢ LD DemoMeasurement Mod
..... D ¢ &y Refresh =-LD DemoProtCirl Beh
----- D" Get All Data Values G-LM LLND Heszlth ;9' 9] ®
sun i Refresh Data et t: Eplggllm Lot o
: i Se [ Tr—
EIL: 23:1 Edit 5G Values... Op -- rement
' TmACry =-LD DemoProtCtr]
Stral

INFO TECH

your partner in R&D

w kontek$

f-LH LLND

Man

N
R/

Create Data Set

ST.CE.DC. I

39



Okno definiowania howego zestawu
danych

Polecenie Create DataSetwy woguj e okno do ko A®trkeeyt gy
zestawu danych. Zestawowi moUna rasfat nazwh
el ementy z modelu danych wywoguj N€ “Me'nti“kont

- - — a M MNewDataSet
el ementu |l ub przez pr zecdabBgiog).nci e el ¢ d

Data Set Members

Demeo [127.0.0.1] *  Demo [127.0.0.1]: Create dataset == 1 X
Mame FC
v| Find.. Data Set Reference DemoProtCid/13GtPTOC 1. Str 5T
Scope: | DemoProtCtd/13GtFTOCT DemoProtCid/13GtPTOC 1 Op 5T
o @ Association Name FC  Value Name: |NewDataSet DemoProtCtd/I3GtPTRC1.Tr ST
---LI] DemoMeasurement Mod {stVal=on, g=00000(
=-LD DemoProtCtrl Ech {stval=on, g=00000( Data Set Members
G-LN LLNO Health {stVal=0k, g=00000
(-LN LPHD1 NamPlt {vendor=INFO TECI Name FC
&-LN DIGGIO1 = St {general=false, dirG DemoProtCtd/13GtPTOC1 Op ST
=1-LN I3GHTOC general 5T false
""" D Mod dirGeneral ST bath
----- D Beh 1 ST 0000000000000 {Ge
""" D Health t ST 2020-05-06 07:09:3:
£| F'a-mPIt Op {general=falze, g=0(
_____ 05 AddtoDataSet » DemoProtCtrl/13GtPTOC 1. MewDataset
""" 3 %%  Get Data Values |
LN T3GtPTRC I

Po skompletowaniu |'i sty el emen

IN o TECH wci Snij Cieate- palecesig — Gresto || Cancd

your partner in R&D ut wor zeni a zest awu zostani e ony



Aktywacja | edycja grup nastaw

W modelu danych
urzNdzenia se

wspomagaj Nceg

nastaw

sterowania grupami nastaw

I SGCB, umieszczony

zawsze w wntl

Definiuje on:

A NumoOfSG - ile grup
nastaw wystn
urzNdzeni u (

A ActSG-kt -ra gr
aktualnie w

A EditSG-kt - ra g
aktualnie d
edyciji.
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Demo [127.0.0.1]

v O S - S
) s @ LJS 5P Find. AV ®
1@ Association Mame FC  Walue
E D DemoMeasurement MumCHSG SP o4
¢ E-LH LMD ACtSG P q
N LPHD1 EditSG 5P 0
N I3pMHAIL CnfEdit SP false
N I3pMMXU1 LAcfTm SP 2020-12-14 07:17:53.402 [Leap Second Known][Time Accuracy = 10 bits]

~LN U3pMMxLZ2
E-LD DemaProtCirl

LM LLNO

-~ 0 Mod

- [ Beh

- [ Health

- O MamPlt

D Loc

- DS1_Disconnectc
D% DS2_Protection
-8 DS3_GO0SE
--D§ DS4_GOOSE

- Bl brch01

- BR brch02

- RF urchb01

- P urch02

G0 gcbl

G0 gch2
Wrfscce

F-LH LPHD1
E

[T atan T B
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Operacje na bloku SGCB

Demo [127.0.0.1]

Menu kontekstowe obiektu _
SGCB pozwala na odczyt CORE S KD et s e AVE@

N . @ Association Name FC Value
Wwar t 0] S Cc I a t r y b u l LN DemoMeasurement Mumfss SP 4
na zapis niekt L] oo ot ActsG P 1
. = EditsG S0
(ActSG, EditSG, CnfSG, |~ D Mod CnfEdit SP false
P R N D Beh LActTm SP 1970-01-01 00:00:00.000
ResvTms) podstawowymi | = - D Heslth
< - I S amPl
usgugami z zapi D
wartoSci atrybu e Doy et
i ] — I R D$ DS3_GOOSE
Value i wyborem operacji. | = - o
----- RP urchO1
Al e dosthnpna j e o brsos
przyjazna opcja konfigurowania etivt
SGCB oraz edycji wybranej s gcb2
grupy nastaw w dedykowanym w1y ) Copy Reference Ctrl+C
oknie i wybierz polecenie Edit L o MBSO Velues-
F-LM DI £ Get SGCB Values
SG Values. +-LN LTI v Set SGCE Values
[+-LN I3L —
[#-LN I3GHFTRC1 v
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Okno Setting Group Control

Demo [127.0.0.1]

Okno Settl n g G rou p jg < 0 ﬁ S Default Scope » Setting Group Control: DemoProtCtr/LLNO.SGCE woon: B X
Control pozwala na o 2

- @ Association Name FC  Value R 1 »

Wykonanle - ‘LD DemoMeasurement A e o4

=10 DemoProtCirl At P Last Activation Time: |21]25-D&-‘ID 04:15:48.565 [Leap Se<|

wszystkich operaciji e Eaise >0 e Group:
i i D Beh LActTm 5P 2025-05-... Reservation Time [s]: nfa
ontiguracj! grup D Health
nastaw jak i na o
edycjn wart b6 cer o L
% D53 GOOSE Scope

nastaw wybranej D8 D54_GOOSE DemoProtCi

- RP urchD1

ru , R urch02 I3GtPTOC1 v
g py - BR brch01
- BR brch02 Settings

G0 gcbl
GO gch2 Setting MName Active Buffer Edit Bu

{86 SGCE 13GtPTOCT TmACry setCharact  Multiline 1 nfa
LM LPHD1 13GtPTOCT Strival setMag f 50 nsa
[H--LN Obj1CSWI1
[-LN Obj3CSWIZ
LN DIGGIO1
H
=)
e

nane =

LN LTRK1
LN [3GtPTOCT
LN I3GtPTRC1 2

Loy = Sequence Mumber: I:I Data Set: = s

# Rey Buffer Overflow Configuration Revision: D:
po I : [] e
Entry Identifier: I:I Time of Entry:
Refresh Active Buffer Values
< > | Data Reference FC
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Zmiana aktywnej] grupy nastaw

Setting Group Control: DemoProtCrl/LLNO.SGCE

Control
Active Group: H1 "

Wyb-r aktywnejmgrupy n
poprzez rozwijanN T s

. — H#1
grup zaimplementowanych w ST e FH
ur zNdzeni u. i Growe: 2

. . . Reservation Time [s]: n/a

Po zmianie aktywnej grupy nastaw
urzNdzenie powinno ust .

A 7 . Refresh SGCB
wartoSl czasu ostatnie

A . cope
Wart oSci nastaw z akty e .
dostnpne na | i Sci e pon |saemoc -
Active oznacza atrybuty z FC=SG) | Setings
nie trzeba ich poszuki SettngName  ctve Buffer  Edt Buffer

13GtPTOCT. TmACry setCharact  Multline 1 n/a

modelu danych. I3GIPTOCT StrVal setMagf 50 n/a

r Refresh Active Buffer Values

your partner in R&D



Wyb-r grupy nastaw
wartoSci

Setting Grovp Control: DemoProtCtrl/LLNO.SGCB

Wyb-r grupy nastaw do €Uy W o 0
poprzez rozwijanN i StHrcenumer ycznN v
grup z aim pl ement owany ch w Last Activation Time: [2025-07-29 13:54:04.636 [Leap Second Known][Time Accuracy = 10 bits] |
ur z Nd zneneiou n@cza, Ue Ua

grup nie jest dostnpna

none S

Resgrvation Time [s]: ol

do :dycj | :

Refresh SGCH
Scope
DemoProtCtd v
[3GtPTOC k4
Settings
Setting Name Active Buffer Edit Buffer
|3GtPTOCT. TmACry getCharact  Muttline 2 n/a
|3GtPTOCT Strval setMag f 25 n/a

Refresh Edit Buffer Yalues

Refresh Active Buffer Values

INFO TECH
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Zakres nastaw w podgl
grupy nastaw (SGCB)

SekcjaScopedef i ni uje kontekst "UTZNdZzZeni a H

| ogi cznego oraz wnzga | Aﬂgfquczwego quwanego d
podgl Ndu i edycji wartoSET ™nastaw:" s any
do grupy nastaw: Reservation Tmo o} [/

A Ur zNdz e ni elLodical ®evice: ( Core Edng

OkreSl a uerdzemchne z d@witer aj Nce
wskazany bl ok sterowa S;:r':amgrupN nastaw
(SGCB). Zmiana urzNdzemiwa | 0ogicznego s
powoduj e ponowne WwCZ ani e powi Nzanych
wnzg-w |logicznych i chgdastaW, .. -

A Whzeg | dagicat Node)y: W wybranym S S

urzNdzeniu logicznym okreSla wnzed | ogilczn:
kt - rego wartoSci nastaw sN aktualnie

wy Swi etl ane i dostnpne|do modyfikacji w
buforze.

Refresh Edit Buffer Values

Refresh Active Buffer Values
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Z Ml ana

wartoSci

wybrane] do edyc]i

WartoSci nastaw z
edycji sN dostfhnpne
(kolumna Edit Buffer oznacza atrybuty
zFC=SE)ini e trzeba i
w drzewie modelu danych.

Dla nastaw typu wyliczeniowego
wsSpomagany | est

c h

wy b -

listy.

Nowe wartoSci nast a
czy zaakceptuje je u
serwerowe.

INFO TECH

your partner in R&D

gr upy. W
na “T1Sci®

Setting Group Control: DemoProtCtrl/LLMNO.5GCE

0 O
Ue | v

wy br ane |
DonNni

Last Activation Time: |2D25—|}?—25 13:54:04 636 [Leap Second Known]mme Accuracy = 10 bits] |
Edit Group: #1 ~
p @esaSEng'ﬂmu] k W a I
Confirm Editing
Refresh SGCE
S & i
r wart oSci y4
DemoProtCtd ~
13GPTOCT w
Settings
Setting Name Active Buffer Edit Buffer
| PToc1 etChara Mumnn [utiine 1R |
Val@l‘lﬂ gf Iéng-ﬂe Betbem¥y Inverse ~
- Long-Time Very Inverse
r Z N d y4 e Long-Time Inverse
|EC Very Inverse
|EC Inverse
|EC Extremely Inverse
|IEC Short-Time Inverse b

Refresh Edit Buffer Values

Refresh Active Buffer Values

nas:

47



Zatwli erdzeni e nowycl
nastaw z edytowane] grupy

Wprowadzone nowe

zostanN tymczasowo zaﬁ“rﬁ@ané2 W g
u r Z N d Z e n | u S e r W e r O Wy m Qc‘watlon'ﬁme PI}EE-D 2513540D4I:'|Q’E|[Leap Second Known][Time Accuracy = 1Dbrts]|

poprawne), ale ich przypisanie do ¢ :

Reservation Time [s]: n/a
edytowanej grupy wymaga podania > | Confim Edting
polecenia zatwierdzenia przycgiskiesr— Refresh SGCB
Confirm Editing.— Scope
Dopiero wtedy edytowana grupa — =
nastaw przyjmie podane nowe »
P - ings
W a r t O S C I Setting Name Active Buffer Edit Buffer
13GtPTOCT TmACry setCharact  Muttine 2 Muttiine 2
13GPTOC Strval setMag f 25 50

Refresh Edit Buffer Values

I N o T E c H e
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Widok logowania

Chronologiczny zapis

zawi eraj Ncy inf ok macj e 0 B X
operacjach (poleceniach, fl fl
: = - x| 1
odpowiedziach i
. -
S
Z d arzeni ac h ) o Wy " [‘.-}35 E};EB Lbejnu:u [N E:I} ‘Iy getﬂrtSGUalueHEH (invokeld:53) DemoProtCid 13GtPTOCT . TmACH: setChe
podczas dzi aganiomass@ ehoi27k.1@ Ge}tEdksGReq fnvokeld:54 reference:DemoProtCir/LLND SGCE) EditSG
: : : 09:35:36.796  Demo [127.0.0.1 SelectEdit SGRes+ (nvokeld:54 reference: DemoProtCid /LLN0.5GCE. Edit 5G)
przedStaWI()ny JeSt W WIdOku ~ 09:35:36.797  Demo [127.0.0.1 GetSGCBValuesReq  (invokeld:55 reference: DemoProtCid/LLM0.SGCE)
| ogowani a. Ka Ud @oswsp 08 [@700.18 GetSGCBValuesRes+ (nvokeld:55 reference: DemoProtCir/LLND. SGCE) Nun
. : : 09:35:36.810  Demo [127.0.01 GetEdit5GValueReq (invokeld:56) DemoProtCta/13Gt PTOCT TmACh setCh:
dO Iogu Irlforma_cja,pOSIada 35:36.810 Demo [127.0.0.1 GetEdit5GValueReq (invokeld:57) DemoProtCta/13G PTOCT TmACh setCh:
nastnpuj Nce ry i:0 1} wu [12700.1  GetEdiSGValueRes+ (invokeld:56) DemoProtCtd/|13GtPTOC 1. TmACrv setChe
x - - = L) Demao [127.0.0.1 tuaValueRes+ (invakeld:57) DemoPratCidA3GtPTOCT TmACH: setChe
Tlme I C Zas . WW? 33 52? Pema .1 SetEditSGValueReq  (invokeld:58) DemoProtCid 3G PTOCT TmACH setChe
Serveriur z Nd enit e 09:36:33.52% emo [127.0.0.1  SetEditSGValueRes- finvokeld:58, serviceEmor.access-violation, mmsEmorCla:
kt -rego dotyC}u dar zeni e, >

Message | opis zdarzenia.

INFO TECH

your partner in R&D



Wy szuki wan|

e

ob

| ekt -

Demo [127.0.0.1]

\

< .n. ~ - @)
"|*f‘gﬁ‘@ US| &> 28 o AV
a ta umoU - _ -
. - ;@ Association Name FC  Walue | Find next object in model i
dowol nego <ci Ngu | penmeasrenen: RetD B8R
< - E-LH LLND BR false
a nastnpni e wysz| - D Mod ;
del kt-ryc R
- r v C| @ = D Health = <J ﬁ ~N v
W m O e e u y . r y C ..... 0 NPt ’(9, ﬁ IJS [ 3 BR br A v @
W najmnlejszym Stopnlu pOkryWa """ D05 D51_:'|Ei ;@ Assodation Name FC  Value | Find previous object in model |
= A S S DS D52 EI---L!J DemoMeasurement RptiD BR
sin z podanym te€ B owwe ReiEns B foke
----- BR brcho2 - D ""‘f DatSet BR DemoMeasurement/LLNO.DS2_All
----- RP urchil D Be ConfRev BR 1
ur e Healﬁ'|1 OptFlds BR 0111111111 {sequence-number, report-time-stamp, reason-fo...
I I I - 0 NamPit BufT: ER 1000
Wy S Z U k I W a n I e O b I e k t " \A 08 D51 _Measurement SqNLll-:n ER 0O
CH1 ™~ M ¢ 0§ D52 Al TrgOps BR 011111 {data-change. quality-change, data-update, integrity, g...
rozpoczNI uUywaj Nc sk e IntgPe BR 0
. qLilorcho2! Gl BR false
klawiszowego Ctrl+F. W b0l PurgeBuf BR false
Server  Connection  Window  Help
&  Connect _
m— 5 e 1 Demo [1
DEFHO[.IE'I'LI'LI'” 3:1EWErs ] ﬂq Disconnect u :
J | = ~y | 4 E Abort - ,(9’ ¢
: & 7 @D US & [ST.CF.OCEXBR, v/ Find.. AN (@ g Deete - e
- @ Association Mame FC  Valus #¥  Refresh BLD Der
" DemoMeasurement Get Server Directory R : '-"
[H--LD DemoProtCirl Export to SCL file
Find... Ctrl+F LH
om A Find Previous  Shift+F3 =HI0) Der
r gg 4| v = F3 Find object in moldellni

your partner in R&D
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Widok Danych Procesu (PDV)

Process Data View

Widok Danych Procesu

(ang. Process Data View, &9 1S QA[srcrocmx v Find.

PDV) JeSt dedykowanym ¥ 61850 Avenue 2.1.17 - Deme [127.0.0.1] Hame

WIdOkIem do Server  Connection  Window = Help —‘ H  Meod
. . w 0.0 Servers Ctrl+P =

monitorowania wybranych | o o

Ctrl+D
Ctrl+G

il
(=) Process Data View

tI3r0cess Data g

danych procesu z

Process View

eksplorowanych

®eil

FC  Value

| Add to Process Data View |

{stVal=0=0000000000000 {Goed, Process), =10
,q=0000000000000 {Good, Process), t=19°

{stVal

{st\g=0,q=0000000000000 {Good, Process), t=19"

dor=INFQ TECH, swRev=1.0, d=Current harmor
phsAHar={0={cVal={mag={f=0}}, g=0000000000C

Process Data View

ﬁq )tjs e ST.CF.DC. M

_ . A Auto Hide Al M (5T CFDC MX v Find..
u r Z N d Z e CE' E LNDtC Reset Window Layout ~ ry—
S YOPIDL | pemo (122908 # Mod
. N ObjiCs - - # Beh
Wl d 0] k D an y C h OC € LN LPHD1 H Health
= > [ 13pMHAT L # NamPlt
otworzyl za po@€tN = @
| ub wybi er aj NWindow c | o e .
UOyt kowni k moUe zapi¢af dodane

do PDV, FklUUkya jkNownp rkz ynto
element(y) do PDV przez

serwer a wy bpramfiiel U nt e

pozycj e

w widoku Servers.
Usuni nci e
automatyczni e
powi Nzanych pozyc jmenukontBkBidvego lub

INFO TECH ===

your partner in R&D

powdadwunjye hu ou mizn ded-

narzﬁd@i

. Fa Assodation
o
O DemoMeasurement

V4

r

LN LLND
+-LM LPHD1
SmE =

D Ctrl+C

Copy Reference

Create Data Set
Add te Process Data View

@D

; & Refresh

oL 13

LN U3 Get All Data Values
‘"'LP DermaoP Refresh Data Sets

T---LH LLI

LN LPH

+1-LN ObjICSWTT

Ne

& EE
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Widok Danyc

N Procesu (PDV)

- funkcje

narzndzi
Procesu moUemy wy
nastnpuj Nce pol ec
0 Automatyczne potwierdzanie
wszystkich aktualizacji co 30 sekund
poprzez aktywi & n
0 Potwierdzenie aktualizacji
wszystkich el
przyciskiem

Z paska

emen
e

oUsuni nci el
przyciskiem =

60dSwi eUeni e
przyciskiem

e emen

el em

[

OSkopi owani e

wybr

widoku przyciskiem ¢

0 Ustawienie cyklicznego
odczytywania danych 30 = =ec

INFO TECH

your partner in R&D

0o

¥ 61850 Avenue 2118 - Demo [127.0.0.7] - a pd
Server  Connection  Window  Help
éﬂ“ Demo [127.0.0.1] -~
3
E & ® G 0O | 30 sec @
Location Function Object name Value Quality Timestamp Received FC Reference .
DemoMeasurement  I3pMHAIL Ha.phsaHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 Mx DemoMeasurement/I3pMHAILHA. phsaHar(D).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar 100 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 MX DemoMeasurement/I3pMHAIL.HA.phs&Har{1).cVal.mag.f
DemoMeasurement  T3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 MX DemoMeasurement/I3pMHAT1.HA.phs&Har(2).cVal.mag.f
DemoMeasurement I3pMHAI1 HA.phsAHar [} 0000000000000 {Good, Process}  2025-07-29 12:05:31.  14:05:32.416 M DemoMeasurement{I3pMHAT1.HA.phsAHar(3).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 Mx DemoMeasurement{I3pMHAT1.HA.phsAHar(4).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 M DemoMeasurement/I3pMHATLHA. phstHar(5).cVal.mag.f
DemoMeasurement  I3pMHAIL Ha.phsaHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 Mx DemoMeasurement/I3pMHAILHA.phsaHar(6).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 M DemoMeasurement/I3pMHATLHA.phstHar(7).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 MX DemoMeasurement/I3pMHAIL.HA.phs&Har(8).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 M DemoMeasurement/I3pMHATL.HA. phs&Har(9).cVal.mag.f
DemoMeasurement  I3pMHAIL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 Mx DemoMeasurement/I3pMHAT1.HA.phsAHar(10).cVal.mag.
DemoMeasurement  T3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:05:31. 14:05:32.416 MX DemoMeasurement/I3pMHAT1.HA.phs&Har({11).cVal.mag.
l DemoMeasurement  I3pMHAIL HA.phsAHar 1} 0000000000000 {Good, Process}  2025-07| ) . _ isAHar(12).cVal.mag.
Location Ermm i nki~t name
DemoMeasurement  I3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07, ,_l L ti isAHar{13).cVal.mag.
) Location 8
DemoMeasurement  T3pMHAI1 HA.phsiHar 0 0000000000000 {Good, Process}  2025-07)] DemoMeasurement — AHAM  caHar(14).cval.mag.
DemoMeasurement  I3pMHAIL Ha.phsaHar [1} 0000000000000 {Goed, Precess}  2025-07| DemoMeasurement |'7| Function AHar isAHar(15).cval.mag.
DemoMeasurement  I3pMHAIL HA.phsBHar [1} 0000000000000 {Good, Process}  2025-07 isBHar(0).cVal.mag.f
DemoMeasu (=] ObjectN: AHar
DemoMeasurement  T3pMHAIL HA.phsBHar 100 0000000000000 {Good, Process}  2025-07) = jectiiame \sBHar(1).cVal.mag.f
ez De surement AHar
[] Value
Demo [127.0.0.1] |Report (Reference="DemalMeasurement/LLMN0.brcb02" RptlD="DemoMeasurement/L| DemoMeasurament iAHar nclusion, DataSetMName .
(=] Quali
DemoMeasurement — Q ty iAHar
~ f_
Dodat kowo moUna K| oemoresenent [)Timestamp — arir
o —
zawartoSl PDV pr z trewers DQReeed  #0 @ nij e
DemoMeasurement @ EC AHar . <
wyboru atrybut - w = kaj N
DemoMeasurement iAHar
rawym przyciskiem myszki na B
DemolMeasurement iAHar
|_J RCBs

nagg:- wek

tabeli).

DemoMeasurement

iAHar
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Widok Danych Procesu (PDV) i
cykliczne odczytywanie danych

Po dodani u el ement w._do PDV

Fae 6lod avshue 2.1.18 - DeMal127.00.1]
-

\'4
uUyt kowni k moUe *wigNcz (lub
z2ne soG@MYyt ywanl e

o , Lf Dem¥{127.0.0.1] =
= i
wygNczyl ) cyklic¢
d anyC h p rZyC I S kl e m :':_:l | DemoMeasurement I3pMHAIL1 HA.phsAHar 100 0000000000000 {Good, Process} 2025-07-29 12:22:26. 14:27:25.982 MX DemoMeasurement/13pMHALL. HA.phsAHar(1).cVal.mag.f ‘
. | | DemoMeasurement  T3pMHAIL Ha.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:27:26.075  MX  DemoMeasurement/I3pMHAT1.HA.phsAHar(2).cVal.mag.f
( t u W g m e ) DemoMeasurement  T3pMHATL HA.phsAHar 0 0000000000000 {Good, Process} ~ 2025-07-29 12:32:6. 14:37:26.198  MX  DemoMeasurement/I3pMHAT1.HA.phsAHar(3).cVal. mag.f
: I DemolMeasurement I3pMHAI1 HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.229 MX DemoMeasurement/13pMHAT1.HA.phsAHar(4).cVal.mag.f
DemolMeasurement I3pMHAT1 HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.337 M DemoMeasurement/13pMHAT1.HA.phsAHar(5).c\Val.mag.f
N Z DemolMeasurement I3pMHAIL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.447 MX DemoMeasurement/13pMHAI1.HA.phsAHar(6).cVal.mag.f
D O S t n p n e S N n a S 1 DemolMeasurement I3pMHAIL HA.phsAHar o 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.556 Mx DemoMeasurement/13pMHALL HA.phsAHar(7).cVal. mag.f
- - DemolMeasurement I3pMHAT1 HA.phsAHar 0 0000000000000 {Good, Process} ~ 2025-07-29 12:22:26. 14:26:45.650 M DemoMeasurement/13pMHAT1.HA.phsAHar(8).c\Val.mag.f
param etry ko nfl g u raCyJ n e DemolMeasurement I3pMHAIL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.746 MX DemoMeasurement/13pMHAI1.HA.phsAHar(9).cVal.mag.f
- . DemoMeasurement  I3pMHAIL HA.phsAHar [1} 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.872 MX DemoMeasurement/13pMHAIL.HA.phsAHar(10).cVal.mag.
Cykl I CZ n e g 0 0 d Czytu d anyC h . DemolMeasurement I3pMHAIL Ha.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:45.996 Mx DemoMeasurement/13pMHALL HA.phsAHar(11).cval.mag,
DemolMeasurement  I3pMHAIL Ha.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:26:46.105 MX DemolMeasurement/13pMHALL HA.phsAHar(12).cval.mag

~ e
O Cykl Od Czytu d anyc h (d O l I I y ~— | DemoMeasurement  I3pMHATL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:27:26.291  MX  DemoMeasurement/I3pMHAILHA.phsAHar(13).cval.mag
60 Se ku n d) 3 |:| I DemoMeasurement  I3pMHAIL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:27:26.415 MX DemolMeasurement/13pMHATL. HA.phsAHar(14).cVal.may

I DemoMeasurement  I3pMHAIL HA.phsAHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:27:26.523 Mx DemoMeasurement/I3pMHALLHA.phsAHar(15).cVal.ma

>4 L - b I I DemolMeasurement  I3pMHAIL HA.phsBHar 0 0000000000000 {Good, Process}  2025-07-29 12:22:26. 14:27:26.634 M DemoMeasurement/I3pMHALLHA.phsBHar(0).cVal.mag
0 I C Z a' e e m e n t g I DemolMeasurement  I3pMHAIL HA.phsBHar 100 0000000000000 {Good, Process}  2025-07-29 12:22496. 14:27:26.715 Mx DemoMeasurement/13pMHAIL.HA.phsBHar(1).cVal. mag

t A t - d k I DemoMeasurement  I3pMHAIL HA.phsBHar 0 0000000000000 {Good, Process}  2025-07-29 12?26‘ 14:27:26.854 M DemoMeasurement/13pMHALL HA.phsBHar(2).cVal.ma
Zapytaniu - parametr w wWidoku o

Optlons (Help - OpthnS) Demo [127.00.1] GetDataValuesRes+ (nvokeld="340" SenviceError="no-error' )

PDV items count limit per pall: 1= - - - -
Elementy PDV zaznaczone ciemnoniebieskim kolorem
zostagy odSwieUone al e ni ¢
po wykonaniu cyklu odpytywania danych. Po odczytaniu

IN'r-o TECH przez uUytkowni ka, el ementy

. czarno (kolor inicjalny).
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Widok procesu (PV) 1 wizualizacja
danych na schemacie jednokreskowym

Widok Procesu PV)umo U1 i wi a uOyt Wb #RQKk 51510C93WW°WE”=‘E@U”C3+F
powi Nzanie wybranych da n9EW°"zZ)§|er?N%|Ep55“mOCN

0 Log Chrl+L
graficznymi elementami schematu przycisku _ @, Process DataView Cirl+D,
jednokreskowego opracowanego dla instalacji. lub wybier MeNg. ..Q.P Cdudl

menu Window

Auto Hide All
61850 Avenue 2,117 - Demo [127.0.0.1] Reset Window Layout

Server  Connection  Window  Help

kS Deme [127.0.0.1] o View
= & -
ﬁ,q e MX, CF. DC || Find.. b 7 | B

+ 1 Demo [127.0.0.1]

J:r---LH LPHD1 || Name FC  Value | Assign Demo Rela
=I-LN I3pMHAI1 H  Mod {stVal=0, g=0000000000000 {Good, Process), t=19... *
- D Mod # Beh {stVal=0, g=0000000000000 {Good, Process), t=19..,
- 0 Beh +  Health {stVal=0, q=0000000000000 {Gocd, Process), t=19...
- 0 Health *  MamPlt fvendor=INFC TECH, swRev=1.0, d=Current measu...
- I NamPlt = A {phsA={cVal={mag={f=20}}, g=0000000000000 {G... k
-0 HA #  phsA {cVal={mag={f=20}}, g=0000000000000 {Gocd, Pr... Y
=I-LM ISpMMxU1 +  phsB {cVal={mag={f=253}}, q=0000000000000 {Good, Pr..
-+ D Mod # phsC {cVal={mag=(f=8)}, g=0000000000000 {Good, Pro... 4
-+ D Beh d DC 3 phase current
- 0 Health
- O NamPlt
+--@ A
+-LM U3pMMKLZ Phase A current: 20 A
1D penarotce ; O e
B AR
EI r‘ _@ P::ase Avc:tage: 14400 W
A B e: 14250 W
L1 4 'Nﬂ @ Sequence Number: D Data Set: |Demol‘~1easurementﬂ_LND.DS 1_Measurement | p}-:z: c:;ﬁgm 14760 W
Report I " Configuration Revision: |1 0 |Dem0Measurementﬂ_LNDSRPSun:bl:|

INF O TECH

your partner in R&D



Widok Procesu 1 pomiary
| sterowania

ki dedykowanym el ementom graficznym,
zekgadni k napinciowy (VT), uUyt kowni k mc
Aby dane bygy aktuali zowane na schemaci e 1
byl uwzglfidnione w aktywnym raporcie | ub ¢
danych procesowych (PDV).

Server Connection Window  Help

W ss View 1x

~ . ] 73
P V u m O U I | W | a 2 ) Demo [127.0.0.1]: DemoProtCtrl/Obj3CSWI2.Pos 3
g o . g @~
19 . & Status Information
W y W o g y W a n l e p ¢ @ Assodiation T Value: |01{of-f} \

£-{L0] DemoMeasuremen |, i (0000000000000 {Good, Process]

d I | E-LM LLND
Ste rowan Ia a : LN LPHD'1 Time Stamp|2025—05709 06:25:02.261 [Leap Second Known][Time Accuracy = 10 bits] I l

el ement -w sch ius
reprezentuj Nc

E-LD DemoPratCirl

=Ll LD Control <
% 1 E ::: Value: on (true) ~|  Control Numberf)
ur zNdzeni a .
- . D NamPlt Time Starnp|2025-05-09 08:24:45 @~ [ Use Current Time et
~ ; Check Phase A current: 18 A
przegNczeni ow Qr=ear=z:

Category: | remote-control | ld: |CDAE3ED7 | |HEX v| [ Interlock Check
nterlock Chec

Po wybraniu takiego L e DR
el ementu poja &Rl T p

- Time Service Message [l
okno polecenia 2 oty o, o ,
13 DemoMeasurem 08:25:03.314  Report Received (stVal: "01{off}", Rptld: "DemoMeasurement/LLNOS
== 08:25:03.319  Report Received (stVal: "07 {off!" Rotld: "DemoProtCtel/LLNOSRPSur ¥

steruj Ncego. Bk 37| fostornin o esses oemo e T

Control model: sbo-with-enhanced-security
I N o TECH —

your partner in R&D 55
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Widok Procesu

I tryb edycji

Tybedycji umo Ol i wia uUy t |
przypisywanie obiekt: 2
model u danych UrZNdZe:ﬁ:ﬁ:_:::"'""""-fffffffffffffffffffffffff
el ement -w gr af| Cznych..'.:::::|.T.s";.'.:.E”.'°..E'.='.|:::::::::::::::::::::::::
procesu (PV). ; :::::::::::::::::::.:::::::::::::::::::
........................ BoDemo -« - oo e
Po wybraniu odpowiedniej opcji z menu SRR o e KO ChautLpar |l
PV aplikacja przechodzi w tryb edycji. R
------------------------ B = I N B N R R AT
------------------- T DemoProtCed - - - - . o o oL
KI't knincie na el ement :::}}}zz;;f}}}?
wySwietla |istin o0stn | oo e -
przypisania obiekt- -w | o ( - pemo
] B T, DemoProtCtrl
UUyt kowni k moUe r Wni ::::;f"-‘:°:n:jﬁ"f"b"1CS""I‘-"°s"- S Obj1XCBR1.Pos
referencjn do pol a 8 . omoros o] ODJ3XCBR2-Pos
obiektu danych, kop| u\m e e [ o | Eggﬁi::
widoku modelu danych. Eg@ Cony Referene e s obacanTa po
| LTRE] =2 Control... [ e - e e e e e e e e
IN o TECH | 1561 @) Add to Process Data View LIl oK Cancel  Clear
| Objix %% GetDataValues |
your partner in R&D et Dota Vahues
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Widok Procesu T wy b - r szab
tryb ciemny

Wi dok

szabl on:-w schemat™\ b s e
jednokreskowych, co pozwala ) B
uUyt kowni kowi n
odpowiedniego schematu
instalacji.

Incoming Line and 2 Outgoing Lines

Incoming Line and 4 Outgoing Lines

Capacitor Bank

Outgoing line with local power plant

Compensated Network

Resistor Grounding

Bus Coupler

MV side of the HV/MV transformer

UUyt kowni k moUe
Wi dok Procesu mi
jasnym a ci emnym
od preferencji wizualnych i
warunk:-w pracy.

Voltage Measurement

Combined Grounding

Grounding with selection of the line section

Aby ugatwil an
Il nstal acj i (sc
funkcjn powink

INFO TECH

your partner in R&D

Phase B voltage: 14610 V
Phase C voltage: 13440 V

Inceming Line and 4 Outgeing Lines
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Generacja pliku

ICD/CID

INFO TECH

Dla zaznaczonego
serwera wybierz Export to
SCL f Bbyeé
wygenerowal o
ur zNdzeni a w

UUOyt kowni k m
parametryzacji
tworzonego pliku SCL
przez dedykowane okno

dialogowe.

Include communicgitan section a7 True
a= Edition2

a1

L Export to SCL file... F 61850 Avenue - Demo [127.0.0.1]
Server  Connection  Window  Help

E% Ell—l &  Connect

E Export parameters & Disconnect
|IED name Demo IBoT
IED type
IED manufacturer & Delete Del
IEDIJconﬁg version £ Refresh

CUSch Default .

Instagtiate RCE False Get Server Directory

J Datd Jinde vayes k u SCL. Enums Export to SCL file
Walue kind for ndn operational values Find... ClrlF
Value kind for operational process values T :
Walue kind for operational setting values #  Find Pr{ Export to SCL file
Description False %: 'H s Find Next F3
SCL Variant Configured IED Description (*.cid)

Edition Edition2
MNameLlength 64
[DynAssociation [include] : True, Max : D
SettingGroups [Include] - True, SGEdit {[include] - True, ResvTms - False)}, (
GetDirectory True
GetDataObject Definition True
Datalbject Directony True
GetDataSetValue True
SetDataSetValue False
DataSetDirectory True
ConfDataSet [include] - True. Max - 6. MaxAttributes - 9. Modify - False
DynDataSet [Include] - True, Max : 0. MaxAttributes - 0 w
Services
Specfies service capabilties and setting elements and attibutes of the IED.
Export File Mame:
Browse
Ex Cancel

your partner in R&D
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Co | eszcze
61850 Avenue é

Zzhaj] duj e

IEC 61850 Relay Simulator
GOOSE testing toolset

Sampled Values testing toolset
File transfer testing toolset
IEC 61850 ICD Editor

INFO TECH

your partner in R&D

reach higher
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61850 Relay Simulator

zrozumienia | ak
Zzabezpieczeni owe
w sieci komunikacyjnej IEC 61850.

Ni ezwykl e gat
testowania dz
IEC 61850.

INFO TECH

your partner in R&D

Znakomite nar zndz

reach higher
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IEC 61850 Relay:
Oknostartowe 1T wyb:-r edyc] |

Do wyboru jedna z trzej edycji standardu ¥
IEC 61850 (1, 2 lub 2.1). ==
Edition 2Amd1: IEC 61850-7-4: 20078 et
Service fracking configuration

Dodatkowe parametry: ResvTms in BRCB DpcTrk | Mot assigned v
A Opcjonalne atrybuty RCB. WEmeons UretTrk | Not assigned v
A Konfiguracja Service Tracking. Zri:kk :igj -

. . O T 0T assigne e
A We r y f I k ac J a a d res - SgcbTrk | Mot assigned ~
A Komunikacja MMS na porcie 102 lub | |

Opgjonalnle bezpleczna kOmunIkaCja v4 Interface VMware Metwork Adapter VMnetd MAC: 00:50:56:00:00:0 ~ | | 2
u U y Cl em T L S ( p Or t []MMS server on all available interfaces Part 102 |

VMware Virtual Ethernet Adapter for YMnets
IP: 192,168.72.1

A k CcC e p t owa | n e J est p IP&: FES0:0000:0000:0000:0428: 1909: AB4E:F2B5
wybranym lub na wszystkich interfejsach. [Ochecosiaddresses

[ JuseTLs

[]use ACSE authentication

INFO TECH
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IEC 61850 Relay:
Okno startowe

I TLS & ACSE

W celu uUycia szyfrowani ¢
umerzytelmama ACSE W konflguracp
interfejsu serwer a

~

nal e Uy

AUstawil numer portu 378
AUstawil UsdTlgSio A

AUUyIl posiadanych plik-w
kluczy, aby okreSlil:

A Ga Ecuch cer tgeftilickten t
chain (rootca.pem &
intermediateca.pem )

A Certyfikat serwera - Server

B certificate (server.pem )

A Klucz prywatny serwera - Server
private key (server.key )

A Nazwih serSNera
AUstawi | UsdAC§Hauthentication 0 .
AUUy | po iadanych plik-w
okreSli :

A Za ufany punkt §aEcu

cer tyf i-kTA tert whain
(rootca.pem & intermediateca.pem
+ intermediatecrl.pem )

A Certyfikat klienta - Client certificate
(client.pem )

A ListiA uni ewaUni ony-c
CRL (crl.pem )

A Nazwnf kil Commdn name

RozpoczNi symulacj#

IN¥O TECH

your partner in R&D

pr z

[ MMS server on all available interfaces Port 3782

Realtek PCIe FE Family Controller
IP: 192.168.8.33
IP&: FEBD:0000:0000:0000:080C: AGDG6:0624:CO67

[Jcheck 0SI addresses
Use TLS

IUse ACSE authentication

Server cybersecurity configuration

Certificate chain | C:\ProjectsDB\certificates'rootca. pem ay
C:\ProjectsDB\certificatestintermediateca. pem

Certificate |C:‘\ProjettsDB\cerﬁﬁcates",server.pem | k=7 lﬁ

Private key |C:\ProjettsDB‘n,cerﬁﬁcates\,seruer.key | 7 @

Key passphrase | | LY

SNI |TLSSErver |

Client cybersecurity configuration

TA cert chain C:'ProjectsDB\certificates\rootca. pem 0
C:\ProjectsDB\certificates\intermediateca. pem|C: \ProjectsDB\certificates\intermediatecr]. pem

Certificate |C:\Projer:tsDB‘l,cerﬁﬁcates‘l.dient.pem | 7 @I

CRL |C:\ProjettsDB\cerﬁﬁcates‘p’l.pem | 7 ﬁl

Common name |TL5CIient |

oK Cancel
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IEC 61850 Relay:

symul at or

pol a

Linia z wygdgNczni.kiem

Proste zabezpieczeni e
interfejsem serwera IEC61850

(reprezentatywny zest a
ustalony model danych).
Lokal ne i zdal ne moni

Lokalne i zdalne sterowanie (model
jednokrokowy DO-es) withf unk cj N
blokady.

Dodat kowa | inia z wyg(g
prezentacji alternatywnego modelu
sterowania (dwukrokowy SBO-es).
Symul acja awarii wygN

Klient serwera czasu.

INFO TECH

¥ INFO TECH [EC61850 Server - x

Simulation of protection relay with IEC61850 server

Now with GOOSE, file transfer .
and cybersecurity! INFO TECH
[ %1 IED Name: Demo

Server IP: 0.0.0.0
Server Port: 102

MAC: 00:50:56:C0:00:08
Edition: 2.1

ResvTms attribute: yes

Owner attribute: no
Use TLS: no
ACSE authentication: no

Owercurrent protection 1>

BLock @

sTART @

TRIP
50 100 E .

¥ RTRIP @

SG T
12 PMOTE O

v
rA)
LV
rA)

a4 a a -

IL2=10

IL3=10 DI .

L1 = 15000 Dz .
Y ¥ ~ i
1{ ULZ = 15000 Dl4 .

UL3= 15000 o5 .

[ Disable sound

Connections: 0

your partner in R&D
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IEC 61850 Relay:

wsparcie dla Ed.1, Ed.2 and Ed.2.1

W programi e
uruchamiania symulatora:

E d ylEQ 6M185a
E d yIEG 6HI85@

- Zgodny z
- Zgodny z
- Zgodny z

(wraz z odpowiednimi plikami ICD).

Uwaga:

W danej chwili tylko jedna instancja
symul atora moUe
tym samym komputerze.

INFO TECH

your partner in R&D

dostnpne

n

n

Edy clECN61830. =+

Z0oOSt a

 INFO TECH IEC61850 Server

Now with GOOSE, file transfer
and cybersecurity!

SSimrariont)f proreZionyeFay wi@ IEQB&O _Lerv@

INFO TECH

[

0 —TyY *
DI my

mnor my

IED Name: Demo

“LServer IP: 0.0.0.0

—

Server Port: 102

MAC: 00:50:56:C0:00:08

_— Edition: 2.1

ResvTms attribute: yes

Owner attribute: no

Use TLS: no

ACSE authentication: no

Owvercurrent protection 1>

—
=

o a1 &’

[ pisable sound

—

BLock @
~ START @
ol ™ @
100 E
RTRIP @
SG1
=1 RMOTE @
IL3=10 DI .
-0 2° ®
D @
U2-0 oy @
=0 o5
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IEC 61850 Relay:
symul ac |

a sygnag

. - - [ ErVer ~ - B
Wi el koSi prNd-w fazowych mo
P = - Simulation ofprorecr nre.*ay with IEC61850 server
ust al al rnczni e suwaki| BNl ooarﬁrransprrzyﬂ,_o_rc"
o and cybersecur,
pomocy formugy (np. z Z'a’l Cll\ll e [lbooe Dons
C Z a S u ) Wy WO g u J N C nEd|tautnmat|cformuIa — }IEZ:Z:LZ::-“D;
- = i e |45‘ | MA_(?: 00:50:56:C0:00:08
Mo UIl | wo S| symul ac | Faition: 2.1

harmonicznychi k1 i kni nci e

ResvTms attribute: yes
Owner attribute: no

< o ancel Use TLS: no
Ssygnagu wywoguj.e OKITu Uus (jdawrlae ACSE authentication: no
Zabezpieczenie dziaga z qdwrlot mM\N AT SR
charakterystykN czasowN.
X X BLOCK @
Harr;;niCSfD1rsltL1 2nd 3rd Ath Sth Eth Tth Sth Sth 10th @_ START .

| | | | | | | | | | | | |
1% 100% 0% 1% 0% 0% 1% 0% 0% 1% 0% 0% 1% 0%

X
1th 12th 13th
L]

TRIP
\ 0 5‘9 100 E .

RTRIP @
v SG1
\(— —————— — 1= g MOTE ®
( L2 = 49

< v

INFO TECH

your partner in R&D

IL3 = 49
o on @
CE UL - 13560 0 o
Cae v Q UL2 = 13530 os @
9 uke- Did @

UL3 = 13530 pI5 .
[isable sound

Connections: 0

W a
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IEC 61850 Relay:
komunikacja GOOSE

INFO TECH

[ IED Mame: Demo
L=\ Server IP: 0.0.0.0

Server Port 102

MAC: 00:50:56:C0:00:08
Edition: 2.1

ResvTms attribute: yes
Owner attribute: no

Use TLS: no

ACSE authentication: no

Funkcja GOOSE Publisher (oddzielny # INFO TECH IEC61850 Server
- 7 Simulation of protection relay with IEC61850 server

program) : propaguj e 1z

- . - - - Now with GOOSE, file transfer
sieci komunikacyjne,j. and cybersecurity!

Funkcja GOOSE Subscriber: pozwala * *
zdal ni e wymusi |l zadzi

bl okowal zabezpi eczer

i nnego urzNdzeni a

GOOSE Publisher 4

GOOSE Publisher

Metwork adapter | Ethernet 5 MAC: 04-00-27-00-00-09

if;).-’-'«bnut
& Tip
% Blocking | [N
Running [ & |

INFO TECH

K] Esit

L)
L)

Y

INFO TECH

your partner in R&D

[ pisable sound

=

LW
Cai

Owvercurrent protection 1>

BLOCK @

sTART @

TRIP
100 E .

50
v RTRIF @
v 5G1
0 - a8 RMOTE @
v L2 = 49
v
IL3 = 49 o .
UL = 13880 0 e
i D3
L UL2= 13530 50 @y

LL3 = 13530 ois .

Connections: 0
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IEC 61850 Relay:
Export of configuration files

Export of ICD file.

¥ INFO TECH IECE1850 Server

Simulation of protection relay with IEC671850 server

INFO TECH

Now with GOOSE, file transfer
and cybersecurity!

If TLS and/or ACSE used:

=) | IED Name: Demo

L=l.Server IP: 0.0.0.0

el Server Port: 102

Export of secrets (file with  w=
certificates and keys)

INFO TECH

your partner in R&D

LW
L)
LW
ra

MAC: 00:50:56:C0:00:08
Edition: 2.1

ResvTms attribute: yes
Owner attribute: no

Use TLS: no

ACSE authentication: no

Owvercurrent protection 1>

BLock @

sTART @

TRIP
100 E ®

N O
rMOTE @

IL1 = 48

- a |y

IL2 = 43

Y ¥

[ pisable sound

IL3=49 o .

L1 = 13560 Dz .
DI3

UL2= 13630, .
UL3 = 13530 DIs .

Connections: 0
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GOOSE Toolset

INFO TECH

your partner in R&D

reach higher
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GOOSE toolset: GOOSE Sender i
konfigurowalny nadawca

Program realiGaO@ﬁENcy funkcjn
Publisher, pozwalajNcymku@nfkgurowal

et pter | Ethernst § MAC: 04-00-27-00-00- - ~» |
parametry transmi s§9 © witalio in @S g noamos e

GOOSE, ut wor zyl Z et A W daﬂﬁgdyrrhj |
ooooo 0&:00: 27 :00: Qi 03 Own L m .

oraz modyfi kowal V\baatn—tm—%cm“mTMtH@ch e
wysyganych w wi adomoS@ontsll—elhDsm:mmczn| e | Sawumlﬂ j
. v YLaM headsr  CFl . |Eth CBRef |LLMO%gch1 aRev |20 = ||
l ub zgodnie z formugaml|—_| » & f o [ ] |

Test  [TRUEL ~| ||

Time |2D23-03-DB 08:18:43.335

Naci Sni jGpalzy ci <sszt<p*‘t"fd232IXIJﬁ

| Class of raff

transmisj NSTOR, apy z pad S K

zatr zyma 1 N T [ Formula J| ot reterence

Uwaga: Program dol NS USt awi a

wart oSl TR GEuldtiora™ bi’ R —

(Ed.2) / Test (Ed.1). Ma to zapobiec ; Pami itaj o wyborze wgaSeci
przypadkowym dzi agan giReMetP IRty SafamedrdNefvork adapter.

ur zNdze & odbi eraj Ncych WladomoSC| >
GOOSE. Zmiany tego ustawienia e —

moUe dokonal Swiadomy uUytkowni k.

INFO TECH
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GOOSE Sender 1 war t oSc |

def i ni

OWwWane

np.

d ¢

if
intpower

In
log10
logN
max
min
pi

pow

radtodeg
randG

random
round
sin

sinh
sqr
sqrt
tan
tanh
trunc

Conditional result: if argument 1 evaluates to true (is not 0) result is equal to
argument 2 otherwise result si egual to argument 3

IntPower raises argument 1 to the power specified by argument 2 (both
arguments are treated as integers)

Natural logarithm (Ln(e) = 1) of the argument
Logarithm of baase 10 of the argument
Logarithm base N of X

Maximum of 2 arguments

Minimum of 2 arguments

The ratio of a circle’s circumference to its diameter. Pi is approximated as
3.1415926535897932385

Power raises argument 1 (base) to power given by argument 2 (exponent).
For fractional exponents or exponents greater than 2147483647, base must
be greater than 0

Converts angles measured in radians to degrees

Produces random numbers with Gaussian distribution parametrized by
argument 2 (standard deviation) about the argument 1 (mean).

Produces random number within the range 0 <=X < 1

Rounds a real-type value to an integer-type value

Sine of the argument

Hyperbolic sine of the argument

Square of the argument

Square root of the argument

Tangent of X

Hyperbolic tangent of X

Truncates a real-type value to an integer-type value (value of X rounded

INFO TECH

toward zero)
Przy def

Symbol Explanation

Factorial i.e. 15 gives 1%¥2*%3*4*5 = 120

transmi sji

T
T mod 2
30+10*sin(2*T)

your partner in R&D

reprezentuj Ncej

% Percentage i.e. 10% gives 0.1

- Negate i.e. -10 gives -10 and —-10 gives 10

+ Pasitive value i.e. +10 gives 10

M Power i.e. 32 gives 9

2k Multiplification i.e. 2*2 gives 4

/ Division i.e. 4/2 gives 2

div Integer division (result and operands are treated as integers)

mod Remainder i.e. 3 mod 2 gives 1 (result and operands are treated as integers)
+ Sum i.e. 2+2 gives 4

= Substract i.e. 4-2 gives 2

= Substract i.e. 4-2 gives 2

= Substract i.e. 4-2 gives 2

< Less than i.e. 3 < 2 gives 0 (false)

<= Less than or equal to i.e. 1 <= 2 gives 1 (true)

»= Greater than or equal to i.e. 4 >= 2 gives 1 (true)

> Greater than i.e. 4-2 gives 2

= Equal to i.e. 4 = 2 gives 0 (false)

<> Not equal to i.e. 4 <> 2 gives 1 (true)

not Logical negation i.e not 0 gives 1 and not 1 gives 0

or Bitwise or i.e 1 or 4 gives 5

and Bitwise and i.e. 3 and 6 gives 2

Xor Bitwise xor i.e. 7 Xor 5 gives 2
ni owani u formug o

moUna korzyst al
sekundowy | i
-sekwencja false, tr

if(T mod 2, 10, -10)

nusoi da z v
a pr olOLGKN.t na

-S|
-f al

czn

u
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=
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f or
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import pliku SCL

GOOSE Sender 1 konfiguracja przez

S k 1"? GOOSE Sender

MoUna r - wnied0
f u n kKGOPSIPE Publisher poprzez
przejncie d&C€B ni

Import

Exit

File Edit Transmission Help

+ 493X @
= =

~GO0OSE

Eth

IM:DD:2?:DD:DD:DS
Destinationl 0 :0C:Co:01:00:M M-cast

Owr

Pricrity
CFI
D

|4 Ev
e

32

223 .1 .1 .8 M-castl

-

Ediion |1

Fired I FALSE - l

DSRef |LLNOSDS4
CBRef [LLNO$geb
GID
Time  [2023-03-08 08 02:55 10

— O X
Metwark adapter |Ethemnet 5 MAC: 04-00-27-00-00-09 LI ‘ 2
&pplD |2 H 3 TTL |4DDD 3,

StHum |1 vl
SgMum |113 j
CfgRew I‘I j

NComm |FALSE |

|52

Test

zawartej w zaimportowanym pliku  Jsou
w Jjhzyku SCL. Pajf s
transmi sji i Z e [pmmm,
W programie ustawione tak jak we
wskazanym bl okuf i
T
[ | e

Value

| Formula |

Data reference

Available GOOSE streams

Dataset elements

lx  |mD | Type | Destination Address | AppID | confRrev | GoosEID | GeB Reference |
1 Demo Notroutshle  01-0C-CD-01-00-00 0001 1 G1 DemoProtCtrl/LLN0SGOSach 1 DemoProtCirl/DIGGIO 1. Ind1.stVal [ST]
w2 1 & DemoProtCtr/DIGGIO L. Ind2.stal [ST]
DemoProtCirl/DIGGIO1.Ind3.stval [ST]
DemoProtCirl/DIGGIO 1. Ind4.stval [ST]
DemoProtCirl/DIGGIO 1. Ind5.stval [ST]
Use Cloze |

I«

|Impor‘t GOOSE stream definitions from SCL file

INFO TECH

your partner in R&D

71



GOOSE Sender 1 symulacja innego

ur zNdzeni a

W ten SPPS'b pr ~coo o ot ~ o0 x|
S y m u I O W a I t r a n S ;File Edit Transmission Hellp—,__ "
realizowane przez inne ID @ @ L g -Il;‘ f @ x ‘ @ Network adapter [Ethemet § MAC: 06.00:27-00.00-08 I [

| Type INot routable ;I ~GO0SE

ur zNdzenie. PoOz/ cmm caion 3]

- . - Source lm Own
przetestoqule,' jak na zmiany Oein[ 1T 0000 1 e oo II—_I 3 . o :
warto S C 1 d an y (63 h Piaity [ 2] | | | DSRef [DemoProtCul/LLNOSDS4_GOOSE Saum [113 3]

4 =
- . . [ VLAN header  CFI [Eth =] | | | ceref [DemoProtCul/ [(NO$E0%ack2 Cighev |1 =
ur zZ N d Zenil a 0] d b | D |u Hﬂ G0 [52 NComm |FALSE |

Wi a d oOmo é C | GOOS Time  [202303-08 080255 610 Test  [FRUEN ~|
Address 223 .1 1 35 M-castl

b I . ) Class of traffic 32 ¥
W t a I CY WY SY 0 auems
H H < - > ldx Type Value Formula Data reference
poj awli N sin w- wi =
! 1|BOOL FALSE DemoProtCtrl/DIGGI01.Ind2.stVal [ST]
0 [
a t r y b u t W W e d g u 2|BOOL FALSE DemoProtCtrl/DIGGI01.Ind3.stVal [ST]
ZeStaWu danyCh. 3|BOOL FALSE DemoProtCtrl/DIGGI01.Ind4.stVal [ST]
41BO0OL FALSE DemoProtCtrl/DIGGI01.Ind35.stVal [ST]

W

INFO TECH

your partner in R&D
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GOOSE Sender T zestaw danych z elementami
o typach prostych jak I strukturalnych

GOOSE Sender — O

Zaimportowana definicja |File Edit Transmission Help
p arametr - @OOBE’ n k iD @ @ I':+_ I’:-E_‘ f @ ?( ‘ @ ‘ Metwork adapter |Ethemet 5 MAT: 06-00-27-00-00-09 =] ‘ 3
£

Publishermo Ue o b e ] mo‘ e o

Z e S t a W d a n y C h Z Source Im D Edton |1 LI

tppiD 20 H[Z] T [ 3
i Destinationlﬂ‘l ;0C:CO:01:00:20 t-cast F.DDd lﬁFALSE S |1 3
o (hi=] hd urn -
zar -wno el ement v Py [ 3]

DSRef [EM20TCPLDO/LLNO$DSS Goose SaMum [113 3

—

*

prostych Jak | Stru ktu I’a|nyCh | ¥ VLAN header  CFI IEth v[ CBRef |[EM20TCPLDO/LLNO$GOSge0T CicRiew |2n 3
o fo HE ||| e [EmM20 NComm [FALSE =] ||
=5 Time  [202303-08 DB.02 55,610 Test  |FRUEN ~|
Address m I-cast |
Class of traffic 32 =
—Data items
ldx Type Value Data reference ~
b 0
0.0|BOOL FALSE EM20TCPLDO/GOOSED1GGIOBS.Ind.stVal [ST] '
0.1|QUALITY | 000DDDOODD00O EM20TCPLDO/GOOSEO1GGIOBS.Ind.q [ST] i
0.2|TIME 2023-03-08 09:17:08.328 EM20TCPLDO/GOOSED1GGIOBS.Ind.t [ST] :
b 1|STRUCT 3 element(s) EM20TCPLDO/GOOSEO2GGIOBE.Ind [ST]
1.0{BOOL TRUE EM20TCPLDO/GOOSEO2GGIOB6.Ind.stVal [ST]
1.1| QUALITY | 000ODODODDODD EM20TCPLDO/GOOSEO2GGIOBE.Ind.q [ST]
1.2 TIME 2023-03-08 09:17:08.329 EM20TCPLDO/GOOSEO2GGIOBE.Ind.t [ST]
b 2|STRUCT | 3 element(s) EM20TCPLDO/GOOSEO3GGIOBT.Ind [ST]
2.0|BOOL TRUE EM20TCPLDO/GOOSEO3GGIOET.Ind.stVal [ST]
2.1|QUALITY | 000DDDOODO00O EM20TCPLDO/GOOSEO3GGIOBT.Ind.q [ST]
2.2|TIME 2023-03-08 09:17:08.330 EM20TCPLDO/GOOSEO3GGIO6T.Ind.t [ST]
b 3[STRUCT 3 element(s) EM20TCPLDO/GOOSEO4GGIOBE.Ind [ST]
3.0(BOOL TRUE EM20TCPLDO/GOOSEO4GGIOB8.Ind.stVal [ST]
3.1|QUALITY | 000ODODODDODD EM20TCPLDO/GOOSEO4GGIOBE.Ind.q [ST]
om 3.2 TIME 2023-03-08 09:17:08.331 EM20TCPLDO/GOOSEO4GGIOB8.Ind.t [ST]
r b AISTRUCT 3 element(s) FM2OTCPI M GOOSFOSGGIOAS.Ind 1ST1 &
4

your partner in R&D
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GOOSE toolset:
konfigurowalny odbiorca

GOOSE Recelver

Ve

Program reali zuj N(=
GOOSE Subscriber. Parametry

| File Transmission Data Help

i @ E @ Metwork adapter |Ethemet 5 MAC: 0a-00-27-00-00-09

odbioru wiadomoSci
moUna okreSIlIil rfgq et et

= x | Soouce [04.00.27 .00 0003
Wy b r J ?d n e g O Z e Destinationlm OC:CO:01:00:Mm
wi adomoSci wykry VLAN

4

v WLAM header CFI Eth

j

P
| | Destination| 233~ 1 1

r OZ pa Source |D 0 1} i}

lliemr |0 o o o

Kliknij przycisk GO, a b y

Pricrity |4

J GOOSE

spp D |2 Hi=
77L  [4000 :

StMum |1 =l
SgMum |18 =

DSRef |Dem0F‘r0tEtrIx’LLND$DS4_GDDSE

CfgRev |1

CEBRef |Dem0Pr0tEtlIa"LLN 0$G0%gcb2

NComm [FALSE <] |

GID |G2

Test  |TRUE =] ||

Tirne |2D23-03-DB 08:23:37.707

Statistics

Frames |E

Accephed |E

Ermors |D

Clear

Status |UK

Lo
A8 |

m

Data reference

odbi erani e wiadom
. Data items

przycisk STOP, by z ak 0 (BC Z [ i [ wee [ ve |
0|BOOL FALSE
1|BOOL FALSE
2|BOOL FALSE
3|BOOL FALSE
4|1BOOL FALSE

INFO TECH

your partner in R&D
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GOOSE Recelver 1
Wy branego

monitorowanie
Sstrumil en

a

Wy brany

strumi e GE

- o X
E m ~ I, W Filef Tranggissy Data Help
G O O S 0 U e : b y j H , ? @ Network adapter |Ethemet MALC: 98-29-46-87-39-76 j :
spos-b monitorowan - ’c Coose
e };p:mel — = 4pplD m Sthumm m

p 0 Z W a I a n a g a t W e :o:rce ’m TTL ’m SgMum m
p r zet est owanit e a k Dtstinatiym:;mn; DSRef [DemoProtHl/LLNOSDS4_GOOSE Chafev [1 2]

- . YLAN . CBRef [DemoProlCiil/LLND$GE0%ach2 NComm [FALSE <
ur zNdzenia transmit uj~N o [ o [ ]
(Zmlany danych przerwy W VLA peade E)Fl Time |2D2D-DB-0512:28:52.849 Status l—
transmlsjl’ ltd'). .L:dress ’m M-cast
P O p r Z e Z p O d g I N d EEDaE:eT 'i(i)e m\jalueﬁ n i \ Data reference
wiadomoSci GOOSE = = =iy
u Z y S k u j e m y r W n i 0.1 U 2 |FLOAT 1.65699394¢ DemoProtCtrl/DIGGICY. Ind3.stval [ST]
. . ~ 3|BOOL FALSE DemoProtCirl[DIGGIO Mnd4.stval [ST]
i nformacj n o0 ewenNt Bal=A Y-@dososwam
ni eprawi dgowoSci ach w |
konfiguracji, np. te same Sekwencjn odbieranych
wartoSci parametnr M@UApppPSbedzi | Rayseroguj N
czy GOOSE I D u r +Unych

nadawc - w.

INFO TECH

your partner in R&D

‘?WojERecaerd Omo é C |
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GOOSE Receiver T wy kr ywani e
strum

w konfil gur ac)|

Wi dok strumi eni

GOOSE pozwal a wm

konflikty w konfiguracji systemu:

BgNdstrumi eni e
nadawc:-w o0 tych
parametrach Destination MAC,
App ID oraz GOOSE ID

Ost r z e:Gteumiene od
r-Unych nadawc-
samych parametrach
Destination MAC oraz App ID.

Strumieni e z konfli kt ami

e-wubgm_-wungd

Available GOOSE streams

2 Motroutable  98:29:A8:37:3... 0L:0C:CD:0L:0... N/A
[Nat routable [98:29:A6:87:3... [ 0L:0C:CD:01:0...]

4 Motroutable  98:29:A8:837:3... 0L:0C:CD:0L:0... M/A

Close

z

wskazywane sN

k onf |

ktem

nast - gtowtrzeCi emnaqilosjttryzeUeni e z
strumlenlem wy br any m dibenkardligtw c h u,

INFO TECH

your partner in R&D
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GOOSE Receiver 1 konfiguracja przez
import pliku SCL

F u n k GQOSE Subscriber
moUna r - -wnieU s
przez
wskazanego bloku GoCB
zawartego w zaimportowanym
pli ku w jnzyku
spos:-b testowal
wysyganie wiado
kaUdego z

przejncie

n a d a W ! Addiess 239 .1 .1 . 3 M-castl

“F GOOSE Receiver

Source ISS (29 ABIBY 39 7B Own

TTL |4DDD 3.

Destinationl 01:0C:CD:01:00:01 M-cast |

DSRef IDemoProtCtrIfLLNDi;DSd_GDEISE

CERef IDemoProtCtrI!LLND:ﬁGD$gcb2

YLAN
Priarity |4 vi

GID G2
v YLAM header  CFI I

IEth vI
D ID H 3

1P

Time |2D2D-DE-E|5 12:26:62.843

- O X
File Transmissicn Data Help
—~
Import 5 D g ‘ @ Network adspter [Ethemet MAC: 982946673376 =l ‘ 2
Exit -
o j GOOSE
Ethernet App 1D |2 H 3 Sthum |2

Sghum 137 -
CrgRew |1
MCamm |F4LSE =
Test TRUE =

1)

Status

~

Available GOOSE streams

Data reference

Idx | IED | Type | Dest... | App 1D | Con... | GooSEID | GCB Reference | Dataset elements
1 Demo Motroutable  01-0C... 0001 1 G1 DemoProtCiri/LLND§G0sgch1  |DemoProtCirl/DIGGIO L. Ind1.stval [ST]
Demo  |Motroutable | SR NGSEEERERE |D=moProtClrl/DIGGIO L Ind2.stVal [5T]

DemoProtCtrlDIGGEI01.Ind 3. stval [ST]
DemoProtCtrl/DIGGIO1.Ind4. stval [ST]
DemoProtCtrlDIGGEI01.Ind5. stval [ST]

Cloze |

INFO TECH

your partner in R&D

Import GOOSE streamn definitions from SCL file
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GOOSE Recelver 1 w zestawie danych
elementy o typach prostych i strukturalnych

Zaimportowana definicja ¥ GOOSE Receiver E—

X
File Transmission Data Help
p a r a m e t r~ . @OOBE’ n k C _,,;/ @ 7 E @ Networkadapter|EthernetMAE: 98-29-465-87-39-76 ﬂ z
Subscribpermo Ue obej mo | 600SE
ype |N0t routable hd 5 v o m
; : ; sppip |2 HF] f =
odbi erani e wi ado] ‘e i = - =
. g - Sowce  |98:29:46:87.39.76 Qwin TTL 4000 z SagMum  [137 >
dan y C h Zawl er a| N Destination | 01:0C:CD:01:00: 01 M-cast DSRef |DemoPratChlLLNO$DS4_GOOSE CigRev |1 2
: : VLAN
elementy (0) typaCh prOStyCh Jak I Proy [T 2] CBRef [DemoProtChi/LLNOSGOSgch2 NComm [FALSE -]
T U — GID G2 Test  |TRUE -]
E3der -
StrUkturaInyCh. - Hj_ Time [2020-05-05 1226:52843 Status |
] S
P
Address 23 .1 .1 . 3/ h-cast
Data items
Idx Type | Value | Data reference
0 (BOOL FALSE
1|INT a
2 |FLOAT 1.65699994:
3 |BOOL FALSE
4(BOOL FALSE

INFO TECH

your partner in R&D




GOOSE Sender | GOOSE Recelver - -
wsparcie dla rutowalnych wi ad o mo Sc i

Rodzaj pakietu (Type) , kt -ry ma zo Type  [Notroutble -

JEthernet—| Mot routable y
| u b (0) d e b ran y mo U e zosta ISDU[DE Foutable tunnelled ' Wa

Drestination | M oC:Co:01:00:Mm bd-cast

Not routable ( Br a k mo (itowarda$ic i
wi a d o m®QSE jako ramka Ethernet

Routable (Rutowalna)i c zASi danych
G O O S E p r z e k az y wahna J e s t Addreszs 213 .1 .1 . 3B b -cast 1 p
I P | p r o t 0 k 0 g u U D P Claszs of traffic 32 -

Routable tunneled (Rutowalny tunelowany) -

caga ramka GOOSE pr zek aYpapadiuguioyagyght p r

uUOyciu pakiet-w | P | pr‘U'taodkod“%éc'UDcPQQSE
r-wni e skonfi gu
docelowy adres IP multicast

I N .r-o TECH oraz class of traffic.

your partner in R&D 79



Routable GOOSE: r - Uni ce
rodzajami rutingu (trasowania)

Dzi nki 2z a sutowangcl @rasbwalnych) wi adomoSci GO
GOOSE) moUl i we jest przesyganie kryt
r-Unymi sieciami LAN naleUNcymi do s

Pakiet IP z rutowalnym tunelowanym komunikatem R-GOOSE zawiera

oryginalny docel owy adr-efermdjatajest nagd
nastnpnie zachowywana przez router p
RGOOSE jako wiadomoSci Ethernet GOOS

Pakiet IP z rutowalnym komunikatem R-GOOSE jest dostarczany bez
oryginalnego docel owego adresu MAC i
zostanN ustawione przez router odbie
konfiguracji przed przekazaniem komunikatu R-GOOSE jako komunikatu
Ethernet GOOSE do sieci lokalnej.

INFO TECH

your partner in R&D 80



Sampled Values Toolset

reach higher

INFO TECH

your partner in R&D
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SAV Sender | obszar roboczy

]

File Transmission Help

// % @ @ ;work adapter |Ethemet kAL 93-29-46-87-39-78 j :
' Sampled Values Quality
. Type Routable
Obszar roboczy SAV Sendera pokazuje aktualne Ethormet | S S
wartoSci przesyganego St bk Mmizcdvisa pol KD wanychr- - - - -
i - B Noa\/rm - D fl I I - N I I I I
wartoSci. Ten obszar z:sf;::.ceol.nm)cmtyon.nnj @8t Dﬁf'of L2 ki kia - b L b ¢
Bad Reference [ [ I I [ [ [ [
g u p = Priarity |4 j¢ Ds.cillatory r r rr - - - - -
. T e i i B E s
Ethernetheaderpokaz uj e ad s r-dgowy B 2] Inconsiten rrrrrrrr
& a Inaccurate I I I I [ [ [ [
d oce | 0 Wy a d res MA C — a d o mo S cl Substituted/Process [ [ I I [ [ [ I
VLAN headerp o k az uj &LABNZN S| | addess [233. 1 . 1 . 35 Meocast st r r . . r r
P J
. A . . A . | o 3 Operator Blocked I I I I I I I I
wiadomoSci ( jeSli taka W MeSiidiic N P @] €2) Deived r - - - rr
Sampled Values headers § u Uy d 0  u=s$ asibbavaudiiisd ] O T ) L)
cznsSl nagg- wkowN wi adomo Se i [z Include N R~ -~ R
Signal sampling properties pokazuje LIl K Signal sampling ——
WS Z y St k I e (0] p C J e CcC 7 ﬁ stot I Eoni® S1C | - p r - b kV@anW a |i74q305a hd quhugszfg50!-dlz|_systembackwald compatible
. . - with 3- uideline:
p a k owaniti a A S D U Z g 0 d n |'@ Z 5400 O r||NFnTN—|MUD‘| E C 6 Slmpgf‘f@h? @U 4DDDstanE':pIingrate,1ASDU per frame
L Signal qualitybitspozwal a na ustawiani e Dbit . wonchosd o =
j akoSci dla kaUdego pr -Qp/Rgdane _sygnagu
Signal values pozwala na ustawienie amplitud ([Froqueney piet [eoo0 | ) o] = Nominal romuency [+: =]
g p ~ p y | Amplitude [&] ) Fhaze [deg] ) Amplitude [+] Phaze [deqg] )
oraz fazy kaUdego zasymuhowangkwo Sy)guh a Guufiown () ] oo )t
| 12 [to0oo )M 12000 )M uz [1no0on )M 12000 )
|13 [fooo0 ) M 12000 J ) u3 [1oo0.00 ) x| [-120.00 e ) fix]
0.0 J f)| [0 J | Aue ve 200 J i| [0.00 J )| = Aute

INFO TECH

your partner in R&D

82



SV toolset: SAV Sender
symulator I\/Ierglng Unlt

——

Konfigurowalny nadawca strumienia I

. = - File Transmission Help
p r . b sme|ator Merglng Unlt. _’/ ’_\,/D‘ @ @ Hetwork adapter |Ethemet MALC: 58-29-46-87-33-76

L]
t

Sampjed ¥alues Quality

MoUIl i we jest okreSl™®n¥e chaflakter y Stoyok vz v u
Eth t
erne .
pr-bkowanych sygna Qse=Wealaanpdni foadls Y- -  r
" . ~ : i e
przesunincie fazy, ‘grzis WebS | ) - r r -
~ . o < Bad Reference I [ [ [ [ [ [
rncznie | ub poprzez for™m Mo Ul T war © r ¢ ¢
: ~ é? Nheader  CF Eh = Failure: [ [ r N [ [v H ™
. D . ™ r I ™ ™ r n
jest r-wniel symul ac¢i"q p¥ | B WE 2 E
; [ b r r r - rr
jakoSci N wysyganych.p Ee=tEma——ll T m m m M E .
Address [233 . 1 . 1 . 35 Meoast| || r. r.r.. . r.r..r. T
Edit formula * : Operator Blocked o u N § N N N =
Class of taffic 32 - Derived I l_ r n I l_ r r
Ph5[11]=|0,5| ! Sampled V¥alues Header M M M M M M M M
Coneel || #pplD 4000 H[2] Include 2 R R A A I
Simulation TRIIE -* S —
|| Config ey 1 = ‘Wariank F4000ST" > | For uge on 50Hz systemn backward compatible
Samples/Cycle |80 ?ggﬂiﬁl_sin%::a::i?je 1 A5DU per frame:
. PN P . SylD Mw OTECHMUI b
NaC I Sn I J Gmahw C" (Si(p i Sunchronized  |No -
t ransmi s nST@P, epln;zyjcli\ls.sa.hues .
Frequency [Hz] |50.00 Mominal frequency |50 H:z
Z a t r Z y m a I | Amplituds [4] ) Phase [deg] _ Arnplitude [+] ) Phaze [deg] )
| [oooo ) e JoD ) u1 [ooooo () | [0 )
[l 12 [foooo )M 120,00 h)@ 1000.00 _)M 12000 %)M
I N o TECH 12 [oooo )M Az0m JM 1000.00 )M 000 () i
1o ) | oo ) i1 puwo U [0 ) | oo ) i bue

your partner in R&D



SV toolset: SAV Sender
-konfi gur acj a

z plik.

mo Un a

Parametry transmisji Merging U n | t
pomocN p

skonfigurowal zZ a
zdefiniowanym obiektem MSVCB.

“# Sampled Values Sender
File Transmission Help
Import SCL ...

Ctrl+0 I
Import COMTRADE ...

Exit

RIS

Pr-bkowane przebiegi sygnag:-w moUna
skonfigurowal za pomocN I, " o I ku
COMTRADE File Transmission Help
W takim przypadku konieczne jest przypisanie e |
kanag-w z pliku COMTRADE § - -
przesyganycBenger zez SAV el
°

INFO TECH

your partner in R&D 84



SV toolset: SAV Sender 1 wy b - r
kanag:-w w pliku COMTI

To okno pozwala na wybranie sygnag- -w z
importowanego pliku COMTRADE i

przyp i sani e i ¢ch do k ana Select channels to send pod
zdefiniowanych w specyfikacji IEC 61850 - signal Channel in COMTRADE file

9-2LE. SylkndamogN byl t el

wyliczone z faz sygnagu|" RIS IET TR -
przypadku dla tych sygn|® |IL2: L2 Current () [A] |

zostanie bit DERIVED w atrybucie 13 |IL3: L3 Current (C) [A] |

j akosql) NI eprzypi saneig |Nntassigned jI_CaIn:uIate
}Ngrki)%ff I 0 1 ENVALLTD us u1 |UL1: L1 Voltage (&) [V] |
MoUna wySwietlil wybran]| U2 L2 Voltage @) 11 -

naci skaj NcPrpview vy.d s k u3 |UL3: L3 Voltage (C) [V] |
przyp i sani u k ana g W do Uo |Nntassigned ﬂ [ Calculate
zaakceptowal konfigurac

OK. Nastnpnie wywodRayi e oK Preview Cancel
COMTRADE z menu Transmission

spowoduje wysganie do sieci strumienia
SAV.

INFO TECH

your partner in R&D 85



SV toolset: SAV Sender i podgl Nd
pliku COMTRADE

Przyci sk mpeview) Nduok(ni e wyboru kanag-w umo

wybranych sygnag-w z zai mportowanego pl il
1@@9@#{_*@ - Wkprtzyborniku dosthpne
Bopo b f i bt f Ao S r' y.

L1

Original width-pol eceni e przeskal owuj e wyl
ksztagt fali w poziomie

L2

Original height-pol eceni e przeskal owuj e wy
ksztagt fali w pionie

IL3

Magnify horizontally-pol eceni e powi nksza wykr

Magnify vertically-p ol eceni e powi nksza wykre

ULt

Go to trigger - polecenie przesuwa wykres, aby punkt wyzwalania
widoczny byd na ekranie

ULz

uLs

Move left - polecenie przesuwa wykres o jeden krok w lewo

= ; » Move right - polecenie przesuwa wykres o jeden krok w prawo

INFO TECH
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SV toolset: SAV Recelver
-symul at or
przetwarzaj Ncego

ur zNd z e
S

Konfigurowal ny
SAV Subscriber: parametry odbioru
moUna okreSlI il
dostnpny str umi
strumieni wykrytych w sieci
komunikacyjne.

odb

r nc
e (E

Available SAV streams

Naci Sni jGraby y c i
rozpoczNI odbi
STOP,a by

Idx s Source MAC Destination ... | IP jis) Config Rev SV ID Mess... | Simul...
Notr... . TNFOTECHM.... FALSE

zat.r zy ma

Close

—_ !

INFO TECH

your partner in R&D

“# Sampled Values Receiver — O X
File = Transmission Data Help
D Sttt @ Network adapter |Ethemet MAC: 38-23:45-87-3376 -] 3
Sto
. L status
Type Refresh adapters Status: OFF line
[ Eth Detect streams Lost messages |0
b= s = F =
1 o ~Sampled Values O
Destination I 01:0C:CD:04:00:00 M-cast - °
. _I n 12 13 lo ul Uz U3 Ue
YLAN oty m Invalid/Good oo o - E o™ = o™
= Buestionable m m m & m & m [
¥ Present CFl Eth - Overflaw u I u ~ r ~ ~ r
o m Out of Range mH B = = = =& =& &
Bad Reference m N ml m N ml m N
L Oszcillatory m = m | m = m | m
P Failurs H 5 5 = = = = =
Addess [238. 1 . 1 35 Mcast | i it F F rrrrrr
Inconsistent mH B ®m B B B H BN
—Sampled ¥alues PDU (reEumED ml = = = - r = r
App D |4DDD H 5 Substituted/Process [ 5| ml o I ml o I
) ] Test H mH = = = =5 (= |
Config Rev I 3‘ Operatar Blocked m N ml m N ml m N
SviD |INFOTECHMUD! Derived H & m & § § &
Sarmples/cucle IED Sample Count |3499
APDUS [i Sypnchiorized |10 |

Mominal frequency ISD Hz VI Measured frequency [Hz]: 0.00

Harmanics view |

U1 Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0.00

¥ Resample to measured frequency

I1Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00




I wy | |

C

SV toolset: SAV Recelver

Z anil €

char akt

. _b am dlUes REGEIVEN = 7 -
Wy I I C Z a C h a r a k t e r |IeS$ra:|r1:s:yRD!g Help S y g n a g ) W " :
na podstawie strumi@@ifad Br:=b @-kecswse 5|2
czasie rzeczywistym. e — o o
e [ oo ] Loxmessages a0
N - .4 o6 —Sampled Yalues Quality
W obliczeniach wyKgrzystuje SIA neosmweuwsno
(opcjonalnie) resampling w ) - e O N S
¥ Present CFl Eth - (ol mH B B B =5 = =B =B
H H Out of Range
przypadku wykrycia odchylenia o [ HE e E E E E E E E E
czfistotliwoSci odWyarzaNnego == -]
sygnagu od wart oSGudeampominalngd ditar - - - -
p r N d . W i n a p i ﬁ I' W ApéﬁlDl ?:I:tstltuted.-"Process F F F F F F F F
EoMtia R perator Blocke
e|ektroenerget cznei 5viD [INFOTECHMUDT gerived plocked |': ||: |': |': ||: |': ||: ||:
y J B Samples/cycle IBD— Sample Count
APDUS |1 Synchronized |Mo

INFO TECH

your partner in R&D

LI Measured frequency [Hz]: 0.00

Mominal frequency IED Hz

11 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
Io Mag:0.00, Ang:0.00

¥ Resample to measured frequency

Harmanics view |

U1 Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.00, Ang:0.00

A
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SV toolset: SAV Recelver

- Sl edzeni e str umi

e nl

"~ L = A~ O E Sampled Values Receiver — O Y
UmoUIl i wia Sledzenie 7 "
ile  Transmission Data Help
r - b k a mi W (@) k ni e. a ‘ : I work adapter |Ethemet MAC: 98-20.45-87-39.76 | 2
p p w @ @ Recorder & o -
Tupe | Mot routable x| Status ;l:;::;
H Parser window - O = L Lost meszages |14440
x n | H | | l M-castl —Sampled ¥alues Quality
N Har IT n 12 13 lo U1 Uz U3 Ue
VLAMN Hdr :0 g
V' He = 4 POUlen: 110 Invalid/Good MOV
Al er|AFL~|:I 4 PDUlen: 110 Ev Ousstionable r r rr rFrr r r
oL (¢ C 01 3m i Oyerflow o o ml o ] m m ml
FOTECHMUO1,5m . Out of Range rrrrrrrr
Bad Reference H B B B EH B =B BH
Oszcillatary m m ®m = = @ = ([
ot Failure H 5 = = = = =
Mecast | 0ld Data T T T A R R
Inconsistent H EH ® =H H =mH =H H
Inaccurate mH §H ®H B =®H = = =
Substituted/Precess [ T [ [ [ [ I
Test 5 m = = 5 (= = =
Operator Blocked H mH B B B =B =B BH
Derived m m m m m  |m  m
5-87-39-75 ample Count |2?83
V' Hdr Appl ynchronized IND 'l
iy

SmpSynch:0

INFO TECH

your partner in R&D

teasured frequency [Hz]: 0.00

¥ Resample o measured frequency

11 Mag:0.00, Ang:0.00
12 Mag:0.00, Ang:0.00
13 Mag:0.00, Ang:0.00
To Mag:0.00, Ang:0.00

Harmorics view |

U1Mag:0.00, Ang:0.00
U2 Mag:0.00, Ang:0.00
U3 Mag:0.00, Ang:0.00
Uo Mag:0.,00, Ang:0.00

Show or hide parser window




SAV Recelver T wy kr ywani e

W Kon

f1 gur acj | pr ze

Wi dok dostnpny
danych SAV Receiver
wskazuje konflikty w
konfiguracji systemu:

Stream viewer mo Ue wy
mo Ul i we konf | |
przetwarzaniu topologii

magi stral. Ap

nastfipuj Ncej r
do oznaczani
Error state: dwa strumienie z

i nnym Fr -dgowy
samym docelowym MAC, App
ID oraz SV ID

Warning state: dwa
strumieni e z
MAC oraz takim samym
docelowym MAC i App ID.

INFO TECH

your partner in R&D

Auvailable SAY streams

Idx |Type | Source MAC | Destination MAC | IF | App ID | Conﬁg Rev | SVID | Mess.. | Simul. . |

1 Motr... 98:29:A6:87:39:76 01:0C:C0:04:00:00  NfA 4000 INFOTECHMUO 1 1124532 FALSE
2 Netr.. ______
““ wwwwmw
Motr... 9B8:29:A6:87:39:79 01:0C:CD:04:00:00  NJA 4001 INFOTECHMUO12 32183 FALSE
| Clear | Close

o=

Strumi eni e z
czerwony i error, U - § twarning, b i & ®ez konfliktu, zielony i konflikt typu warning w

i n nzqznmzon?rrrstrurule(jumiabijeskn'l‘ konflikt typu error w zaznaczonym strumieniu

wykrytym konfliktem maj:N podSw
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SAV Receilver T import definicji
strumieni z SCL

Definicje danych przesyganych w sieci sie
standardowego pliku SCL.Apl i kacja moUe wykorzystywal
systemu (pliki SCD) opisujNce cagdgy systen
urzNdzenia, jak na przykg@likCIBD)pWysb stkonf i gu
odpowi edni ego strumi emisea oiz plolcizkin ien oidéd i p 1rz
zgodnie z parametrami zdefiniowanymi w pliku SCL.

HAvailable SAV streams

Idx Type Source MAC Destination MAC | P App ID Config Rev SV ID Mess... | Simul...
1 Motr... 98:29:A6:87:39:78 01:0C:CD:04:00:00 N/fa 4000 1 INFOTECHMUO1 52667  FALSE

INFO TE&H
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SAV Receiver

I nag

Wwpliku

rywani e

P

CON

syghag

UmoUl i wia r-wnieU
pr-bek 1 zapis w p
COMTRADE ( wy zwal ani e

n
I

aSargledr’-alues¥ce|W a n

R ol

sekwenc ] I - o x
cil e
Metwark adapter [Ethemet MAC: 98-29-46-67-39-76 | 3

r C tion status
- Not routable ¥ Statusz: FF lirez:
wedgug war unku okreSe'ie' Ptk
Source 9529 AB-8Y 39
. Sampled Yalues Quality
0 oo b-cast
il Recorder - > —I n 12 13 1o U U2 U3 Ue
Scorder parameters (changing wil dear af dots) e [ 3] Invald/Good s 5 5 o N NN
i Manual trigger | Cuestionable B m 5 =5 =5 EH @ |5
Duration [ms] IIDDD @ s = e r'Frr r rFr r r
Out of Range r r r r - - - -
B 0 A2
Pretrigger time [%] |50 [ Bad Reference mH m m B m B = H
. - Dscillatary m B E B = = @m =
Trigger condition I Clear all | Failure r ' r
) . -3 _IM'CaSt 0id Data H m 5 &5 =5 = @ (5§
Slot  State Trigger time Progress Inconsistent s m 5 B B =H =H B
Inaccurate m m m = m = = w
#1  Done 05.06.2020 16:50:26 ] Savel Clearl View | g Substitwted/Process [ [ T I I
H Test H m 5 &5 =5 = @ (5§
E St - ] Savel Clearl Wiew | = Operatar Blacked [ I i R e e e
o Derived m m m m m (m m |m
#3  Empty = | Save | Clearl Wiew | | Sample Court ISSSS
_ Synchronized INU 'l
#4  Empty = | Save | Clearl Wiew |
#5  Empty = | Save | Clearl M | j‘ Measured frequency [Hz]: 50.00 ¥ Rezample to measured frequency MI
11 Mag:77.00, Ang:-86.00 U1 Mag:930.00, Ang:0.00
12 Mag:36.00, Ang:120.00 U2 Mag: 1000.00, Ang: 120,00
#5  Empty - | Sa“’el | | 13 Mag:0.00, Ang: 162.00 U3 Mag: 1000.00, Ang:-120.00
Io Mag:63.00, Ang:126.00 Uo Mag:0.00, Ang: 162.00
*7  Empty - | it | | |
#3  Empty = | Save | |

INFO TECH

your partner in R&D
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SV toolset: SAV Recelver
I podgl Nd

Przycisk View w oknie

O X

B@@Q)\*ﬁ#-}\@

przebiegi sygn =}

Recorderpozwal a z|

_ hhlIHlHiiHlilllmllHHHHihhhllIHHHI
RIS DE A AN MU R R LT IR

odebranych i nagranych.

g ofl IHHHHHHMHIHHIHHhHHhhHHlHHH
~ NPT PR AP PR AP S b PSP R

-uﬁ
_...-
-r‘
_....‘ﬁ
—-:1

—4..._:
e
-r—-

. 52: mmnnmmnmmmmmmmmmnn
S AP VAP S A e ol e e s e el

HHHnlHHll“HHIH:lnmHlHHHHHanHH
" ) !an”!mFmW Tl Vb Ve VR R

o hevie e s i e e e o S
H“! !M H AP e o P HHH"’FHH

lIHHHHHIHHHHHHiHHHIHHHHIHHHII
!H'HH” PP i e P e B
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SAV Sender and SAV Receliver |
wsparcie dla rutowalnych wi adomo Sc

Rodzaj pakietu (Type) , kt - ry ma zowt [ Wy s ga-hy
thernet | Mo joutable .

l ub odebrany moUe zost al KO nufmimguusrs 0 W a

ource
Fioutable tunnelled =

Destination | 000000000000 b -cast

Not routable ( Br a k mo Ulitowarda$ic i

wi adomoSi SV jako ramka Ethernet

Routable (Rutowalna)i c zASi danyctwe =
przekazywana jest przy |t [28 1.7 1 M|t .
pr Ot 0O k OQU UDP Clazz of traffic 32 =

Routable tunneled (Rutowalny tunelowany) - W przypadku routowalnych
caga ramka SV przekazywanadomsSti pSWVZ yne
pakiet-w I P i protokogur UbPi,eU skonfigt

docelowy adres IP multicast
| class of traffic.
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File Transfer

Tool

INFO TECH

your partner in R&D

reach higher
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File Transfer
pl 1 k- w w

Tool

do
ur

Widok inicjalny:

Lewa strona 1
wybrany katalog
Ssystemu
komputera.

Prawa strona i do
prezentacji systemu
pl i k-w ur z N¢

serwerowego.

Program dzi é
pr ot

k1l i ent

? |IEC 61850 File Transfer Tool

File Connection Transfer Help

SR&A Y

~ | C:\Program Files (x86)\INFO TECH\61850 Avenuel

ol i i

Mame Size Date

N <DIR > 26.05,2020 08:55:24 |
£ [scL <DIR:> 26.05,2020 08:55:24
£ [xs4] <DIR> 26.05,2020 08:55:24
EI[}(SG] <DIR> 26.05,2020 08:55:24
EAvenue.chm 1782795 05.05,2020 21:01:34
Envenue.exe 585216 05.05.2020 21:01:34
EIECGISEUFilETI’anSFer.d"In‘I 173356 05.05,2020 21:01:38
EIECGlSEUFiIETransFer.exe 379104 05.05.2020 21:01:38
ETFGlBSUA.dll 2234368 05.05.2020 21:01:34
EIECGIBEU.NEt.d" 1554272 05.05,2020 21:01:36
[Flsystem.Data.50Lite.dl 368540 05.05.2020 21:01:36
EUninsbll.exe 56526 26.05.2020 08:55:24
EWeifenLuo.WinFormsUI.Doddng. L. 243178 05.05,2020 21:01:36
EWeifenLuo.WinFormsUI.Dodcing.dll 315880 05,05.2020 21:01:36

INFO TECH

your partner in R&D
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File Transfer
serwer owym

Tool 1

pogN
( se

cZzeni e

Z

L

rwerem pl |

Z menu Connection
wybierz polecenie
Connect.

Nastnpni e
adres | P u
serwerowego do
nawi Nzani a

pogNczeni a.

Numer portu 102
przypisany jest do
protokogu
obsguguj e
pl i k- w.

if IEC 61830 File Transfer Tool

File =Connection Transfer Help

auammEA 7Y@
Disconnect F11
(5= ~ | C:\Program Files (x86)\INFQ TECH\G 1850 Avenue),

O

x

Wer owadT s=

Date

Ll A R <DIR>

26,05,2020 08:55:24

NZesdNAZ7€ N T dor-
£ [xs4] <DIR>
£ [xs6] <DIR>
ﬁnvenue.chm 1782735
ﬁ.ﬂvenue.exe 585216
EIECGlBEOFiIeTransFer.&m 178356
EIECGlBEOFiIeTransFer.exe 879104
Frrs1a50a.di 2234368
EIECGlBEO.Net.dll 1654272
[Fsystem.Data.50Lit=.dl 368640
Funinstall.exe 55525
EWeifenLuo.WinFormsUI.Doddng. e 243178

N“mm LL.;o.WinForrrkI.Dﬁddng.dll rSISVU
tiransfer

26.05.2020 08:55:24
26,05,2020 08:55:24
26.05.2020 08:55:24
05.05.2020 21:01:34
05.05.2020 21:01:34
05.05.2020 21:01:38
05.05.2020 21:01:38
05.05.2020 21:01:34
05.05.2020 21:01:36
05.05.2020 21:01:36
26,05,2020 08:55:24
05.05.2020 21:01:36
05.05.2020 21:01:36

Mame

Size Date

Select server address

X

Connect to IEC 61830 server

INFO TECH

your partner in R&D
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1

Cancel
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ur Z

File Transfer

Tool
dzeni a

W |

d o k
Sserwerowego

systemu

Uwaga:

W Edycji 1 normy
dopuszcza s
hierarchiczny system

F IEC 61850 File Transfer Tool

File Connection Transfer Help

QE SBe x]

7@

pl i k-w z
podkatalogami.

W Edycji 2 system
pl i k-w jest
(zgodni e z
protokogu N
nazwy podka
(np. COMTRADE)
stanowi N cz
pl i ktalwak na
prezentowanym tu

~ | C:\Program Files (x86)\INFO TECH\6 1850 Avenue) 127.0.0.1:102%

MName Size Date Mame Size Date

ﬁ‘ [..] <DIR > 26.05,2020 08:55:24 EDemo.icd 36744 2019-09-23 10:47:58
Clsal <DIR> 25.05.2020 08:55:24 I::I Demo_Ed2.icd 39318 2019-09-23 10:4... |
£ 64 <DIR > 26.05,2020 08:55:24 EGoosePub.exe 2663544 2020-03-18 13:48: 14
£ [xaa] <DIR> 26.05,2020 08:55:24 EIGIBSOSrv.exe 7250432 2020-03-18 13:48:10
EAvenue.chm 1782795 05.05,2020 21:01:34 EINFD TECH Software License Agr... 26830 2020-02-12 08:57:50
Envenue.exe 585216 05.,05.2020 21:01:34 ﬁl‘l‘[mnSrv.ico 26054 2019-06-23 13:01:32
EIECEBEUFiIeTransFer.mm 178356 05.05,2020 21:01:38 ELioense.txt 4021 2020-01-22 13:54:10
EIECEl&EUFiIeTransFer.exe 879104 05,05.2020 21:01:38 ﬁReadme.txt 342 2020-02-12 08:50:28
Errﬁlssun.dll 2234368 05.05,2020 21:01:34 ﬁUninsEII.exe 41217 2020-04-2107:54:51
EIECGISEU.NET:.CI" 1654272 05.05.2020 21:01:36
ESystem.Dam.SQLite.dll 363640 05.05.2020 21:01:36

Flurinstall.exe 56526
FlweifenLuo. WinFormsULDocking.... 243176
[FweifenLuo. WinFormsUlDocking.dl - 315880

26.05,2020 08:55:24
05.05,2020 21:01:36
05.05,2020 21:01:36

ur zNdzeni u.

INFO TECH
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File Transfer

Tool

|l operacj e

Rodzaj dostn
na plikach o
urzNdzeni e s
podczas hnhawi
pogNczeni a.

Mo Ul i we
Transfer:

Get file T odczyt pliku

>0 X O

oper ac

Send file i zapis pliku

DeletefileT usuni nci
Reread directory 1
ponowny odczyt

? IEC 61850 File Transfer Tool

Reread directory

Ctrl+G
Ctrl+5

Del
Cirl+R

File Connection Transfer Help

® ip| SEE
: Send file

B ~ | CilPre Delete file

Mame

trl

£ [seL

Tl 64l

O e8]

Envenue.chm

Eﬁwenue.exe
[Flecs1850FieTransfer . chm
Fecs1850FileTransfer exe
FArrs1ss0a.d1

Frecs 1850, Met.dI
[Flsystem.Data.s0Lite.dl
ﬁUninsEII.exe
EWeiﬁanLuo.WinFormsUI.Doddng. -
ﬁWEiFenLuo.WinFormsUI.Doddng.dll

<DIR =
<DIR >
<DIR =
<DIR >
1732795
585216
17383586
879104
2234368
1654272
368640
56526
243178
315880

127.0.0.1:102Y

Mame Size Date
26.05,2020 08:55:24 EDemo.icd 36744 2019-09-23 10:47:58
26.05.2020 08:55:24 | [[T|Demo_Ed2.icd 39318 2019-09-23 10:4... :
25.05,2020 08:55:24 EGoosePub.exe 2668544 2020-03-18 13:43:14
26.05.2020 08:55:24 EIGBEUSw.exe 7250432 2020-03-18 13:48:10
05.05,2020 21:01:34 EINFD TECH Software License Agr... 26830 2020-02-12 08:57:50
05.05,2020 21:01:34 El‘l‘[mnSrv.im 26054 2019-06-28 13:01:32
05.05.2020 21:01:33 ELioense.txt 4021 2020-01-22 13:54:10
05.05.2020 21:01:38 EReadme.txt 342 2020-02-12 08:50:28
05.05,2020 21:01:34 EUninsEII.exe 41217 2020-04-2107:54:51

05.05.2020 21:01:36
05.05,2020 21:01:38
26.05.2020 08:55:24
05.05,2020 21:01:38
05.05.2020 21:01:36

Get file from IEC 618530 server

INFO TECH
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t ran:
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61850 ICD Editor

Narzndzie do
modyfi kacj i

reach higher

INFO TECH
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61850 ICD Editor umo Ul i wi a 2z b
pli ku I CD urzNdzenia se

. 51850 1CD Editor - Untitled — O x
File Edit View Help

|71 o s s e
E-- w28 TEMPLATE

E- I—_D LDO Create new Logical Device

E- LN [ Class  |XCBR | prefix | Instance i =
: Ll

Od podstaw lub
_ przez modyfikacje
¥ Add new Logical Node — O * I S t n i e j N C (

: TVER
DO Beh Name ILm LN name [TVTR

DA stVal [5] TWPH

Type [IEC 61250-7-4 This LN is EACGNMMM  {itches with short circuit breaking capability. Additional LNs for

DA q [5T] |EC §1850-7-4 example §X5WI red to complete the legical modelling for the breaker being

DA t [5T] Logical Devicl IEC 61-5 represents YEFN ening commands shall be subscribed from CSWI or CPOW if
ogeal Levic applicablg YLTC al-time capability are available between CSWI or CPOW and XCBR, the
E-LN LPHD1 IEC £1830-7-410 opening a YP3H ™ § are performed with a GSE-message (see IEC 61850-7-2)

EI DO PhyNam oK IEC 61850-7-420

; || Do [Q] MamPlt "
i DA wendor oy Lino[o]

&-[@ o [M] Beh

El DO PhyHealth Dodanie LD E||:| DO [C] Health

owtsy omi
S ls] .

oaesn - o= Dodanie LN .

Ell][.'l Proxy Egg {g} Eg:l;{ef Z Wyborem DOdanle RCB,
- DA stVal [5T] Ei!--DDD 0] EEHEE'thopCjonaInyCh GCB, SGCB,
DA q[ST] &[] 00 [0] LocKey ) SVCB
~DA[ST] s@oome DO 1 DA

=-[@ po [M] OpCnt

: Z ustawieniem
IE!I:‘ Do [0] CBOpCap A
&[] 0o [0] POWCap wartoSc

&[] Do [0] MaxOpCap

&[] 00 [0] Dsc atr Yy but

&[] Do [0] SumSwARs
&[] Do [0] LocSta v

INFO TECH -
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