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Initial view after the program start

receiving GOOSE
messages.

5) Open the parser
window.

6) Zoom in / zoom out
the system diagram

7) Or use original size.

8) Select network
adapter to be used.
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Intuitive GUI: / T
1) Create a new \
project.
2) Set monitoring
parameters.
3) Open an existing
project.
4) Start and stop
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Toolbox

—'/' @ @ E = = 1 @ Metwork. adapter | EEIN AR RRRERN 1 BEr
% % %

The set of the most useful tools in the GOOSE System Viewer application includes:

| New project — creation of a new project by importing an SCD file and selecting data for
visualization

Setup - selection and modification of data for visualization
./ Import — import of a previously created project
@ Start - initiation of capturing GOOSE messages from the network (switching to online mode)

Stop - cessation of capturing GOOSE messages from the network (switching to offline
mode)

g Parser window - opening the GOOSE message parser

2-01-C0

I1?_3:.., Zoom in — zoom in on the visualization of the connection scheme
i:'.-w Zoom out - zoom out on the visualization of the connection scheme
{1 A Original size - restore the original scale of the connection visualization (100%)
Exit — close the application
Adapter selection - selection of a network adapter Hetwork adapter | |Adapter 1 MAC: 08:00:27:00:E0:E4 -
’;...«’ Reload - refresh the list of available network cards
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New project

To create a new
project click

New project icon
and choose the
destination folder for

the project. \

Then locate and

“s 01850 GOOSE System Viewer

File Transmission Data View Help

12000 e @

Current status I Evvert list I Alarm ligt - Connection view | Sender status I

(WO L BB F thermet MAC: D4-51-D7-68-85-42

Select Directory

select an SCD file —
of the system with
GOOSE
communication.

DirECtory ﬂame: “s |mport SCL file with definitions of IEDs
I:igram Files (x86)\INFO TECH\61850 GOOSE System Viewer
Szukaj w: I Ed2 LI - £ EE
Qnecttlm st Eiles: (*'*]m * Nazwa . Data modyfikaji T
=g _ GOOSESystem.chm sladongp L 2Ed2 fraining A15CD 30530420 1524 Subs
\ [==r Program Files (x86) GOOSESystem.chw ® e PB_EdE_training_E_;imu\ited.SCD 2022.04.12 15:46 Subst
== INFO TECH GooseSystem.exe =
e 61850 GOOSE System Viewer hasp_windows.dl| m—C
MBSO are License A T‘I
ITStart.ice Biblicteki
Dirives: !
[=cn Ten komputer
oK I Cancel g
Sieé
€ >
MNazwa pliku |F3_Ed2_t \\\\\\ g_A15CD j Otwarg |
Bliki typu: |SCDfies | Anuluj
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Open an existing project

To open an existing
project,

select the Folder
icon and pick the

“s 01850 GOOSE System Viewer

File Transmission Data View Help

B 3=2C 0 I ¥ § §o

Current stal Ewvent I\stl Alarm ligt - Connection view | Sender statusl

[WELEN LR thernet MAC: D4-81-D7-68-05-42

/

Select Directory

Directory Name:

Directories:

I:igram Files (x86)\INFO TECH\61850 GOOSE System Viewer

Files: (*.7)

= T
[£=r Program Files (x26)
== INFO TECH

project directory.
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e 61850 GOOSE System Viewer

GOOSESystem.chm
GOOSESystem.chw
GooseSystem.exe
hasp_windows.dl|
INFO TECH Software License A
ITStart.ice
Dirives:

[=cn |
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SCD file content:
list of published data

The content of an

« Configuration

Data reference

Data name

b d

dd to data view | Add to eventlog | Add to alarm view | Alarm condition

imported SCD file of

the project is first

presented as a list of

P3U_211Relay/Obj1CSWI1.Pos.stval [ST] Not configured
P3U_218Relay/Obj1CSWI1.Pos.stval [ST] Mot configured
P3U_220ARelay/Obj1CSWIL.Pos.stval [ST] Not configured
P3U_220ARelay/Obj7CSWI7. Pos,stVal [ST] Mot configured O |:|
P3U_220ARelay/I3pMMXL 1. A, phsB. cval. mag. f [Mx] Not configured O O

O O

P3U_220ARelay/13pMMXU 1. A.phsC.cVal.mag. £ [MX]

published data.

It is possible to select
data for further
monitoring:

* viewing,

- event logging,

« presentation as—

alarms (with user
defined alarm

conditions).

QK |

Mot configured

Cancel |
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Communication
settings

The configuration of

monitoring GOOSE
communication and

interpreting captured
information as events

and alarms can be

defined also later by

pressing

INFO TECH

your partner in R&D

monitoring

o

Add to event log | Add to alarm view | Alarm condition

P3U_211Relay/Obj1CSWI1.Pos,.stval [ST]

P3U_218Relay/Obj1CSWI1.Pos,stval [ST]

P3U_220ARelay/Obj1CSWI1.Pos.stval [ST]

P3U_220ARelay/Obj7CSWIT7. Pos.stval [ST]

P3U_220ARelay/13pMMXL 1. A, phsB.cVal.mag. f [MX] | Not configure:

HEMREEA
OooormEE
OoornEE

T T
o o o o o o

P3U_220ARelay/13pMMXLU 1. A, phsC.cVal.mag. f [MX] | Not configure:




Connection view - diagram
of GOOSE data flows

Connection view is
created already in offline
mode: for a given SCD
file the program creates
the network of devices
as rectangles with their
lists of published data
and lists of configured
network inputs, and
draws the lines of
configured GOOSE data
transfers between the
devices.

Pointing any connection
line invokes its
description of source
data and network inputs.
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File Transmission Data View Help

R =) - ISR §0)

Current status I Ewvent list I Alarm list - Connection view | Sender status I

R L= Rl Tl E thernet MAC: D4-81-07-6

P3U_211

P3U_218

Relay/LLNO/NI1  Relay/Obj1CSWI1.Posstval
Relay/LLNO/NI2
Relay/LLNO/NI3
Relay/LLNO/NI4

] Relay/LLNO/NI1 Relay/Obj1CSWI1.Pos.stval
Relay,/LLNO/NIZ

Relay/LLNO/NIZ

Relay/LLNO/NI4

Relay,/LLNO/ANI1

Relay/LLNO/ANIZ

P3U_2204 l

Relay/LLNO/NI1
Relay/LLNO/NI2
Relay/LLNO/NI3
Relay/LLNO/NI4

Relay/Obj1CSWI1.Pos.stval

Relay/Obj7CSWI7 Pos.stval

Relay/I3pMMXUL.A phsB.cVal mag fl——
Relay/13pMMXUL.A phsC.cVal mag fl—

From:
P3U_2204Relay/Obj1CSWI1.Pos.stVal
To:
P3U_211Relay/LLMNO.NIZ
P3U_211Relay/LLMO.MI4
P3U_218Relay/LLMNO.NIZ
P3U_218Relay/LLMO.MI4

[Scale 100 %
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Navigation in Connection view

“» 01830 GOOSE System Viewer

ConneCtion View File Transmission Data View Help

allows to navigate: R {58l RN YO
- to th es el ecte d IED, Current status | Event list | lamiist Comnection visw | Sender status |

- to transmitted source

(WELORN LTI themet kAC: D4-81-D7-68-85-42

P3U_211 P3U_218

d a ta , Relay/LLNO/NI1  Relay/Obj1CSWI1.Pos.stval = Relay/LLNO/NI1 Relay/Obj1CSWI1.Pos.stval
Relay/LLNO/NIZ Relay/LLNO/NIZ
- to the destination e EE
receiving data on the Lo
network inputs.
Click the right mouse
button on the connection
line to invoke the P3U_220A J
A . Relay/LLNO/NI1 Relay/Obj1CSWI1.Pos stval
Nnavi g a tl on menu. REIRANHOHE Relay/Obj7CSWIT.Pos.stval GotoIED ’ |
Relay/LLNO/NI3  pejay A3 pMIMXU1.A pheB.cVal. mag.f—— Go to source
Relay/LLNO/NIE  gelay/13pMMXUL.A phsC. cVal.mag f——— Goto destination > P3U_2M
Joomin P3U_213
Zoom out PELLAE
Qriginal size

Export diagram

[Scale100% 4|
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Zoom in Connection view

m Viewer

File Tansmission Dats

View Help

KLineB17UBCU

OCA_1PHIPTAC
©C4_1/PH3PTRCL Cp 4

KLOTIPY
Ind001 vl

X1TI0CE0

Indi002 sl [

Ind003 vl

|MasteriG5103,/66103 Ind004 st
Ind005 vl

|MasteriG5103,/66103 Ind006 st

@‘ E ‘ @ a @ ‘ @ Netwark adapter [EEIENY | c
Cunent status | Event st | alam it Conmection view | Sender status |
~
RUEYEIEY e

It is possible to zoom in and out large GOOSE connection diagrams.

E

“e 61850 GOOSE System Viewer
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Eile Transmission Data View Help
S
D @ @ E @ e @ @ Metwork, adapter [FR{ERE -
V=R Y -
Current status | Event list | Alam st Connection view | Sender status |
~
[ |LDO/LLND/NIL PROT/CCRBRF1.OpEx.general
——{LDo/LND,/NI2 PROT/CCRBRFL OpEx.q
[ |LDO/LLNO/NIS OC4_1/PH3PTRCI.Op.general
ZRUDTE OC4_1/PHIPTRCL.Op.q
K1BT1PU K1BT1BCU
Wiaster/GGIO3/GGIO3.Ind001 stval Prot/BkrFaRBRF1.0pEx,| ! —|LDO/LLNO/NIL
Master/GGIO3/GGIO3.Ind002 stval Prot/BkrFaRBRF1.0pEx.q L |ubo/iingmiz
Wiaster/GGIO3/GGI03.Ind003 stval T — LDO/LLNO/NI3
Iviaster/GGIO3/GGI03.INd004 stval Prot/PhsTocETaC2 Strg LDO/LLNO/NI4
iaster/GGIO3/GGI03.INd00S stval Prot/PhsTocPTOCA Strgeneral L |osumosmis
Wlaster/GGIO3/GGIO3.Ind006 stval Prot/PhsTocPTOCE Strq] LDO/LLNO/NIE
LDO/LLNO/NI7
LDO/LLNO/NIE
v
< >
[Scale 106% /|
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Connection view in online mode

online communication status

after pressing @ ‘ @ icon.

The program starts working in
online mode.

Depending on the status of
GOOSE transmission, the
connection line (as well as
outputs and inputs) can be
marked with color:

Connection view will present

& 61850 GOOSE System Viewer

File Transmission Data View Help

2w @A

Current slalusl Event |iS|I Alam list - Connection

a a ‘ ‘ @ ‘ Metwork adapter [SiE]

view | Sender status I

P3U_211

Relay/LLNO/NI1
Relay/LLNO/NIZ
Relay/LLNO/NI3
R

elay/LLNO/NI4

net MAC: D4-81-D7-68-85-42

P3U_2204
Relay/Obj1C5WI1.Pos.stval

Relay/LLNO/NI3
Relay/LLNO/NI4

Magenta - old data
Orange - corrupted frame

IN.r-o TECH Grey - no transmission

your partner in R&D  Dark blue - selected connection (marking for any above case)

Black- correct transmission (outputs and inputs in blue)

Relay/Obj1CSWI1.Pos.stval




The condition of capturing
GOOSE data in online mode

Remember:

The program can show data from only these GOOSE frames that
are routed to the computer’s port by the switch in the system with
IEC 61850 communication.

In a complex system, the switches configuration may intentionally
filter the distribution of frames according to VLAN IDs, so that
intensive GOOSE communications do not flood these network
segments that are not the destinations for some of the
transmitted messages. Thus, in a complex network there may
even no such a port in any of the switches, for which it would be
possible to capture all transmitted GOOSE frames.

INFO TECH
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Current status

"o 061830 GOOSE System Viewer

cu rrent status VieW Elle\ Transmission Data  View Help
presents the list of 250000 @

Current status |Evenl Iistl Alarm IistI Connection viewl Sender slatusl

d a t a tra n S m Itted I n Diata refersrce | GCE reference | Mame | Value | Time | Status |

Metwork adapter [ ENG BT S RN

P3U_211Relay/Obi1 CSWIT.Pos. stval [3T] P3U_211Relay/LLND$G0 Skl Nat canfigured o 02311.231357:22908 0K,

. P3U_218R elay/Obi1 CSWIT.Pos. stval [3T] P3U_21 8Fielay/LLND$GO b1 Nat configured 0 202311-231357.06186  OK

G O O S E fra m e S eve n | n PALl_2204Relay/Obi CSWIT Pos stial [ST] PIU_2204R elay/LLND$G0gebt Mot configured 00 J02311231356:44501 0K
P3Ll_2204Relay/0bi7CSWIT Pos stval [ST] P3U_2204Relay/LLND$G 0 3geh2 Nt configured 0 202311-231406:36.092 O data
- P3U_2208Relap/| 3pMM=IUT A pheB. W al mag.f [Mx] P3U_2204Relay/LLMO$G 0 $gcb2 Mot configured 1] 2023-11-2314:08:36.092 0ld data
Offl | n e m 0 d e . PaU_2208Fielay/I3pMMXLIT A phsC. cal mag f [MX] P3U_2204Relay/LLNO$G 09gch2 Not corfigured 0 202311-23140636092 O data

In online mode this list
contains information
on the current
communication status,
recent data values and
time stamps.

[scale100% 4|
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GOOSE connection list
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Source filter

Destination filter

Choosing Connection list from Data menu allows to view and export
the GOOSE connection list to a text file. The connection list can be
filtered by selecting the sending device and/or the receiving device.

=l

Source

| Destination

P3U_2158Relay/Obj1CSWI 1. Pos.stial
P3U_2158Relay/Obj1CSWI 1. Pos.stial
P3U_220ARelay fObj 1CSWI1. Pos.stval
P3U_220ARelay fObj 1CSWI1. Pos.stval
P3U_211Relay/Obj1CSWI1. Pos.stial
P3U_211Relay/Obj1CSWI1. Pos.stial
P3U_220ARelay fObj 1CSWI1. Pos.stval
P3U_220ARelay fObj 1CSWI1. Pos.stval
P3U_220ARelay,I3pMMXLU LA, phsB. cVal.mag. f
P3U_220ARelay/I3pMMXU 1.A. phsC. cVal.mag. f
P3U_211Relay/Obj1CSWI1. Pos.stial
P3U_211Relay/Obj1CSWI1. Pos.stial
P3U_2158Relay/Obj1CSWI 1. Pos.stial
P3U_2158Relay/Obj1CSWI 1. Pos.stial

P3U_211Relay/LLNO/NIL
P3U_211Relay/LLNO/NI2
P3U_211Relay/LLNO/NI3
P3U_211Relay/LLNO/NI4
P3U_218Relay/LLNO/NIL

- -
*% Export list of GOOSE connections to textual file [

Zagiszw: | | v15 - e ®crE-
= Nazwa ) Data modyfikacji  Typ

™ .
e Zadne elementy nie pasuja do kryteriow wyszukiwania,
Ostatrie miejsca

.
Pulpit

Biblioteki
A
Komputer

@

Siec

Lef L] ®

Nazwa piku [newuisT

Anulii

Zapiszjakotyp:  [Tex files "od)

Export

14



Event list

Event list view allows
to monitor in real
time all selected
events related to
GOOSE transmissions
(publishers and data).

This list is presented
in time order.

INFO TECH
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“e 61850 GOOSE System Viewer

File Transmission Data View Help

.
J & w @ ‘ @ ‘ g ‘ ‘ ‘ ‘ ‘ @ ‘ Network adapter | Ethemet MAC: Dd-81-D7-68-85-42 ~| z
Current status  Ewent list |Alarm list I Connection view I Sender statusl

D ata reference | GCE reference | MName | Walue | Time |
Publizher P3U_2204Relay/LLNO$G 0 $ack2 Statuz Old data 2023-11-23 15:06:44.162
Publizher P3U_2204Relay/LLNO$G 0 $ach2 Statuz ok 2023-11-23 15:06:36.109
Publizher P3U_211Relay/LLNO$G0 $acb Status ok 2023-11-23 15:04:38.963
P3U_211Relap/0bj1 CSWwWI1.Pos.stifal [ST] P3U_211Relay/LLM0$G0 $acb Mot configured oo 2023-11-2313:57:22.909
Publizher P3l_2204Relap/LLNO$G 0 $ack Statuz ok 2023-11-23 15:04:38.551
P3l_2208R elay/Obi1CSWI1.Pos. stval [ST] P3l_2204Relay/LLNO$G0$ack Mot configured oo 2023-11-23 13:56:44.5M
Publizher P3U_218Relay/LLNO$G0 $ocb Statuz ok 2023-11-23 15:04:38.291
F3U_218Relap/0b{1CSW1.Pos. sfifal [ST] P3U_218Relay/LLNO$G0 $ocbl Mot configured 0o 202311-2312:57:06.186
Publizher P3U_2204Relay/LLNO$G0$ack Statuz ok 2023-11-23 14:59:50.554
P3U_2204R elay/Obj1C5'wI1.Pas.stval [ST] P3U_2204Relay/LLMO$G0$ack Hot configured oo 2023-11-23 13:56:44.5M
Publisher P 218Relay/LLNO$E0$0ob1 Statuz Ok 2023-11-23 14:59:50.238
iPal_18R elaw/ObCoWwWI1. Pos.stval [ST] Pal_218Relay/LLMO0$G0 $0cb1 Mot configured oo 2023-11-2313:57:06.786
Publizher P3U_211Relay/LLNO$G0 $ocb Statuz ok 2023-11-2314:59:48.970
F3lU_211Relap/0b{1 CSWI1.Pos. sfifal [ST] P3U_211Relay/LLNO$G0 $ocb1 Mot configured 0o 202311-2312:87:22.909
Publizher P3U_2204Relay/LLNO$G 0 $ack2 Statuz Old data 2023-11-2314:57:53.740
Publisher P3U_218Relay/LLNO$G0 $ocb Statuz ok 2023-11-23 14:57:32.242
P3U_218Relay/0bj1 C5WwI1.Pos.stial [ST] P3U_218Relay/LLNO$G 0 $acb Hot configured oo 2023-11-2312:57:08.186
Publisher P3U_2204Relay/LLMO$G0$ach2 Statuz oK 202311-2314:57:31.723
Publizher P3U_211Relay/LLMO$G0 $ocb1 Statuz ok 2023-11-23 14:57:30.968
F3U_211Relap/0b{1 CSWI1.Pos. sfifal [ST] P3U_211Relay/LLNO$G0 $ocb Mot configured oo 202311-2312:57:22.909
Publizher P3l_2204Relay/LLNO$G0$ack Statuz ok 2023-11-2314:57:30.558
P3U_2208R elay/Ob1CSWI1.Pos. stval [ST] P3U_2204Relay/LLNO$G0$ack Mot configured 0o 2023-11-23 13:56:44.5M

[Scale 100 %
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Alarm

Alarm list view
presents these
transmitted GOOSE
data that have met
the alarm condition
specified in the
monitoring settings.
The alarm condition
appears as active and
can switch to inactive
due to a change in
the transmitted data
value. The user can
confirm both an
active alarm and an
inactive alarm.

The background for
each item in the list
informs about the
alarm status and its
acknowledgment.

INFO TECH
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"o 061850 GOOSE System Viewer

File Transmission Data View Help

2w @3

Current statusl Evertt ligt  Alarm list | Connection viewl Sender statusl

Metwork adapter |Ethernet MAC: D4-81-D7-68-85-42

D ata reference

[Scale100% /|
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Setup of alarm conditions

To set up alarm conditions, in offline mode invoke the configuration of
monitoring GOOSE communication by pressing icon e (see page 6).

Data value received in any GOOSE network input can trigger an alarm
according to the user defined formula. A variable v in the formula represents
the received data value. Alarm condition formula can use various arithmetic and
logic operators.

Here are some examples of formulas:

d v = 1 rises an alarm when the data value changes to true (or 1 in case of
integer or float types),

d v = 0 rises an alarm when the data value changes to false (or O in case of
integer or float types),

d v > 100 rises an alarm when the data value goes above 100 (high alarm
limit),
d v < 10 rises an alarm when data value goes below 10 (low alarm limit).

INFO TECH

your partner in R&D 17



Sender Status

Sender Status view allows
to trace transmissions from
GOOSE Control Blocks.

The columns show: IED
name, message type
(routable /non-routable),
MAC source address, MAC
destination address, IP (for
routable GOOSE messages),
APPID, GOOSE ID (GolD),
GCB reference address,
message counter, bit states
for TEST/SIMULATION and
NDSCOM, receive status.

Depending on the status,

a given transmission may
be marked with the
following background color:

INFO TECH
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» 01850 GOOSE System Viewer

File Transmission Data View Help

a [ 4 @ @ ‘ g | ‘ ‘ ‘ | @ Network adapter [Ethemel MAC: D 48107-68-8542 = 2
wrent status | Even IllAIlmIIE eclion view  Sender status |
IED | Tupe | Source MaC | Destination MaC__ | 1P | &ppID__ [ CorfigRev | GODSE ID | GCB ret | Messages Sim___| NDSCOM | Status
PaU 211 Mot routable  00-00-000000-00  01-0C-CD-01-0000  N/A 021 1 ] P3U 211RelaplL... 861 FALSE FALSE DK
P 218 Notroutable 000000000000  O1-OCCD-01-0001  NJA 218 1 v 218 PaLl 218ReloyLL . 553 FALSE FALSE DK
F3U 2204 Notroutable  00-00-00-0000-00  O1-DC-CD-01-00:02 NJA 01220 1 v 220 FaLl 2204Relsw/L. 860 FALSE  FALSE 0K
[00-0000:000000 [O1-OCCO-O100OC (N4 (0300 0000 (Test  [P3U 220dRelawd.. 23 ([FALSE |

[Scale 100% 4

Whitte / Green - correct transmission

Magenta - old data

Maroon - frame corrupted

Red - strong address conflict (same MAC/IP, APPID, ConRev, GOID)
- address conflict (same MAC/IP, APPID, ConfRev)

Grey- no data/no transmission 18



Parser

After invoking the
Parser window
(dedicated icon A ),
it is possible to track
captured GOOSE
frames.

The parsing outcome
can be configured.

Parser properties

v Physical layer
v Ethemet

v WLAN

v GOOSE header
v GOOSE FDU
v GOOSE data
[~ Mew data anly

INFO TECH
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Parzer window

XE e BB R

81-D7-

cb1 TTL:2 DSRef:P3U_218Relay/LLNOSDSGT GID:V_218 Test:0 CfgRev:1, NdsCo...

005%¢e Data timestamp:2023. 23 14:40:07.755500 StNum 2 SgMum 0
_Jl]bE Data values:

81-D7-63-35-A

cb1 TTL:4000 D5Ref:P3U_211Relay/LLMOSD5G1 GID:V_211 Test:0 Cfg
0 StMum 2 SgMurm 141

-01-00-02 Sre MAC:D4-81-D7-68-85-A2

DSRef:P3U_220ARelay/LLMNOSDSGT GID:Y_220 Test:0 CfgRev

5 . SqMum 54

Q0SE Data values:
: 10

|Configure parser

19



Contact:

www.infotech.pl

INFO TECH sp.].
Edisona 14
PL 80-172 Gdansk

wojciech.kozlowski@infotech.pl

Tel. +48 58 3018527
Mob. +48 602 799756
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