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From the recognized supplier of IEC 61850
software libraries and testing tools

[0 IEC 61850 Software Library (source code)
® Client part
m Server part
m GOOSE part
m SV part

[0 61850 CCC and 61850 SCC - client and server
communication DLLs for MS Windows

[0 61850 Avenue - testing toolset

IEC 61850 client tool

61850 Relay Simulator

GOOSE toolset

Sampled Values toolset

61850 ICD Editor

[0 61850 GOOSE System Viewer - testing & monitoring tool

INFO TECH

your partner in R&D




Problem to solve:
How to prepare and verify the
configuration of the control system?

[0 One possible approach for the test lab:
B Acquire all devices to be installed in the target place.

B Find and implement the way how process data changes and parameter data
changes can be stimulated and how controls can be traced.

B Build a test network together with the control system to be configured.

B Configure/reconfigure the devices and the control system and test all configured
communication exchanges (can be thousands of signals and data points).

B Iterate the previous step until all obtained test results are correct.

[0 Is there any more economic and less laborious approach?
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Which way of testing is easier?
Real system vs simulated system
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61850 SCL Runner - for whom

[0 Configuration of IEC 61850 based control systems
is complex due to thousands of data points in tens
of intelligent electronic devices (IEDs).

[0 Configuration engineers begin with offline
configuration of the control system based on
collected SCL files (communication capabilities of
IEDs are described in standard based Substation
Configuration description Language, called SCL).

[0 It would be ideal to verify the control system
configuration still before being able to build the
target installation with real communication
network and tens of devices.

[0 Here comes the support ...
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61850 SCL Runner - how

[0 Collected ICD/CID/SCD files can be used to setup an IEC 61850
server device simulator running on MS Windows PC.

[0 One or more server devices (IEDs) can be simulated using
different IP addresses.

[0 Data models exactly as in real IEDs.

[0 Data changes can be defined by the user using formulas: either
as fixed values or variable and time dependent.

[0 The simulator supports data sets and the reporting function with
BRCBs and URCBs: data and quality changes, integrity period and
GI trigger reports.

[0 All subscribed data flows can be tested by one click.

[0 The simulator supports control functions with proper behavior
dependent on the control model.

[0 The simulator supports GOOSE publishing (GoCB) and GOOSE
subscription (Inputs).

[0 IED start, stop and communication break-down situations can be

easily tested by one click.
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61850 SCL Runner - why

[0 Test the control system under configuration (IEC
61850 client end) for proper data access from
simulated target devices - using real SCL files.

[0 Save money by reducing purchases of various
devices from different vendors to your test lab.

[0 Save time by avoiding creation of the target system
replica in your lab.

[0 Focus on most critical parts of the project before
going to the installation site instead of being
distracted with lots of device vendor specific details.
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Initial view after the start-up

Simple, intuitive GUI
to begin with
opening an SCL file.

Remember to run
the program in
administrator mode
— if target IP
addresses shall be
used.

File Server Configuratio

F 61850 5CL Runner - Control Panel

Help

Daﬂﬂﬂ\@@@\

Interface  Polaczenie lokalne: MAC 00:FF:EB:EC:B4:84 v z | @

IP address

IP mask

RCE Indexing Boot time [ms] Manufacturer Type

Administrator mode

INFO TECH

your partner in R&D




Selection of ICD, CID or SCD file

simulation.

§ 61850 SCL Runner - Control Panel — Od =
File Server Configuration Help
Open Ctrl+0 ﬁ | m ﬂ m | ﬂ | ('D | Interfare | Fthernat MAC GR-29+A5:87:39:76 V| ‘ @
Open recent > 1 CAProgram Files (xB36)\INFC TECHY61850 SCL Runner\Demo.icd
Add address IF mask RCE Indexing  Boot time [ms] =Ll rel Type Status
Add recent »
Chuit Ctrl+Q . H
Latest used SCL files memorized.

Multiple SCL files can be used for

Opens C:\Program Files (x86)\INFO TECH\61850 SCL Runner\Dlemo.icd

Administrator mode
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SCL file parsed

# 61850 SCL Runner - Control Panel — O *
File Server Configuration Help
[::7 [::Z — lgo ﬂ @ 0 @ a @ Interface | Ethernet: MAC 98:29:A6:87:39: 75 ~ | -~ @

L - *’
IED Mame IF address IF mask RCE Indexing  Boot time [ms] Manufacturer Type Status
Demo 192.168.8.5 255.255.255.0 Default 1] INFOQ TECH 561850 fo... Mot created
I:‘ Demal 192,168.8.21 255,255,255.0 Default 1] INFQTECH 561850 fo... Mot created

nformation: IED named Demo already present in configuration: skipping!

Information: IED named Demo already present in configuration: skipping!
Information: IED named Demo already presentin configuration: skipping!
Information: IED named Demo already present in configuration: skipping!
Error: IP address: 192.168.8.5 for IED Demo cannot be added!

Administrator mode

Extracted from SCL file: IED name, IP address, IP mask, IED vendor, IED type description.
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Multiple SCL files can be used

3 D1 Projekby 5.INFO-TECH \ update_06_2022%soft\scl runnerDemo.icd
4 C:\Program Files (x86)\INFO TECH\&1830 SCL Runner\Demo.icd

{61350 SCL Runner - Control Panel — O *
File Server Configuration Help
Open Ctrl+0 B ‘ @ @ @ ‘ a ‘ O Interface | Ethernet: MAC 98:29:A6:87:39:76 z ‘ @
Open recent
Add IP address IP mask RCB Indexing  Boot time [ms] Manufacturer Type Status
Add recent > 1 D:\1.Projekty\5.INFO-TECH\update_06_2022\soft\scl runner\DemoT.icd INFO TECH 561850 fo...  Notcreated
INFO TECH 561850 fo... Mot ted
uit i 2 DA\1.Projekty\5.INFO-TECH\update_06_2022\soft\scl runner\Demoz.icd oLerea

Information: IED named Demo already present in configuration: skipping!
Information: IED named Demo already present in configuration: skipping!
Information: IED named Demao already present in configuration: skipping!
Information: IED named Demo already present in configuration: skipping!
Error: IP address: 192.168.8.5 for IED Demo cannot be addeH!

As it is possible that the control system configuration and the simulation will be based on

multiple SCL files (ICD/CID) instead of using one SCD file.
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SCL file is validated

F-

File Server Configuration Help

D=l @OD & 7V

5CL Runner - Control Panel

Interface Ethermet: MAC 98:29:A6:87:39:76

O

IED Mame IP address

Demo 192,168.8.5

[ pemo1 192.168.8.21

[Jrizs 192.168.8.105

O .0,220
Warning >

I Fatal error: Yalidating
g D\ Projekty5.INFO-TECH \update_06_2022\soft'\scl
runneristep1\Vamp210.icd against schema failed

| Yes | Mo

IP mask

255,255,255.0
255,255,255.0
255.255.255.0
255,255,255.0

RCEB Indexing

Default
Default
Default
Default

Boot time [ms]

0

0
0
0

Manufacturer

INFO TECH
INFO TECH

Schneider Elect...

ALSTOM

Type Status

561850 fo... Notcreated
561850 fo...  Notcreated
F139 Mot created
Pa42 Mot created

Areyou suretocontinu.ewiththisﬁle? \ PrObIemS detected durlng SCL file parSIng
are listed in the Error log section. The user
decides whether to proceed.

Validation error: Element '{http: ﬂwww iec.ch/61850/2003/SCL}ReportContral', attribute 'rptID%

Walidatinm mermrs Clammamd  Tabbem s L ime s A0 A WA DI AN mmme b mmbeal!  abibg dem Tem s M

Validation errar: Element "{http:/fwww.iec.ch/6 1850/2003/SCLRepartControl', attribute ‘rptID':
Validation errar: Element "{http: /fwwew.iec, ch/6 1850/2003/SCLRepartControl’, attribute ‘rptID':
Validation errar: Element '{hitp: /v iec, ch/6 1850/2003/SCLR eportControl', attribute 'rptID':
Validation errar: Element "{http: /v iec. ch/6 1850/2003/SCLReportControl’, attribute ‘rptID':
Validation errar: Element "{http:/fwww.iec.ch/6 1850/2003/SCLReportControl’, attribute ‘rptID':
Validation errar: Element "{http:/fwww.iec.ch/6 1850/2003/SCLRepartControl’, attribute ‘rptID':
Validation errar: Element "{http: /fwwew.iec. chy/6 1850/2003/SCLR eportControl’, attribute ‘rptID': "

Results of validation of file: D:\1.Projekty\5. INFO-TECH \update_06_2022\soft\sd runneristep 1\Wamp210.icd
Validation errar: Element '{http:/fwwmw iec. ch/6 1850/2003/SCLYSCL', attribute 'revision's The value 'A' does not match the fixed value constraint '8'.
Validation errar: Element "{http:/fwww.iec.ch/6 1850/2003/SCLReportControl’, attribute ‘rptID':

[facet 'minLength’] The value " has a length of '0"; this underruns the allowed minimum length of '1',
" iz not a valid value of the atomic type "{http: ffwww.iec.ch/61850/2003/5CL HMessagelD',
[facet 'minLength’] The value " has a length of '0%; this underruns the allowed minimum length of '1',
"is not a valid value of the atomic type '{http: /fwww.iec,ch/61850/2003/5CL  MessagelD,
[facet 'minLength’] The value " has a lenath of '0%; this underruns the allowed minimum length of '1',
" iz not a valid value of the atomic type "{http: ffwww.iec.chf/81850/2003/5CL HMessagelD'.
[facet ‘minLength’] The value " has a length of '0"; this underruns the allowed minimum length of '1'.
is not a valid value of the atomic type "{http:/fwww.iec.chf6 1850 /2003/5CLMessagelD'.
[facet ‘minLength’] The value " has a length of '0'; this underruns the allowed minimum |engﬁ'1 of'1

im = amlid =l

1m mE Hem i b b Huu.u. imm b lC AN NN IO VAR~

Add file with servers descriptions

Administrator mode
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IED properties can be modified

61850 SCL Runner - Control Panel — O >
File Server Configuration Help i Edit IED properties - o
[::7 E:; — lgg ﬂ| @ @ @‘ a‘ @ Interface | Ethernet: MAC 98:29:A6:8| 5=t Parameters for Dema
IED Name IP address IP mask RCE Indexing P I B2 . 188 . 8 ° Change...
| Demo 192.168.8.5 255.255.255.0 Default Mask I 255 ., 355, 355 0
D Demaol 192,168.8.21 255,255.255.0 Default
[]p13 f 192,168.8.105 2552552550  Default Boot time [ms] [0 B
D P642 192.168.0.220 255.255.255.0 Default
. RCB indexing Default =
O.pened by dogble click. > Diens
Simulated device IP address, mask, S
s wgs . . . . Sever ersecurity configuration
Initialization time (boot time), RCB cotine | I=
indexing rule, TLS and ACSE privatekey | =
authentlcatlon Settlngs Can be Set aS Client cybersecurity configuration
required in the test. ane | E
CRL file | | =
Certificate | | 7
Allowed IPs o
INFO TECH
r =

your partner in R&D
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Using secure communication:

TLS encryption and ACSE authentication

Enabling / Disabling
encryption and

authentication. \

Server cybersecurity

configuration section. == sz

Client cybersecurity
configuration section

INFO TECH
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F Edit [ED properties - O x

Set parameters for Demo

i | 277 . 0o . 0o . 1 Change... ¥
Mask | 255 . 255 . 255 . 0
Boot time [ms] |D =
RCE indexing Default i
Use TLS
Use ACSE authentication

Sever cybersecurity configuration

|ECH'|,61850 SCL Runner'-}:erﬁﬁcates'»,server.pem| 7 .@. l

Certificate

|‘ECH\,618 50 5CL Runner\,cerﬁﬁcahes\server.key| (] ﬁ

Client cybersecurity configuration

CA file |C: \Program Files (x88) \INFO TECH\51850 5CL F| A ‘j
CRL file |C: \Program Files (x88)\INFQ TECH'% 1850 SCL F| 7 ﬂ
Certificate |c: \Program Files (x86)\INFO TECH\6 1850 SCL |:| = @
Allowed IPs o

Cancel

cert, version 3
serial number @ 10:00

issuer name 1 C=XX, 5T=5tate, O=0rganisation, OU=0rgUnit,
CN=ValidIntermediateCACommonMame 1
subject name 1 C=¥X, 5T=5tate, O=0rganisation, OU=0rgUnit,

CM=VYalidServerCommonMame1
issued on 1 2022-05-20 12:22:35

expires on 1 2023-05-20 12:22:35

signed using  : RSA with SHA-256

RSA key size @ 2048 bits

basic constraints : CA=false

cert, type : S5L Server

key usage : Digital Signature, Key Encipherment

¢ TLS Web Server Authentication

ext key usage

Selected file validation is
listed in pop-up window.

Problems detected during
validation are listed in
window. J

Server certificate information n

Incorrect server certificate
Lw—nm—rrrwrmmmnwcrﬁrﬂj'—w—ll :
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Selected IEDs can be deleted from
the simulation set

Unwanted IEDs can be eliminated from the list.

£ 61850 SCL Runner - Control Panel - O X
File Server Configuration Help

D E:; — li:g. ﬂ ‘ @ @ @ ‘ a | (I/? Interface  Ethernet: MAC 598:29:A6:87:39:76 v 2 ‘ @

e I *"

IED Name IP address IP mask RCB Indexing  Boot time [ms] Manufacturer Type Status

D Demo 192.168.8.5 255.255.255.0 Default o] INFO TECH 561850 fo...  Motcreated
D Demol 192.168.8.21 255.255.255.0 Default 4] INFO TECH 561850 fo... Mot created
P139 192, 168.8. 105 255.255.255.0 Default 4] Schneider Elect... P139 Mot created
I:‘ 192.168.0.220 255.255.255.0 Default 4] ALSTOM Pe42 Mot created

Administrator mode

INFO TECH
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To start the simulation

Check-in the devices
that should be
simulated.

# 51250 SCL Runner - Control Panel — O *
File Server Configuration Help
7 [::"Z o IQ' ﬂ | @ @ @ | a | (00 | nterface  [Etheret: MAC s8:29:a6:87:39:76 v 2 ‘ ((h)

= ] #’
IED Mame IP address IP mask RCB Indexing Bt time [ms] Manufacturer Type Status
l:‘ Demo 192,168.8.5 255.255,255.0 Default 0] INFO TECH 561850 fo...  Not created
D Demol 192,168.8.21 255.255,255.0 Default a INFO TECH 561850 fo...  MNotcreated
P139 192.168.8.105 255.255.255.0 Default [u] Schneider Elect... P139 Mot created
P 192,168.0,220 255,255,255.0 Default 0] ALSTOM Pe42 Mot created

Before starting each simulation it
Is possible to choose the
network adapter (if multiple) to
be used by the given instance of
the simulation program.

N\

To start the simulation press Create button
(or select Server / Create from menu).

Administrator mode
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Simulation started

# 61850 5CL Runner - Control Panel — O *
File Server Configuration Help
' [:? - a lig @ @ @ a @ Interface  |Ethernet: MAC 98:29:A5:87:39: 75 v | . @

£ 7 -
IED Name IP address IF mask RCE Indexing  Boot time [ms] Manufacturer Type Status
|:| Demo 192.168.8.5 255.255.255.0 Default o] INFO TECH 561850 fo...  Notcreated
[ pemo1 192,168.8.21 255,255.255.0 Default Q INFO TECH 561850 fo... Motceated
P135 192.168.8,105 255,255.255.0 Default 0 Schneider Elect...  P139 Running
P&42 192.168.0.220 255.255.255.0 Default 4] ALSTOM P&42 Running

Checked-in IEDs are now simulated — Status changed to Running.

Administrator mode
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Each simulated IED in a separate
window

¥ 61850 SCL Runner - Generic IEC 61830 Server P139

File Server Automation Help

2@ Y€€ Y 0O

v wi P139

~-LD Control
~ LN LLND
> -FG ST
> -FC CF
» -FG DC
> -FG EX
LPHD1
cLo1
CILO10
cLoz
c1Lo3
CILO4
c1Los
ClLO6
FG 5T
-FG CF
FG DC
cLo7
c1Los
c1Los
cswI1
cswI1
cswI2
cswi3
cswI4
CSWIS
CSWIs
cswIz
CsWIs
cswie
LN RREC1
RSYNL
XCER1
XCBR2
XSWIL
XSWI10
XSWI2
XSWI3
XSW14

IX-1-0
EEE=E

Cvvvvvvy
EEECECECECEE L L LEEED
E=E=EEEEEEEEE E=E=E

-
S

-5
E=EEEEE

=
z

-
=

~ ‘ Variable |Vaiue |Auto |Cyde [s] [Formula

¥ 61850 SCL Runner - Generic IEC 61850 Server P642

File Server

Automation

o0CP€s 7 o

IED data model tree
allows viewing and
driving all data

VLD

]

Cvvvy

Lvvyvvvyvyyvvwvy

1 P642

Measurements

LN

> -

vvwvvyvil
=

EEEE . L EEEEEEEEEEEE e e
= =g=4= EEEEEEEEEEEEEE

LMD
FC 5T
FC CF

~FG DC
~FC EX

LPHD1
CliMsIGGIOL
LolMMTR 1
LolMMxU1
PriFouMMxU1

~FG MY

FC 5T

~FC CF
~FG DC

FC EX
PriFouMMxU2
PriFouMMXU3
PriHzdMMxU1
PriHzdMMxU2
PriHzdMMxXU4
PriLzdMDIF 1
PriLzdMDIF2
PriLzdMDIF4
PriMsiMMXU 1
PriMsiMMXUI2
PriRmsMMXU2
PriRmsMMXU3
PrivhzMMXU2
RtdGGIO1

FC MX

-FC 5T

FG CF

FC DC

SecFouMMXU1
SecFouMMXU2
SecFouMMXU3
SecHzdMMXU 1
SecHzdMMXU2

>

Variable | Value [Auto |Cyde [5] |Formuia

IP address as in
the SCL file

IED: P642 IP: 192.168.0.220 Running |

INFO TECH
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IED data values can be driven by
the user

. 61850 SCL Runner - Generic IEC 51850 Server P139 — O X
File Server Automation Help
5 ye€ o
UM eee Y %
v omEn P139 A || Variable Value Auto |Cyde [5] |Forn1u|a
w LD Control
STSModSstval
w -LN LLMNO Podéstva on i
. 5T$Modsg on
. 2 PG ST blocked
Lo -FG CF STEMod st
. »-FGDC —————————|test/blocked
. s -FCEX STSBehgstval
» ~LN LPHD1 STSBehsg 0000 {good. process}
» LN CILO1 ST&Behst 23 09:02:00,942
> -LN CILO10
. LN CILO2 ST&Healthsstval ok
> -LN CILO3 ST&Healthsg 00000000000 {good. process}
> -LH CLO4 STéHealthst 20j2-06-23 09:02:00.942
> LN CILOS -
> -LN CILO& STéLocsstval e
» LN CILO7 5Télocsg 00000000000 {good. process}
;LN CILos 22-06-23 09:02:00,942
> LM CILO9 TR
LN CSWI1 ST&PosSorigingorCat Jf | not-supported
> -FC 5T ST&PosSarigingorld
»-FG CO
s -FC CF STSPosSstVal middle
» -FG DC 0000000000000 {good. process}
» -LN CSWI1D 2022-06-23 09:02:00.942
v LN CSWI2
% -FG ST falze
»-FG CO
» -FC CF
» ~FC DC
> LN CSWI3
> LN CSWI4
> LN CSWIS
S M TOWITE v
IED: P139 1P: 192.168.8.105  Running

INor-o TECH E.g. CB position can’be manually set or chosen from drop down list.

your partner in R&D
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IED data values can be driven by
user defined formulas

I 61850 SCL Runner - Generic [EC 61850 Server P139 — [} X
File Server Automation Help
5 €€ Y o
vHe@e 9 K
w mE P139 # || Variable Value |Auto |Cyde [s] |Formula
~ -LD Control
STEModsstval
~ LN LLND ST$Moddstval  |on
I STEModsg 0000000000000 {good.process}
»-FG CF STEModst 2022-06-23 03:02:00,942
i »-FG DC P —
s .FC EX ST$Behsstval on
> ~LN LPHD1 STSBehsg ;1000000000000 {good.process}
» LN CILOL STéBehst 2022-06-23 09:02:00.942
> -LN CILO10 —_—
% LN CILOZ STéHealthsstval Ok
> -LN CILO3 STSHealthsg 0000000000000 {good.process}
> -LN CILO4 STéHealthst 2022-06-23 09:02:00.942
> LN CILOS _ |
5 LN CILOG STSLocSstval false
> -LN CILO7 STéloctq 0000000000000 {good. process}
7 L clLos sT! 2022-06-23 09:02:00.942
> -LN CILOS Hle= mes BRaE
w -LN CSWI1 STSPosSorigin$orCat | not-supported
» -FG ST ST4PosSorigingorldent
»-FG CO —_—
. .FC CF STSPosSstval middle
> -FC DC ST&PosSq 0000000000000 {good.process}
> -LN CSWI10 ST&Posst 2022-06-23 09:02:00.942
~ LN CSWI2 _—
3 -FG ST STSPosSstSeld false
»-FG CO
> -FC CF
»-FG DC
> LN C3WI3
> -LN C5WI4
> LN CSWIS
M TEWITE v
IED: P139 IP: 192.168.8.105 Running

E.g. time dependent formulas. The formula can be enabled or disabled for automatic execution,
the formula execution cycle in seconds can be defined (0 — as fast as possible).

INFO TECH
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Examples of simulation formulas

Data attribute Formula
GGIO1$ST$Ind1$stVal T mod 2

Digital input value changing every second between on and off (true and false)

MMXU1$MX$phsAscVal$smagsft 2000+ 100*sin(T)

Phase A current amplitude value oscillates around 2000 with £100
CSWI$ST$Pos$stVal if(T>300,1,2)

CB position closed and changes to open after 300 seconds

INFO TECH
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Operators and functions in formulas

User defined variables and time can be used with variety of operators and functions to create
simulation formulas, e.g. analog signal waveforms, trip conditions with start level, CB position
dependent on trip status etc.

and
xor

Symbol Explanation

Factorial i.e. 15 gives 1%¥2*%3*4*5 = 120
Percentage i.e. 10% gives 0.1

Negate i.e. -10 gives -10 and —10 gives 10
Positive value i.e. +10 gives 10

Power i.e. 32 gives 9

Multiplification i.e. 2*2 gives 4

Division i.e. 4/2 gives 2

Integer division (result and operands are treated as integers)
Remainder i.e. 3 mod 2 gives 1 (result and operands are treated as integers)
Sum i.e. 2+2 gives 4

Substract i.e. 4-2 gives 2

Substract i.e. 4-2 gives 2

Substract i.e. 4-2 gives 2

Less than i.e. 3 < 2 gives 0 (false)

Less than or equal toi.e. 1 <= 2 gives 1 (true)
Greater than or equal to i.e. 4 == 2 gives 1 (true)
Greater than i.e. 4-2 gives 2

Equal to i.e. 4 = 2 gives 0 (false)

Not equal to i.e. 4 <> 2 gives 1 (true)

Logical negation i.e not 0 gives 1 and not 1 gives 0
Bitwise or i.e 1 or 4 gives 5

Bitwise and i.e. 3 and 6 gives 2

Bitwise xor i.e. 7 xor 5 gives 2

INFO TECH
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if
intpower

In
log10
logN
max
min
pi

pow

radtodeg
randG

random
round
sin
sinh
sqr
sqrt
tan
tanh
trunc

Conditional result: if argument 1 evaluates to true (is not 0) result is equal to
argument 2 otherwise result si equal to argument 3

IntPower raises argument 1 to the power specified by argument 2 (both
arguments are treated as integers)

Natural logarithm (Ln(e) = 1) of the argument
Logarithm of baase 10 of the argument
Logarithm base N of X

Maximum of 2 arguments

Minimum of 2 arguments

The ratio of a dircle's circumference to its diameter. Pi is approximated as
3.1415926535897932385

Power raises argument 1 (base) to power given by argument 2 (exponent).
For fractional exponents or exponents greater than 2147483647, base must
be greater than 0

Converts angles measured in radians to degrees

Produces random numbers with Gaussian distribution parametrized by
argument 2 (standard deviation) about the argument 1 (mean).

Produces random number within the range 0 <=X < 1
Rounds a real-type value to an integer-type value
Sine of the argument

Hyperbolic sine of the argument

Square of the argument

Square root of the argument

Tangent of X

Hyperbalic tangent of X

Truncates a real-type value to an integer-type value (value of X rounded
toward zero)
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User defined variables in formulas

& 612850 SCL Runner - Generic IEC 61850 Server P139 — O >

File Server Automation Help

-LD Control [ \iariahle | vale | st | Cude Is1 | Earmyla A
w -LN LLNO

BE Variables list — O >
»-FG 5T

» -FG CF

> -FG DC

» -FG EX
LN LPHD1 £ Add variable - O * Edit...
~LN CILO1
~LN CILO10
~LN CILOZ
~LN CILO3
~LN CILO4
~LN CILOS
LN CILOB Variable reference
LN CILOT Conuol,meossTWodmval
LN CILO8 LNOSSTSBehss
~LN CILOS

Variable name Reference Add...

Variable name |HD 1_Trip | Delete

Logical device | Control ~ | Logical node |LLNO i |

L T I —

Conholﬂ.LNO.‘tST.ﬁ.oc&'stVal

LN CSWI1 Control/LLNOSSTSLocksstval
» -FG 5T Control/LLNOSSTSOrdRunSstval
»-FG CO Control LLNOSCF $ModSctiModel

> -FC CF

> -FG DC
~LN CSWI10
w -LN CSWI2
» -FG 5T
> -FG CO
» -FG CF |

- oK Cancel
~LN C5WI4 MOS0 SHEMFTTS:

~LN CSWIS LLNOSDCSNamPItsd
LN CSWI

LM T ¥ | LLNOSDCSMNamPltsconfighe W
IED: P139 IP: 192.168.8.105 Running

Formulas can be based on user defined variables, referencing selected IED data attributes.
If required, the formulas can be simultaneously enabled and disabled.

INFO TECH

your partner in R&D

v

| Cancel
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Examples of simulation formulas with
user-defined variables

Data attribute Formula User variable

MMXU1$MX$phsAs$cVal$magsf = if(CB_pos = 2,2+1*sin(2*T),0) _ IphsA

Phase A current amplitude value defined by time dependent formula if CB position closed,
and value 0 if CB position not closed

PTOC1$ST$Op$general = if(IphsA>2.85,1,0) — OC1_trip

Overcurrent protection trip if IphsA (value of phase A current) exceeds the given limit

PTRC1$ST$Tr$general — OC1_trip or OC2_trip or EF1_trip ~ T/IP

Common trip signal active if any of the trip signals from 3 protection functions is active
CSWI$ST$Pos$stVal = if(Trip,1,2) — CB_pos

CB position open if Trip active, and CB position closed if Trip not active

INFO TECH

your partner in R&D 24



Quality attribute values can be
driven by the user

R 61850 SCL Runner - Generic IEC 61850 Server P139 — O

File Server Automation Help

Quiality attribute values
can be enforced by the
user directly, by a formula
or set in the dialog
window.

HMeeo v €€ 70O

LD Control - ||Variable Walue |Auho |Cyde [s] |Formula
v LN LLNO !
i W .FC ST Set data quality * (T EE on
% -FC CF BSTSModsg 0000000000000 {good. process}
Validi
»-FC DC @G::; 4 ESTSModst 2022-06-23 09:02:00.940
i > -FG EX
> -LN LPHD1 O1nvalid EST$Behsstval on
5 LM CILO1 (C) Questionable BST$Behsg 0000000000000 {good.process}
> LN CILO1D Source EsTéBehst 2022-06-23 09:02:00.940
> -LN CILO2 @ Process o
> -LN CILO3
Substituted
> -LM CILO4 O ESTSHealthsg .(.3000000000000 {good.process} I
; 'L': gtg: [Coverfiow BSTéHealthst 2022-06-23 09:02:00.940
» LN CILO7 [Joutof range BSTSLocsstval false
> -LN CILO3 [[]Bad reference BSTélocsq 0000000000000 {good.process}
> -LN CILO9
v LN CSWI1 [ oscillatory Slocst 2022-06-23 09:02:00.940
> -FG 5T DFaiIure Slocksstval false
»-FG CO (o EsTélocksg 0000000000000 {good. process}
» -FG CF
s -FC DC [Jinconsistent BST&Lockst 2022-06-23 09:02:00.940
> -LM CSWI10 [inaceurate ESTSOrdRungstval | false
v "")" :fzwsf [Jrest BST$0rdRunsq 0000000000000 {good.process}
» .FC CO [JBlocked BST$OrdRunst 2022-06-23 09:02:00.940
»-FG CF BCF$ModScModel | status-only
» -FG DC
o LN CSWI3 Cancel EDCSMamPItSvendor
> -LN CSWI4 CSMamPltsswRey
> -LN CSWIS LLMDEDC $NamPltsd
» LN CSWIS _—
M T ¥ || LLMDSDCSMamPltéconfigRe

INFO TECH

your partner in R&D

IED: P139 IP: 192.168.8.105 Running




Control system / client can connec
to simulated IEDs and act

§° 61850 SCL Runner - Generic IEC 61850 Server P3U_220

*61850 Avenue 2.1.9 - New IEC-61850 server [192.168.8,

File Sever Automation Help

Window

Connection

Server Help

n Mew IEC-61

EERA S

Servers

-New IEC-G1850 server [192.168.0.22¢

0]
New IEC-61850 server [192.168.8

=]

E Main -
Name New IEC-61850 se|
Address 192.168.8.19
Port 102

E Remote 051 Parameters
AE Qualifier 12
Application 1D 1.1.1.999.1
05| Presertation . 00000001
(051 Session Selec D001 =
Q5] Transport Sel 0001 -

Address
Intemet Protocol Address of remote device
{IPv4, IPvE or name).

UMeooedee Vo

@ P3U_220 Variable |Valua ‘Autﬂ |Cyda [l |Fnrmula
: L@ 192.168.8.220 DIRDRE1SSTSModsstial |on

»| §F 61850 SCL Runner - Generic IEC 61850 Server BAY1

File Server Automation Help

oOQo I ee o

[=~LN CMMXU1

LN CMSTAL

LN CSMSQI1
LN DEFHPTOC1
LN DEFHRDIR1
DEFLPTOC1
LN DEFLPTOC2
LN DEFLRDIR1
LN DEFLRDIR2
LN DIAGLCCHL
I»~FG ST
|»-FG CF
I»-FG DC

I -FG EX
4-LN DPHHPTOCL
FG M

-FG 5T

AV YT TYTYY
=
=

LN DPHHRDIR 1

LN DPHLFTOC1

Select vari,

LN DPHLFTOC2

LN DPHLRDIR1
LN DPHLRDIRZ
LN EFHPTOC1
LN EFIFTOCT
EFLPTOCL

|NewIEC-61850 SErVeEr [192.1|GetSGCBVaIuesRes+ (invokeld:46 referel

INFO TEC

LN EFLPTOC2
LN EFPADM1
LN EFPADMZ
LN EFPADM3
LN FLTMSTAL
LN FMMXUL

LN FRPFRC1

. 1w cnnenca

TPV TR YV YVEVY YV VT
-
=

n

Variable Value |Aum |Cyde [£] ‘Formula
DEFLRDIR 16MX$0pAEF $magéf 0

DEFLRDIR 18MX$0pAEF$gq 0000000000000 {good.process}
DEFLRDIR 1$MX$O0pAEF §t 2020-01-08 15:02:31.854
DEFLRDIR 18MX$0pPolAngsmagsf 0

DEFLRDIR 18MX$0pPolAngsq 0000000000000 {good.process}
DEFLRDIR 18MX$0pPalAngst 2020-01-08 15:02:31.854
DEFLRDIR 18MX$0pChrAngsmagsf |0

DEFLRDIR 18Mx$0pChrAngs$q 0000000000000 {good.process}
DEFLRDIR 1$MX$0pChrAngst 2020-01-08 15:02:31.854
DEFLRDIR 1$5T$Mods$stval on

DEFLRDIR 185T $Mod$q 0000000000000 {good.process}
DEFLRDIR 1$5T $Mod$t 2020-01-08 15:02:31.854
DEFLRDIR 185T$Behéstval on

DEFLRDIR 185T$Behsg 0000000000000 {good.process)
DEFLRDIR 185T $Behst 2020-01-08 15:02:31.855
DEFLRDIR 185T$HealthSstval 0 No O if{0C1_Trip or OC2_Trip,1,2)
DEFLRDIR 185T$Healthsq 0000000000000 {good.process}
DEFLRDIR 15T $Healthst 2020-01-08 15:02:31.855
DEFLRDIR 185T$Dirsgeneral false

DEFLRDIR 185T$Dir $dirGeneral unknown

DEFLRDIR 185T$Dirsq 0000000000000 {good.process}
DEFLRDIR 185T$Dirt 2020-01-08 15:02:31.856
DEFLRDIR 185T$InRcaCsstval false

DEFLRDIR 1£5T&InRcaCtléq 0000000000000 {good.process}
DEFLRDIR 185T$InRicaCtist 2020-01-08 15:02:31.856
DEFLRDIR 18CF $Mod $ctiMode! status-only

DEFLRDIR 18CF $ChrAngSunitsSSIUnit

0

] »

Press F2 or double click to edit the values

IED: BAY1 IP: 192.168.1.10 Running

your partner in R&D
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ontrol command testing

Walue:

Quality:

Control
Value:

Time

Mew [EC-61850 server [192.168.

Status Information

Time Stamp: 2020-01-02 10:41:12
Orginator

Cateqory:

1L 190

DemoProtCir/Cbj1CSWIL.Pos

{intermedizte}

0000000000000 {Good, Process}

Time Stamp: 2015-12-30 11:18:07 218 [Leap Second Known][Time Accuracy = 10 bits]

Control accepted and executed with
generated Command Termination.

IED data view

¥ 61850 SCL Runner - Generic IEC 61850 Server BAY1
i

y4

] T

Eile Server Automation Help

Moo

\eem/\@

~LN CMMXU1
-LN CMSTA1

E-

remate-control -] Id: COAS08TT

~
=

CSMSQI1

DEFHPTOC1
DEFHRDIR 1
DEFLPTOC1
DEFLPTOC2
DEFLRDIR1
DEFLRDIR2
DIAGLCCH1

~
=

===
zz=z=

AT YT TTT VYT
=

,_
=

Service Message

Client control
window

~
=

DPHHRDIR 1
DPHLPTOC1
DPHLPTOC2
DPHLRDIR1
DPHLRDIR2

EEEE
-3

INFO TECH

~
=

EFHPTOC1
EFIFTOC1

~
=

~
=

EFLPTOC1

your partner in R&D

~
=

EFLPTOCZ
EFPADM1
EFPADM2
EFPADM3
FLTMSTA1
FMMXU1

N FRPFRC1

EEEEE
-3

g

m

Variable Value |aute |Cyde ] |Formuia

— || DEFLRDIR 18MX$0pAEF $magéf ]
DEFLRDIR 1SMX$OpAEF $q 0000000000000 {good.procs)
DEFLRDIR 15MX$OpAEF$t 2020-01-08 15:02:31.854
DEFLRDIR 15MX$0pPolAngSmagéf "]
DEFLRDIR 18MX$OpPalAngsq 0000000000000 {good.pfffcess)
DEFLRDIR 1£MX$O0pPolAngst 2020-01-08 15:02:31.8
DEFLRDIR 1$Mx $0pChrAng$magsf 1]
DEFLRDIR 18MX$0pChrAng$gq 0000000000000 {googforocess}
DEFLRDIR1SMXSOpChrAngSt | 2020-01-08 15:02:3f§B54
DEFLRDIR 165T$Mods$stVal on
DEFLRDIR 155T$Mod$q 0000000000000 {ciibd. process}
DEFLRDIR 15T $Mod$t 2020-01-08 15:061.854
DEFLRDIR 15T éBehéstyal on
DEFLRDIR 185T$Behséq 0000000000000 {good. process}
DEFLRDIR 185T$Behst 2020-01-08 15:02:31.855
DEFLRDIR 155T§Healthgstval 0
DEFLRDIR 185T $Healthsq 0000000000000 {good.pracess}
DEFLRDIR 185T $Healthst 2020-01-08 15:02:31.855
DEFLRDIR 155T $Dir $general false
DEFLRDIR 15T SDir dirGeneral unknawn
DEFLRDIR 185T ¢Dir$q 0000000000000 {good.process)
DEFLRDIR 185T§Dir§t 2020-01-08 15:02:31.856
DEFLRDIR 185TSInRcaC$stval false
DEFLRDIR 155T§InRcaCtlsq 0000000000000 {good. process}
DEFLRDIR 185T§InRcaCHSt 2020-01-08 15:02:31.856
DEFLRDIR 1$CF $ModéctiModel status-only

_ | DEFLRDIR 15CF$ChrangSunits$sIUNit |0

L

Press F2 or double click to edit the values

IED: BAY11P:192168.1.10 Run mn%




Reporting function testing

| Sever  Comnection  Window  Help

New[EC-61850 server [19.. B X

Data Set Reference
Scope: | DemoProtCtd/Obj1CSV|
Name: NewDataSet

Data Set Members

Name i

pd

Data changes driven by user
are reported by enabled

RCB.

—/

Servers 2 E—
Ewnas AV
New |[EC-61850 server [192.168.0.22: -0 Mod N FC Val
- New |EC-6 1850 server [192.168.8. 18] - e ele,
New\E(. 1850 senver [102 1623 RptlD 3
D Health Rotenz BR true
D NanPlt Datset ER  DemoProtCtiiLLND.DST_Disconnector
D Loc M| - ConRer BR 1
~D§ D5 1 Disconnectar OptFlds ER 0111110110 {sequence-number, report-time-stamp, rezson-for-inclusion, datz-set-name, data-reference, enirylD, conf-rev}
DS Ds2_Protection BufTm BR 1000
~D§ DS3_GOOSE Salum BR 1
DS D54 GOOSE TrgOps BR 011111 {data-change. quality-change. data-update. integrity. general-interrogation)
B brco IngPd R 0
B8 brch2 el BR fabse
P uch1 PurgeBut BR false
8P wch2 EntrylD BR_0000000000000001
60 gebl TimeOfEntry BR 20200102 0355:46 838
~60 gcb2
86 SGCB r =
LN LPHD1T ¥ 61850 SCL Runner - Generic IEC 61850 Server BAYL
D PhyNam File Server Automation Help
D PhyHealth
D Praxy 8 New IEC-61850 server [192.168.19): DemoProtCtri/LLNO.breb [:7 ﬂ @ @ 0 e
g I, C LN DIGGIOL
4] ‘ ] D Mod Repott Idertiier:
L=t —— D Beh E Data Set Reference: DemoProtCti/LLN0.DS 1_Disconnector
TLS authertication Required - - D Health
TLS cetficate file D NamPlt Configuration Revision: |1 Integriy Period ms]: [0
a thentication - D Indl
Mechanism Name None D Ind2 Buffer Time [ms]: 1000 Entry Identifier: 00000000
Fesanard 0 Inds Sequence Number, |1 Tine OfEny: (2020010
O Local 0S| Parameters D Indd
AE Qualfier 12 D Inds s Tim ‘Trigger Options.
Application 1D 1.1.1.999 LN 13GtPTOCT Option Fields LN DIAGLCCH1
Application Timeor 10 LN I3GPTRCL b -FG ST
Max. MMS Frame 65280 LN ObjiCswIi bFC CF
Max. MMS Servics 1 M D Mod b FC DC
Wi, MMS Servir 1 D Beh b F
0S| Presentation * 00000001 D Health 4 LN DPHHPTOC1
05| Session Selec 0001 D NerPlt b FG M
05| Session Timer 2000 D Loc b FG ST
1| o8 Trarspot sek 0oo1 D OpCrRs b-FC CO
0S| Transport Tim 1000 ~D P P FG CF
TCP Cornect Res 250 E LN ObjIXCBR1 & -FG DT
TCP Keepalive Int 5 LN ObjXSWI1 J b FG 5P
TCP Keepalive Tr 0 LN Obj3CSWI2 b FG 5G
TCP Receive Buff 0 1N_Chi?¥rRR? = b FC EX
TCP Send Buffer 0 / t: EE:T:T.SE
e LN DPHLPTOC2
Delzy Tme [ns] 0
Spit Reading LN Enabled £ ReportD Reason { Received SN BOVf DafaSet t: E::ﬁ:i;
o DemoProtCtri/LLNOSBR $breb 1 g 20200102 9:55:47.030 0 DemoProtCtrl LLNOSDS 1_Disconnector LN EFHPTOCL
TCP Send Buffer Size [bytes] LN EFIPTOCL
The TCP send buffer size is specfied for
connection and its handing is system speci e

INFO

ECH

your partner in R&D

T
]
g
8

|| variable Value ‘Autn ‘Cyde [=] ‘Fnrmu
— || cosmodsopersctval 0
CO$Mod$OpersorigingorCat not-supported
= ||| cosmodsOpersorigingorIdent.
CO$ModsOpersctihium [}
CO$ModsOper T 1970-01-01 00:00:00.000
CO$ModsDpersTest false
CO§Mod$OpersCheck no-check
CO$TstOutCmdgOper sctival [}
COSTSOUCmd$OpersarigindorCat | not-suppor

CO$TStOutCmd$Oper ST
COSTStOutCmasOper Test

COSTstOutCmd$OperoriginSorldent
COSTStOutCmdSOperSctibum

COSTstOutCmdSOperSCheck

0
1970-01-01 00:00:00.000
false

no-check

Press F2 or double click to edit the values

IED: BAY1 IP: 192.168.1.10 Running
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General data change button

. 61250 SCL Runner - Generic IEC 51850 Server P139 - O X

File Server Automation Help

R0 Dee

D Control General data changei A || variable Value |Aum |Cyde =] |Formula ~
~ LN LLNO
. LLMO: odsstval on
i »-FC ST %
N LLNDSTEModég 0000000000000 {good. process}
» -FG DC LLNOSSTéModst 2022-06-23 09:02:00.940
.5 -FCEX P —
S LN LPHD1 LLMOSST $Behgstval on
> -LM CILO1 LLND%STSBehsg 0000000000000 {oood. process}
» LN CILO10 LLNO$ST¢8ehst 2022-06-23 09:02:00.940
> -LM CILO2 |
S LN CILO3 LLMOSSTSHealthsstval ok
> -LM CILO4 LLNO$STSHealthsg |§;Joooooooooooo {good process} |
> -LM CILOS
LLND Ith 2022-06-23 03:02:00.540
5 LN CILOG LNDSSTSHealthst |
5 LN CILO7 LLMOSSTSLocSstVal false
> LN CILOB LLNDESTSLocSg 0000000000000 {good. process}
> -LM CILOS e
LN CSWIL LLNDESTSLocst 2022-06-23 09:02:00,940
s -FC 5T LLMOSST SLocksstval false
» -FG CO LLND$STELocksq 0000000000000 {good.process}
> -FC CF S R S
» -FC DC LLNDSST&Lockst 2022-06-23 02:02:00.240
> -LN CSWI10 LLMOSSTSOrdRunsstval | false
v "L:' ﬁiWSITZ LLNO$ST$0rdRung 0000000000000 fgood. process}
. FC CO LLNDSSTSOrdRUnSt 2022-06-23 09:02:00.540
»-FG CF LLMOSCFEModsctiModel | status-only
» -FC DC LLNOSDCSNamP|tsvend
5 LN CSWIZ $DC3NamPitgvendor
> LM C5WI14 LLNDSDCSNamPltsswRev
» LN CSWIS LLNOSDCENamPItsd
> -LM CSWIs
M FSTT v LLNU@CWEH‘IPH:&:OHﬁng w
Enforce data change of all monitored values IED: P139 IP: 192.168.8.105 Running

Allows to enforce automatic value change for ALL data subscribed by clients

I N o TECH (from all enabled RCBs) — test of all subscribed data flows to the clients!

your partner in R&D 29



Dataset data change button

¥ 61850 SCL Runner - Generic [EC 61850 Server P139 - O X
File Server Automation Help
” v ee Yo
siicol X 2
~ -LD E:nLtrL::U ?Dataset data change' || Variable Value |Auto Cyde [s] |Formula ~
[
; LLMO odSstval an
. > -FC ST %
. S FGCF LLMD$STEMod ég 0000000000000 {good.process}
. »FCDC LLNO$STSModst 2022-06-23 09:02:00.940
i »-FC EX —_—
. LM LPHD1 LLMDS5TSBehsstval on
> -LN CILO1 LLMDSSTSBehsq 0000000000000 {good.process)
> LN CILO10 LLND$STSBehst 2022-06-23 09:02:00.940
> -LN CILO2 —_—
5 LN CILO3 LLMO5STEHealthsstval Ok
> LW CILO4 LLMDSSTsHealthsg 000000000000 {good. process} |
> -LN CILOS
LLMD ealth 2022-06-23 09:02:00.940
» -LN CILO& u
s -LN CILO7 LLMDSSTSLocSstyal falee
7 LN CILOZ LLMDSSTELocSq 0000000000000 {good.process}
> -LN CILO9 —_—
w LN CSWI1 LLMD§STELoct 2022-06-23 09:02:00.240
> -FG 5T LLMDSSTSLockSstval false
»-FG CO LLNDSSTSLockéq 0000000000000 {good. process}
> -FC CF —
. .FC DC LLMDSSTSLockst 2022-06-23 09:02:00.940
> «LN CSWI10 LLMOSSTSOrdRunsstval | false
Y "L:' EEWSITZ LLNDSSTSOrdRunsg 0000000000000 {good.process}
S FC CO LLNOESTéOrdRuNSt 2022-06-23 09:02:00.240
»-FG CF LLMOSCFSModscModel | status-only
» -FG DC —_—
o LN CSWI3 LLMOSDC $MamPltsvendor
> -LN C5WI4 LLMDSDC SMamPltSswRev
> -LN CSWIS LLNDSDCENamPItsd
> -LN CSWIg —_—
M ST * || LLMDSDC $MamPltSconfighe W
Enforce data change of all values assigned to datasets IED: P139IP: 192,162.8.105 Running

Allows to enforce automatic value change for ALL data
om
IN ™ O TECH assigned to data sets — for testing data flows to the clients!
your partner in R&D 30



Remember to save created data
change formulas for the next test

File Senver
Open..

Cuit

Automation  Help
Ctrl+0
Ctrl+5

Export secrets

Ctrl+ 0

I 61850 SCL Runner - Generic IEC 61850 Server P139

LM
LM
LM
~LN
LM
LM
LM
~LN
LM
LM
LM
~LN

€W W W W W W WV W W W W ]

W
-
=

>
> -LN
>
>

LN

R |

3 .
5 .

-FG DC
-FG EX

LPHDI1
CILo1
CILO10
CILo2
CILO3
CILO4
CILOS
CILOG
CILO7
CILO8
CILO9
CSWI1

“FG ST
FG CO
“FG CF
“FG DC

CSWI10
Cswiz2

“FG ST
-FC CO
-FC CF
“FG DC

CSWI3
C5WI4
CSWIS
CSWIG

CEWTT

Yee ”o

Save simulation setup to file

Variable Valug |.num |Cyde [=] |Formula
LLMOSST SModSstval on

LLMOSSTSModSg 0000000000000 {good.process}

LLNO$STSMod 5t 2022-06-23 09:02:00.940

LLMOSST SBehsstyal
LLMO$5T$BehsSg

LLNOSST $Behst
LLMOSST SHealthsstval
LLMOSST SHealthsg
LLMOSST sHealth st

LLMOSST SLocsstVal
LLMOSSTSLocsg

LLMOSSTSLocst
LLMOSSTSLocksstval
LLNDS$STSLocksq
LLNO$STS ockst

LLMOSSTS0rdRunsstval
LLMOSSTS0rdRunsg

LLMOSSTSOrdRunSt
LLMOSCFSModSctiModel
LLNOSDC SNamPltSvendor
LLMOSDC ShamPltSswRey

LLNOSDCENamPted

LLNOSDCENamPltsconfighd

on
0000000000000 {good.process}
2022-06-23 09:02:00,940

Ok

0000000000000 {good.process}
2022-06-23 09:02:00.940

falze

0000000000000 {good.process}
2022-06-23 09:02:00,940

false

0000000000000 {good.process}
2022-06-23 09:02:00.940

falze

0000000000000 {good.process}
2022-06-23 09:02:00.940
status-only

IED: P139 IP: 192.168.8.105 Running

INFO TECH

your partner in R&D
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SCL Runner as GOOSE Publisher

Using SCL Runner it is possible to simulate GOOSE Publisher function by
the definition of GoCB object included in the imported SCL file.
Transmission parameters and the dataset will be configured as specified
in the chosen control block of the selected device.

i 61850 5CL Runner - Generic [EC 61850 Server P3U_S_101 - O X

In this way SCL Runner
can simulate GOOSE o milco) X « I IR - -IN7aN o)

womEd P3U_9_101

tra nsm | SS | on p e I"fO rme d ~ LD Relay ;1 ‘:‘;':DEna :‘::; Auto | Cycle [s] |Formula

by another device. It - e i
allows to test how oo sasconfe 1

-FG RP gch28MNdsCom false

GOOSE messages will be e -
recelved and processed [0 50 szZSD:tAdd:::svm 34

by devices with GOOSE : a5
Subscriber function. Ry ——

L D RelayNI2GGI013865TE5PCS0OL
D Relay/Obj1CSWI1$5TSPos
i I Relay/To IMMXU118MX$A Sneut
LN VampLPHD1
LN ToIMMXU11
-LN LED3GGIO202
LN OC1PTOC1
LN Obj1CsWI1
LN Ohj2c5WI2

] | LN Obj3CSWI3 v
r IED: P3U_9_101 IP: 192.168.9.101 Running

your partner in R&D




SCL Runner as GOOSE Publisher

§5 61850 SCL Runner - Generic IEC 61850 Server P3U_9_101

File Server Autornation Help

-y

I D RelayNIsGGI0185T$SPCSO 1|

D Relay/VI2GGIO13885TSSPCSO1
D Relay/Obj1CSWI1$5TSPos
D Relay/IoIMMXU118MXSASneut
VamplLPHD 1
ToIMMXUI11
LED3GGIO202
OC1PTOC1
Obj1csWIl
Obj2cswiz
Obj3CsSWI3
VI1GGIO137
VI2GGIO133

~LN VI3GGIO139

~LN VI4GGIO140
~ -LN VIsGGIO1

~ -FG 5T
i »-D Mod

LI
- LI
LI
LI
- LI
LI
LI
- LI
LI

@O Y €€

7o

Variable Value

E Parzer window

*E #Ea R

SPCSO18stval |true

5PCS018q
SPCSO18t

0000000000000 {good. process}
2020-01-20 09:53:31.007

-D Beh v

Press F2 or double click to edit the values

File Transmission Data Help

The selected GoCB can be monitored to
test the performance of transmitting pojeooL  TALE
detect
interruptions of transmissions, etc.). d

device (e.q.

NFfO TECH

your partner in R&D

data

@ g @ Metwark adapter |Ethemet MAC: 98-25.46-87-33-76 ~| ::
Ethernet GOOSE
Source ’m ApplD ’m Sthum m
Destination [ 01 - 0C - CO- 01 00 22 L (R TR | SgNum [165 =
VLAN DSRef [F3U_5_101Relay/LLNOSDSGZ CfgRev |1 =
Fioiy [4 2] CBRef [P30_9_101Relay/LLNO$GE0$ach2 MNComm [FaLsE |
7 oI T | G0 [EASERGY Test  [FALSE |
o[22 HE Time  [2020-01-20 03:53:31.040 Staus  JOR
Data items
Idx Type Value Data reference ~
I 1]
0.1|QualiTy 0000000000000
Ch an g eS, 0.2 |TIME 2020-01-20 09:53:31.007
1]STRUCT |3 element(s] P3L_9_101Relap/VIZGEI0T38.5PCS01 [5T]
1.0[eo0L FALSE
1.1 |QualiTy 0000000000000
1.2|TIME 20204020 09:25:00.171
b 2|STRUCT |3 slement(s] P39 10 Frelap/Ob{1C5WI1 Pas [3T]
20lesz 00 v
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SCL Runner as GOOSE Subscriber

% GOOSE Sender - m] X
R 61850 SCL Runner - Generic [EC 61830 Server P3U_211 | File Edit Tansmission Help
File Server Automation Help ﬁ @ |-:+— x‘ @ ‘
o T — rGOOSE
~ Med®e €€ ¥ = — s n
= P3U 211 Variable |"I'E|LJE |Auto |C}'C Source IDA:UD 27.00:00:09 Own Fired IFALSE - Stlum  |B 3.
W L0 RE'EY DEshnalinnlm oc Ch-of 0001 t-cast DSRef IFEU_E'IEHEH}'/"LLNU&EDSG'I SaMum IT? j
.\ LN LLND Relay/LLNO.NI1 |open VLAN e | CBRef [F3U_218Relay/LLND$G03ge01 Cighey |1 =
> -LN VampLPHD1 — o - == I i
> -LN ALLPTRC1 R CUR R - B X
> -LM DrRDREL o " HE Ee Edit Transmission  Help
> LN I3pvMMXU1 P
5 LN OC1PTOC1 Address I R -] ﬁ w @ |—,+ x ‘ @ ‘
> -LN DC2PTOC2 of baffic = < T m m ] [ GOOSE
> LN ObjICSWI1 e Tope | INot ot applD [0 HE] N |
> ~LN Obj7C5WI7 Tdx pe | N Vale Sowce 0500 27 00 00 09 Oun Fied |FALSE | Stum |2 =
; t: Sbjac;;tlj o[ssz o1 Destination | 07 0C D07 00 02|t cost DSRef |P3U_220Relay/LLNOSDS G Squm  [307 3
5 "m mﬂl a VLAN CBRef [Pal_220Relay/LLND$G0%gck] CigRev || 2
. . |—:[
INP Inputs ety GD V220 NComm [FALSE |
: ¥ YLAM header  CFI I l
“MI Relay/LLNO.NI1 Time  [2022-06-24 055323 930 Sim/Test [FALSE |
“ NI Relay/LLMOML3 D | E
Addn 238 . I-cast |
Class of trafl 32 >
- —Data items “
IED: P3U_211 IP: 192.168.0.211 Running W | Tvwe N Value | Formuia | PR —
. . . . 0|Bs2 10 l P3U_220Relay/Obj1CSWIL.Pos.stval [ST]
Data incoming via GOOSE Subscriber
interface are exposed as Inputs and can be
used in formulas that determine other data
values.
A
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INFO TECH

Access to data of simulated devices
(IEDs) via telnet

61850 SCL Runner allows for simulation control and read/write access
to data attribute values of the simulated server devices (IEDs) via
telnet protocol. This enables external programs to define scenarios of
data changes in the simulated devices. The toolset package includes
an example of such a program in Python.

To connect to simulated server device ez
the user needs to open connection via EECICEEEZN-NRS
telnet with IP address of the
simulated server device.

BN Telnet 127.0.0.1 — O x

Username and password B Telnet 127001 R
needed for telnet
connection are not checked.

Password:

You are logged inm. IED nmame: Demo

your partner in R&D
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Access to data of simulated devices
(IEDs) via telnet - list of commands

Telnet connection allows to perform the following commands on the

simulated server device.

BN Telnet 127.0.0.1 — O

*HELP
Available commands:
- start IEC 6185
- stop IEC 61858 server
RESTART - restart IEC 61858 server
TIMESYNCON - set time quality flag to SYNCHRONIZED
TIMESYNCOFF - set time quality flag to NOT SYNCHRONIZED

GEMERALDCHG - enforce a change of all data points currently

subscribed for reporting by clients

ALLDSDCHG - enforce a change of all data points assigned to

datasets

MMSVArName - read value of simple MMS variable
MMSVArName=Val - write Val to simple MMS variable
HELP - show list of available commands

»Error: variable not found

INFO TECH

your partner in R&D

Seven of these commands
correspond to the buttons
on the application GUI:

START

STOP

RESTART
GENERALDCHG
ALLDSDCHG

TIMESYNCON
TIMESYNCOFF

2 MMhOOB O
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Example of automation via telnet

An example of Python program code (sclrunner.py - part of the installation package):
connects to the simulated server device (Demo.icd - part of the installation package)
and then performs 10 control commands on the selected object

(ProtCtrl/DIGGIO1$ST$Ind1$stVal):

B C:\Windows\System32\cmd.exe

C:\>python sclrunner.py
b'ProtCtrl/DIGGIO1$ST$INd1%st
b’ ProtCtrl/DIGGIO1$ST$Ind1%st
b'ProtCtrl/DIGGIO1$ST$INd1%st
b’ ProtCtrl/DIGGIO1$ST$Ind1%st
b'ProtCtrl/DIGGIO1$ST$INd1%st
b’ ProtCtrl/DIGGIO1$ST$INd1%
b'ProtCtrl/DIGGIO1$STEINd1%
b’ ProtCtrl/DIGGIO1$ST$INd1%
b'ProtCtrl/DIGGIO1$STEINd1%
b’ ProtCtrl/DIGGIO1$ST$INd1%

=t rr

=t

s
s
=t
s
s

T

C:y»

INFO TECH
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Val=Ffalse\n"
Val=truein’
Val=Ffalse\n"
Val=truein’
Val=Ffalse\n"
Val=truein’
Val=false\n'
Val=truein’
Val=false\n'
Val=truein’

#IP address of the simulated server device
HOST = " "

#Establish telnet connection using default port (23)
tn = telnetlib.Telnet(HOST,23)

#Username and password is not checked

tn.read_until( 52)
tn.write(
tn.read_until(b"Password: ",2)
tn.write( )

#Cycle of ten control commands on selected object
tn.read_until( )
for i in range(9,10):
if( i%2 1= 0 ):
line=
print(line)
tn.write(line)
tn.read_until( )
else:
line=
print(line)
tn.write(line)
tn.read_until( )
time.sleep( 1 )

37



61850 ICD Editor

Supplementary tool to create
and modify ICD/IID/CID files
used for simulation.

reach higher

INFO TECH

your partner in R&D
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61850 ICD Editor allows to build an
ICD file of the server device

[ 61850 1CD Editor - Untitled — [m]

fid Logical Node editor = O

Definition [1EC 61850-7-4 | LNdass ICSWI v|
Prefix I LM class ICSR"-'] Instance |'| _|:‘

File Edit View Help

S r"IENr"EBr*srl'DP"IX“@‘@

Open ...

Open Recent

Create new [ED

Save
Quit LM name ICSWH LM namespace I
IEC 61850 version | Edition 1
Editicn 1 This LN class shall be used to control all switching conditions above process level. CSWI shall
IED Edition 2 subscribe the data POWCap ('point-on-wave switching capability') frem XCER if applicable. If a
name switching command (for example Select-before-Operate) arrives and point-on-wave switching
capability' is supported by the breaker, the command shall be passed to CPOW. OpQOpn and QpCls
Manufacturer ] ] shall be used if no real time services are available between C5WI and XCBR (see G5E in [EC 61830-7-2).
Create new Logical Device
Type E‘E 00 [O] ClehhxtTmms # | The controllable data is in the status
E- M Do [M] Pos ‘selected’
Description I_ ETE ILDEI E-[] DA [O] origin [ST] Conditional: Element is mandatory if
- [7] D& [0] ctiMum [ST] declared control model supports ‘sho-
Type I|EC 61330-7-4 [ DA [M] stval [ST] mth-normal-se;urllty or 'sbo-with-
QK IEC 61850-7-4 enhanced-security
_ . £30-7- - [ DA [M] q [ST] Type: BOOLEAN
Logical Devicy IEC 61400-23 [ DA [M] £ [ST]
IEC &1850-7-410 BN [C] stSeld [ST]
oK IEC £1850-7-420 -] DA [0] opRevd [OR]
-] DA [O] opOk [OR]
-] DA [0] tOpCk [OR]
I -] DA [0] subEna [5V]

Create new |CD file D oA [0] o [SV]

From scratch (new IED, new LD, new LN)| | i iosiss

or by modification of an existing file. 4 1 0n 0] pleConfip P

- [H DA [M] ctiMadel [CF]

- [¥] DA [C] sboTimeout [CF] ~

INFO TECH e

your partner in R&D
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Editing data model

f# 61850 ICD Editor - Untitled

File Edit View Help

] Dﬂ‘%ﬂ%ﬂ%B*&ﬁEP‘ id

 [d Logical Node editor = O

El- w28 TEMPLATE
E-LD LD
E-LN LLND
B LN LPHD1
- LN S0
E;'"DD Bef Configure services ...
- ha Add Logical Device ...
Add Logical Mode ...
Copy LN ...
- DA Add Control Block ...
~DA Add Dataset ...
Add Inputs ...
DA Edit selected element
~DA Edit private enums
- DA Delete selected element
G-DA
IZIm Expand selected element
5. DA Collapse selected element

Definition [1EC 61850-7-4 | Neass [cswi ~
Prefix I LM class ICS\-‘."I Instance |1 _:I
LN name ICSWH LM namespace I

This LM class shall be used to control all switching conditions above process level, C5WI shall
subscribe the data POWCap ('point-on-wave switching capability’) frem XCBR if applicable. If a
switching command (for example Select-before-Operate) arrives and point-on-wave switching
capability' is supported by the breaker, the command shall be passed to CPOW. OpOpn and OpCls
shall be used if no real time services are available between CSWI and XCBR (see GSE in |[EC 61850-7-2).

'_' o e #  |Specifies the timeout according to the
B/ DA [M] stV [5T] control model of IEC 61850-7-2 that

- [ A [M] q [ST] cerresponds to the behaviour of the data,

- [E| pa [M] £[ST] The value shall be in ms.

- [¥] DA [C] stSeld [5T]

-[] DA [0] opRevd [OR]
-[] pa [0] opOk [OR]

-[] DA [0] t0pOk [OR]

- [C] DA [O] subEna [SV]

[ mA [0] subVal [SV]

- [C] DA [O] subQ [5V]

-[T] DA [O] sublD [5V]

-[] DA [0] blkEna [BL]
=-[] pa [0] pulseConfig [CF]
- [H] DA [M] ctiModel [CF]
ROLR (€1 sborimeout (CF)|
- [C] DA [0] shoClass [CF]

- [¥] pa [C] operTimeout [CF]

Conditional: Element is mandatery if
declared control medel supports 'sbo-
with-normal-security' or 'sbo-with-
enhanced-security’

Type: INT32U

Edit structure of selected element

[Tl pa [0] d [DC]

N TAT TR

INFO TECH
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Cancel |

Any added LN
can be later
modified by
adding/deleting
optional DOs and
DAs.
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File

Presetting DA values

Edit View Help

] Dﬂ‘*D%N%B*S#P‘ 4 X‘

Y

LN LLND

E-LN LPHD1
E-LN CSWI1
&-D0 Beh

- DA stVal [S5T]
DA q[ST]

. -DAt[ST]
El-DD Pos

- DA stVal [ST]
DA q[ST]
~DAt[ST]
DA stSeld [ST]

QLY ctiModel [CF]

- DA shoTimeout |
- DA operTimeout
- DA SBO [CO]
&-DA SBOw [CO]
E-DA Oper [CO]
DA Cancel [CO]

Edit structure of selected elernen

Configure services ...
Add Logical Device ...
Add Logical Node ...
Copy LN ...

Add Control Block ...
Add Dataset ...

Add Inputs ...

Edit selected element

Edit private enums
Delete selected element

Expand selected element

Collapse selected element

INFO TECH

your partner in R&D

Mame

Value

Specifies the control model of |[EC 61850-7-2 that corresponds to the
behaviour of the data. NOTE 2 If a data instance of a control class has no
status information associated, then the attribute stVal does not exist. In
that case, the value range for ctiModel is restricted to direct-with-
normal-security and sbo-with-normal-security.

Mandatory

Type: Enum

LDO/CSWNLPos.ctiModel

Data attribute values can
be preset if needed.
Standard defined enums
are supported.

sho-with-enhanced-security

OK

status-only
direct-with-normal-securi
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LNs with DOs containing array types

f}ﬂ Legical Node

Definition I |IEC £1850-7-4

Prefix INew LM class
LN name INEWMHNT LN namespace I

[Mral Instance |1 =

=] tNclass [MHa ~|

f',_r}! 61850 1CD Editor - Avenue_presentation.icd

Eile Edit Yiew Help

in a three-phase system.

Harmonics or interharmonics. This logical node is used for calculation of harmonics or interharmonics

&[] Do [C] MamPlt
&[] po [O] Blk

&[] po [C] CleExp

& [@ o [M] Beh

&[] po [O] Health
&[] po [C] Mir

&[] Do [0] CleNxtTmms
. [¥] Do [O0] HA

This array shall contain the harmonic and
subharmonics or interharmonic values
related to phase A, For further details see
Har.

Mandatory

Complex measured value (CMV)

Mew array size for HA.phsAHar

&[] 00 [O] netHar
B[] DO [0] resHar

[ pA [M] numH

Instantiate DO

Add Private DO

Add DO from other LN
Remove DO

Change array size

a0

TEMPLATE

E-LD LDD

1. LN LLNOD

LN LPHD1

- LN CSWI

&-LN PTOCI

1. LN PIOCT

LN MewMYLN1

B NewMHAIT

E- 00 Beh

L DA stVal [5T]
~DA q[ST]

L DAtIST)

- 00 HA
El-DO phsAHar < 16>
&1 D0 phsBHar <16>

Mew size |16

-[@ pa [M] numCyc [CF]
.[H DA [M] evalTm [CF]
-[7] DA [Q] angRef [CF]
i-[] na [Q] smpRate [CF]

QK Cancel |

Lok

E-D0 phsCHar <16>
DA numHar [CF] (16)
DA numCyc [CF]

DA evalTm [CF]

DA frequency [CF]
DA maxPts [CF]

Cancel |

INFO TECH
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J Dﬂ‘*D%N%BF%SﬁEP‘ ’4 X‘

Harmonics or
interharmonics. This
logical node is used for
calculation of
harmonics or
interharmonics in a
three-phase system.

Array size can be set (default is 32).
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Dataset creation by selection of
elements from the data model

Any defined dataset
can be later re-edited
If needed.

fi# Dataset Editor

Logical Device ILD’D

Logical Node  [LLND

Mame IDS1

Reference ILDO!LLNOSDS1

E-LN LPHD1

IZI DO PhyMam
& D0 PhyHealth
8 DO Proxy
E-LN CSWI1

E-D0 Beh

& DO Pos

E-LN PTOC1

D0 Str

-0 Op

E-D0 Beh

E-LN PIOC1

Button for adding a
selected element of
data model to dataset.

Note that in Ed.2.1 also
indexed data can be
elements of datasets.

INFO TECH
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| ©-00 Beh

- LN NewMYLN1

. £-D0 Beh

| B-D0 MyDO

. E.D0Op

B LN NewMHAI1
&-00 Beh
E-D0 HA

D0 phsAHar <16>
\ & 1% 0]

E- TX ]
-DA cVal [MX]

LDO/CSWIT.Pos [5T]
LDO/PTOCT.Op [5T]
LDO/PIOCT.Op [ST]

LDO/NewMHAI HA. phsAHar{1) [MX]

€ »

X

Cancel |

Buttons
for
changing
order of
elements
in dataset.

Button for
removing
element of
dataset.
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Control blocks

f,:ﬂ 61850 1CD Editor - Avenue_presentation.icd

File

Edit

View Help

f‘,_-,'! Control Block Editor

B DB"—-'IEDH'-EHEIEBHEST‘IEP‘ » X

Bl w53 TEMPLATE
E-LD LDD
- LN

E- 00 Be Configure services ..,
E'Dsé Add Logical Device ...
Add Logical Node ...

Copy LN ...
: Add Control Block ...
~BRBI add Dataset .
& LN LPHI
Add | ts ...
5 LN CSW, nputs
E‘ LN PTO Edit selected element
E‘ LN PIOC Edit private enums
©-LN New
G- LN Mew Delete selected element

Expand selected element

Collapse selected element

Add new Control Block to Logical Node

INFO TECH
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—

Control block type

Buffered Report CB

Name

GOOSE CB
DataSet Ds1 Unicgst SV CB
Multicast 5V CB

Unbuffered Report CB

Report ID I Setting CB

Buffering time  |1000

Config revision I'I _|j

— Option fields
¥ Sequence number
v Time stamp

¥ DataSet reference
[+ Reason code

|v Data reference

W Entry ID

¥ Configuration revision

¥ Buffer overflow

Integrity period I'O _|;
Instances I1 _%

¥ Control block is indexed
— Triggering options

|¥ Data change

¥ CQuality change

[~ Data update

¥ Integrity scan

|¥ General interrogation

Cancel |

URCB, BRCB,
GoCB, USVCB,
MSVCB and
SGCB can be
added to the data
model and initially
preset.

Any defined
control block can
be later re-edited
If needed.
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Private Logical Nodes

f}ﬂ Logical Node editer

Definition IIEC 61850-7-4

Prefix INew LN class

LN name INewM‘f‘LN‘I LN namespace I

j LN class IPrivate 'l
IMYLN Instance |1 _|;

Private lzgical node

& [@ Do [M] Beh

Instantiate DO

Add Private DO

Add DO from other LN
Remove DO

Change array size

Fa Add DO from other LM

Definition I IEC 61850-7-4

LM class IPTC}C vl DO name  |[8]3] v

Operate
Protection activation information (ACT)

l'}ﬂ Add private data chject

Private LN class and
instance can be defined with
the use of DOs from other
LN classes or using defined
private DOs.

D0 name IM)'DO

DO type |acT

=]

Enumeration I

ERETIED]

Data namespace IM)'NEmESPECE

Protection activation information [ACT)

INFO TECH
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Cancel |
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Private enums

! Continuous range of integer values
\ with assigned user-defined names.

Edit private enumerations

Enumeration editor

X | [

Mame IM}fnum

Ord Value @

1 Idle |

2 Slow-run '

3 Fast-run

4 Overspeeding

5 I
Gunca| al

INFO TECH e |

your partner in R&D 46




Data model parameters

setup

ft# 61850 ICD Editor - Untitled

File Edit View Help

%.Dﬂ"{fnr%ﬂ%s*sifp‘ 4

E-LDLDO Configure services ...
LN LLN Add Logical Device ...
E-LN LPH .

BLNCS Add Logical Node ...
E;'--LN PTO Copy LM ...
E-LN PIO Add Control Block .
E-LNN Add Dataset ...
c-Do Add Inputs ...
Edit selected element
Edit private enums
C-D0
Delete selected element
Expand selected element
Collapse selected element
E-po Op
- DA general [5T]
DA q[ST]
DA [ST]

INFO TECH
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N Edit server services

H

ClientServices

(TClientServicesEd2_1)

H

CommProt

(TCommProt)

H

ConfDataSet

(TserviceForConfDataSet)

H

ConfLdMame

(TserviceYesMo)

H

ConfLNs

(TConfLMs)

H

ConfLogCont

(TserviceWithMaxMNonZera)

H

ConfReportCq

(TServiceConfReportControlEd2_1)

=

ConfSigRef

(TserviceWithMaxMNonZera)

|

DataObjectDin

(TServiceYesMo)

|

DataSetDirect

(TserviceYesho)

|

DynAssociatic

(TServiceWithOptionalMax)

Awailable

v (True)

Max

4

o

|DynDataSet

(TServiceWithMax AndMax Attributes)

Available

¥ (True)

max

10

+
FileHandling

H

B

(TserviceYesMo)

H

GetCBValues

(TserviceYesMo)

H

GetDataObjec)

(TserviceYesMo)

H

GetDataSetVal

(TserviceYesMo)

H

GetDirectory

(TserviceYesMo)

|

GOOSE

(TServiceWithMax)

Cancel |

Necessary
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XML Editor and ICD file validation

Validation
check button

[CD file is valid

" OK

[l XML editor

Vv

ol & %

9 e [

Unlock/lock
button for
manual
editing.

L = L I

nEnEnEnfesn|

H<SCL xmlns="http:/fwmnr.iec.ch/61850/2003/SCL" xmlns:xsi="http:ffrwr.wd. org/2001 /%M Schema-instance” version="2007" revision=
wversion="0" toolID="IHFO0 TECH ICD Editor" nameStructurs="IEDHame' >

0 {0 r—r—r—r

<?xml wersion="1.0" encoding="UTF-5"2>

<Header id="" revision="1"
</Header:
<Communication:>
<SubNetwork name="S51">
<ConnectedAP iedNawe="TEMPLATE" aspllame="P1":>
<Address:>
<P type="IP":127.0.0.1</P>
<P type="IP-SUBHET">255.255.255.0</P>
<P type="0SI-AP-Title":>1,3,9999 23/P>
<P type="0SI-AE-Qualifier":>23</P>
<P type="05I-PSEL":00000001</P>
<P type="0SI-SS5EL">0001</P>
<P type="0SI-TSEL">0001k/P>
</Address>
</ ComnecteddP:>
</ SubHetwork>
</ Communication:>

<IED nawe="TEMPLATE" configVersion="1.0" type="" manufacturer="IHFD TECH" desc="Prototype IED":

<Services namelength="64">
<DynAssociation max="ar"/>
<SettingGroups/>
<GetDirectory/ >
<GetDataObjectDefinition/ >
<DatalObjectDirectory/>
<GetDataSet¥Walue/ >
<DataSetDirectory/ >

<ConfDataSet max="0" maxlttributes="0" modify="true"/:>

Ll
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Possible applications of
61850 ICD Editor program

[0 Creation and modification of ICD/IID/CID file for the device
under configuration.

[0 Processing of an ICD file into a IID/CID file (addresses,
datasets, parameters of control blocks).

[0 Creation and modification of ICD/IID/CID file to be used for
server device simulation (e.g. with the use of INFO TECH
61850 SCL Runner tool).

[0 Modification of ICD/IID/CID file for the IEC 61850 client
program (e.g. 61850 Avenue client), for example to enable
execution of negative test cases on the server device.

INFO TECH
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61850 SCL Runner - and what?

Comments of our customers (system integrators):

~Wow ... This simulation seems so easy! We
have to try it!”

~Overall, I would just like to say that the SCL
Runner is fantastic!”

INFO TECH

your partner in R&D 50



Order 61850 SCL Runner
with 61850 Avenue

Good luck on your safe and easy road to
learn and use the IEC 61850 standard
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Contact:

www.infotech.pl

INFO TECH sp.].
Edisona 14

PL 80-172 Gdansk
Poland

office@infotech.pl

Tel. (+48) 58 3018527
Mob. (+48) 602 799756
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reach higher
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