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Abstract: Smartgrid technologies necessitate the use of information technologies (IT) and communi-
cation in power system networks. There are different ways of integrating power system equipment
in the communication layer for successful information exchange. IEC 61850 offers standard support
object-oriented modeling and standardized parameter declaration. This lends itself to the diverse
nature of power systems and supports plug-and-play (PnP) operation in smartgrids. Considering
the amount of time that is invested in customizing non-PnP communication networks, this is a huge
advantage and the main reason behind the popularity of IEC 61850. In line with this popularity, the
body of research regarding this standard is constantly growing. In order to test the developed IEC
61850 models and messages, various tools are required. Researchers operate with a limited budget
and have to know the abilities and limitations of such tools before making a procurement decision.
This paper provides a critical review of IEC 61850 testing tools available in the market. It compares
them in terms of their abilities, technical superiority and customer experience, including delivery
time and customer support. Researchers in this field will benefit significantly from this work when
making procurement decisions based on their needs.

Keywords: smart grid communication; power system modeling; standardization; simulation; device
emulators; research tools; Hardware-In-the-Loop (HIL) testing; system in the loop tests

1. Introduction

Recently, communication has become indispensable for ensuring the safe operation of
power systems [1]. This is due to the fact that new age power systems have more dynamic
equipment and operate in a more interactive fashion [2]. Coupled with the novel technolo-
gies pushed forward by clean energy policies, e.g., renewable energy-based generators
and electric vehicles, the volume of message exchanges has increased significantly [3]. The
unprecedented behavior of such new technology disrupts well-established control schemes
such as voltage control and protection [4].

One way to tackle this issue is by using communication lines to provide more eyes
and ears around the network [5]. More observability paves the way for more efficient and
effective control of the power system infrastructure [6]. However, this comes at a cost.
Connecting all these devices which belong to different levels of power system operation is
a daunting, if not impossible, task [7].

The only viable way to achieve a fully connected smartgrid is by using standardized
communication modeling and message exchanges. In this fashion, regardless of the make,
model or manufacturer, a device can be successfully modeled with a single projection to
exchange the necessary information. This concept is called interoperability and is at the
heart of future smartgrid communication systems [8]. There have been different efforts
made towards developing a power system communication standard. The most popular
and promising is the IEC 61850 communication standard [9]. In spite of being introduced
as a substation automation standard initially, it quickly outgrew this mandate and is now
utilized to model different equipment such as smart meters, virtual power plants, electric
vehicles (EVs) and different novel components [10].
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There are several reasons for this uptake. Firstly, IEC 61850 has a robust abstracting
system that allows object-oriented modeling. This means complex devices, as well as
systems, can be modeled in a fairly simple manner by defining variables and grouping
them inside objects [11]. The other reason is that IEC 61850 has efficient message exchange
protocols that are developed for the different needs of power system operation [12]. In other
words, once a communication model is developed with this standard, the relevant message
exchange protocols come ready-for-use. Thirdly, the systematic use and expansion of IEC
61850 standard enables system-wide integration between devices that may be located in
very different domains. For instance, a smart load or an EV located in a residential house can
be integrated with a frequency control scheme run by the system operator [13]. This holistic
development also has advantages in other fields such as cybersecurity. While increased
connectivity provided by IEC 61850 creates different vulnerabilities, its complementary
standard IEC 623531 provides a full package for mitigating these [14].

This popularity shows itself in the literature. Researchers, companies and standard
developers are constantly looking at different ways of using IEC 61850 modeling [15],
investigating the performance of its messages for different applications and setups while
recommending revisions and extensions [16]. This collective effort is one of the reasons
why IEC 61850 standard is very strong and operates at a fast pace in following up with the
latest developments [17].

The research work requires development of different IEC 61850 communication mod-
els, their implementation in a lab set up, exchange of real information on messages, and
observation of communication performance, as well as impact on the power system opera-
tion [18]. Due to its intricate nature, this research field requires its own development and
testing tools.

There are different testing tools available, ranging from open source to licensed
software. Some of these tools are developed by researchers and engineers which come
with no warranty [19,20], while others are freshly developed by companies and are still
a beta version [21]. This may mean, after spending very limited research funds and
countless hours, researchers may find out that a particular tool may not be fit for their
needs. Considering that research funds are very limited, and researchers work with tight
schedules, it becomes more evident how important it is to find a suitable and operational
tool for the right purposes.

There is a consensus in the literature on this issue with many research papers reviewing
the abilities of different tools, comparing and contrasting them with different parameters.
For instance, in [22] a review of open-source tools for photovoltaic system modeling is
given. In [23], a similar comparison is done for tools that model electric vehicles and their
impacts on power systems. Focusing on communication between electric vehicles requires
the study of ad-hoc networks and tools that can be used in such studies, and are given
in [24].

Renewable energy potential estimation is a very popular topic in the literature. Esti-
mating wind profile or the temperature at a certain site is very important. Tools pertaining
to these parameters are reviewed in [25] and [26], respectively. Once this is done, it is
possible to use different software to design district and urban energy systems. The tools
have different capabilities and focus which are studied in [27,28] in great detail. If the
research objective is developing a full-fledged renewable energy project with optimization
and sizing, it is possible to refer to different publications [29-31] for an in-depth comparison
of relevant tools and their capabilities.

Analysis of research tools and their capabilities holds such an important part in the
literature and the general body of knowledge. For this reason, there are tool compari-
son studies, albeit in a very narrow area. For instance, work in [32] gives an analysis
of tools directed at studying decarbonization of wastewater plants, while [33] reviews
microwave-assisted gasification of biomass. Studying and documenting research tools is
such a universal approach that it is done virtually in every field, e.g., for automatic test
equipment [34], software for project management [35] and web-based simulation tools [36].
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All of these works benefit the literature and researchers by documenting the strengths and
weaknesses of different tools. Readers can benefit from the experience of other researchers
and judge the suitability of a certain research tool for their purposes with a minimal time
dedication. This increases research productivity and efficiency for everyone.

Despite the significance of tools revision for research, there is still no work that
critically reviews IEC 61850 testing tools, compares their capabilities and gives insights to
researchers about their use. This paper addresses this very important knowledge gap. It is based
on the extensive research experience of the authors working in the IEC 61850 research field
for many years. Different tools pertaining to different aspects of IEC 61850 research are
presented and their pros and cons are discussed. New researchers as well as those who are
active in this field can benefit from such a review and choose tools for their research in an
educated fashion. These aspects are the most important contributions of this paper to the
body of knowledge.

The rest of the paper is organized as follows: Section 2 presents a breakdown of IEC
61850 test procedure such as model development and performance studies. Section 3 gives
a critical review of IEC 61850 modeling tools along with their advantages and disadvan-
tages. Section 4 presents network emulators that are vital for such kind of research work.
Section 5 presents a summarized comparison of all the tools discussed earlier and gives a
final verdict. Section 6 concludes the paper.

2. Overview OF IEC 61850 Test Components

The research work in the IEC 61850 field has three distinct steps which require distinct
testing procedures for validation. Before going into details of the available software, it
is important to understand what these steps consist of and their place within the larger
picture. Firstly, the ultimate goal of researchers operating in the IEC 61850 field is to achieve
complete connectivity and interoperable communication between different components
present in modern smartgrid. As shown in Figure 1, such a connection needs to be
established between devices that are very different: power system equipment such as
generators, electronics devices such as smart meters or mobile devices such as electric
vehicles. In an ideal world, these devices should be able to talk to each other through
a common link, using a single language such as IEC 61850. This concept is also called
achieving the Internet of Things (IoT) in power systems [37].

R
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Figure 1. IoT in Smart Grids with different components.
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Additionally, again in an ideal world, this should be independent of any particular de-
tails of the said device such as their make, manufacturer, model or year. Any EV, be it Tesla,
Nissan or Toyota, should be able to connect and exchange information with other devices.
Similarly, any PV equipment, smart meter, or power system protection device should speak
the lingua franca without any issues. This concept is called interoperability [38].

The very first step in IEC 61850 research is developing a communication model for
the device(s) that will be part of the experiments. As shown in Figure 2, such a model is
used to represent these devices in the communication world. This is achieved by studying
the capabilities of the said device and mapping them from the electrical domain to the
communication domain within the rules and limitations of the IEC 61850 standard. Some
of the devices have ready-made models such as smart inverters [39], while others may
need novel models developed for the first time [40-43].

- &2 PLUGANOPLAY

All models,
all brands

Figure 2. Communication Model development for EVs.

These models are representations of the devices in the communication world where
only information is exchanged, not power. Therefore, a simple system such as a computer
or an embedded system running these models can represent these devices in the commu-
nication world. This constitutes the first tool required: an IEC 61850 model editor. Due to
the complex structure of IEC 61850 models, envisioned message exchanges can also be
modeled here.

The next step requires an emulator to run these IEC 61850 models, i.e., ICD files, so that
the emulated node can represent the intended device and exchanged messages. Full and
accurate representation of the model with necessary variables is necessary. In addition, it is
important that reporting and messaging preferences embedded in the model operate as
required. It is possible to follow successful message exchanges by verifying their impacts
on the target nodes, e.g., the status of a particular variable after a message changing it
has been issued. As shown in Figure 3, it is also possible to use network analyzers that can
sniff the packets and capture real messages on the wire, instead of simulated or internal
ones only.

/ Emulators with ICD file \

Messages

Reports

Electric Vehicle Charging Station
Figure 3. Use of Emulators to run IEC 61850 Models.

The third and final step is about timing considerations. When these messages are
exchanged between two emulators that are located side-by-side, modeling and message
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exchanges can be verified, but not the timing performance. This is because the messages do
not travel over realistic distances as they should in industrial applications. By design, tim-
ing is a very important part of IEC 61850 message exchanges and needs to be investigated.
While it is not possible to use cables that are several meters or kilometers long in the lab to
replicate realistic situations, it is possible to insert network emulators in between. As shown
in Figure 4, in this fashion, messages travel over long distances through networks with
traffic. This ensures that timing performance of IEC 61850 messaging can be examined.

Message Message
) G

Electric Vehicle Charging Station

Network Emulator
(real distance and traffic)

Figure 4. Realistic network and traffic design with Network Emulator.

The software tools for these three distinct steps are reviewed in the next sections.
Technically, network sniffers can be classified as another category, but WireShark [44] is
so dominant and works so well that it is the only tool used in the trade. It is also freely
available. There simply is no reason to try any other tool. It is efficient, effective and comes
at no-cost.

3. IEC 61850 Modeling and Emulator Tools

In this section, tools that can develop and run IEC 61850 device models are critically
analyzed. Several factors have been taken into account such as capabilities, cost, time
required for setup and customer service. The last two factors are especially important for
free and paid tools, respectively.

3.1. Infotech

Infotech is a small company that provides several tools for IEC 61850 testing [45]. The
software can only be run in Windows which is the biggest limitation of these tools. There
are six different components that come with this package, as shown in Table 1. What is
most striking about Infotech tools is their simplicity, ease of use and cost-effectiveness. These
will be explained below.

Table 1. InfoTech IEC 61850 Software Package.

Name Description
ICD Editor Create and modify ICD files
61850 Avenue Emulates Client Devices in IEC 61850 Network
SCL Runner Emulates Server Devices in IEC 61850 Network

Simple interface to send /receive GOOSE
GOOSE Sender /Receiver messages with different variables and
configuration settings

Simple interface to send/receive SV (9-2LE)
SV Sender /Receiver messages with different variables and
configuration settings

ICD Editor is a strong editor tool that can be used to generate or modify ICD files. It
has a simple user interface as shown in Figure 5. It gives a tree view of any device. Logical
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Devices (LDs) and Logical Nodes (LNs) can be added as shown in Figures 6 and 7. It is

also possible to add Control Blocks (CBs) and Data Sets (DSs) as shown in Figure 8.

#. 61850 ICD Editor - UPFCicd - O
File Edit View Help

M inve s 2 XY@

X

v ®# UPFC_controller » | Indicates if this LN is a
v LD LDO proxy
LN LLNO Single point status (SPS)
v LN LPHD1
DO PhyNam
DO PhyHealth
DO Proxy
LN ARCO1
v LN ARCO2
DO Beh
DO Loc
DO Qspt
DO TapChg
LN MMXU1
LN MMXU2
LN AVCO1
LN PVSC1 v

Figure 5. General view of ICD Editor.

[ 3

File Edit View Help

A

Hivess s X @ 7@

v miz UPFC_controller A | Indicates if this LN is a
v LD LDO proxy
LN LLNO | Create new Logical Device % r"' status (SPS)
v LN LPHD1

0O Phyl Name { LDO
DO PhyH
DO Proxl  Type I[EC 61850-7-4 v|

LN ARCO1

|EC 61850-7-4
v LN ARCO2| | ogical Devic SIS
DO Beh |EC 61850-7-410
DO Loc |IEC 61850-7-420
DO Qspt
DO TapChg
LN MMXU1
LN MMXU2
LN AVCO1
LN PVSC1 .

Figure 6. Adding Logical Device from IEC libraries.

The only limitation of this tool is that LDs can only be added from published IEC
61850 libraries so that they will be compliant with the standard. When developing novel
IEC 61850 models for devices that are not yet included in the standard [46-48], this becomes
a barrier. One possible way to work around this is by using the XML editor capability of
the ICD editor tool. This shows the XML rendition of the ICD file created as shown in
Figure 9. Following the XML rules, it is possible to add novel LDs and LNs into an IEC
61850 model. This approach provides all the necessary capabilities for ICD editing in the

IEC 61850 research field.
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. Add new Logical Node - [m] X

Class ANCR | Prefix Instance | 1 =

LN name |[ARCO ‘
ARIS
This LN s|ASEQ ion of suppression coils (ASC / Petersen coil) as tap coils and plunger
core coils ATCC
AVCO
CALH
CCGR v

» [7] po [0] NamPit
[@] po (M) Beh
[7] po [C] Health
["1oo [O]BIK
[71 00 [C] Mod
[7] po [C] CmdBIk
[ po [O] InRef
[] Do [O] BIkRef
[ DO [O] LocKey
|® po [M] Loc
[7] o [O] HiColPos
7] po [0] LoColPos
[7] po [0] ColChgOp
[”] po [O] StFixCol
[] oo [O] StClcTun
[] po [O] PotAlm
[7] pO [0] MotAlm
[7] o [0] MotWm
[7] po [0] ClcSeqWrn

Cancel

Figure 7. Adding Logical Node from IEC libraries.

. Dataset Editor - o %

Logical Device  LDO ~

Logical Node  LLNO v

Name Testdatased
Reference LDO/LLNOS Testdataset

v LD LDO - LDO/LLNO.NemPit swRev [OC]
v LN LLNO LDO/ARCO1.Loc [ST]

~ DO NamPit LDO/ARCO2 QxEl CF
DA vendor [DC] E
DA swhev [0C) ‘
DA IdNs [EX] (IEC §1850-7-4:2007)
00 Beh
v LN LPHD1
DO PhyNam
DO PhyHealth x
DO Proxy
v LN ARCOY
DO Beh *
DO Loc
0O Qspt
DO TapChg
v LN ARCO2
DO Beh
0O Loc
00 Qspt
DO TapChg
v LN MMXU1
DO Beh
DO TotW
DO TotVAr
DO TotVA
v LN MMXU2
DO Beh

=] o

Figure 8. Creating a DS within IDS based on LDs and LNs.

Once necessary ICD files are prepared, 61850 Avenue and SCL runner tools are utilized
to emulate client and server devices, respectively. Proper connection can be established,
local data changes can be reported to the remote terminals and necessary instructions can
be sent. All the actions can be observed in real-time and messages can be captured in the
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network. Figure 10 shows how one or more clients are emulated in 61850 Avenue. One
device (laptop or pc) can emulate several clients but only a single server.

-

# XML eaitor - *
2
! - £
J has oo E (& =7 I# ¢ ‘@
1| k?xml version="1.0" encoding="UTF-8"2>
2 E<SCL xmlnz="http://www.iec.ch/61850/2003/SCL" xwins:xsi="http://wew.w3.org/2001/XMLSchema-instance” version="2007" revision=
3 <Header 1d="" revision="1" version="0" rLoolID="INFO TECH ICD Editor” name3tructure="IEDName'">
4 </Meader>
S E <Communication>
6 <SubNetwork name="S1">
7 <ConnectedAP iedName«"UPFC controller”™ apleme<"P1%>
8 Address>
-] <P type="IP">127.0.0.1</P>
10 P Lype="IP-SUBNET">253.255.2535.0</P>
11 <P type="0SI-AP-Title">1,3,9999,23</P>
12 P type="0SI-AE-Qualifier">23</P>
13 <P type="0SI-PSEL”>0000000
14 <P Lype="0SI-SSEL">0001</P>
15 <P type="0SI-TSEL">0001</P>
16 </Address>
17 </Connect edAP>
18 </SubNetwork>
19 </ Communication>
20 § <IED name=="UPPC_controller" configVersion="1.0% type="" manufacturer«®" desce""> >
21 <Services>
22 <DynAssociation/>
23 <SettingGroups/>
24 <GetDirectory/>
25 <GetDataldbjectDefinition/>
26 <DataObjectDirectory/>
27 <GetDataSetValue/>
28 <DataSetDirectory/
29 <ConfDataSet max="0"/>
>
|
Figure 9. XML editor available in ICD Editor tool.
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Figure 10. Avenue Interface with Server Information.

It is possible to add multiple servers on the left to which Avenue should connect as
a client. With the recent update, this connection can use Transport Layer Security (TLS)
with certificate authentication, and a private key. Once the connection is established, server
device data model can be explored, and the current data values can be read. If there is a
change in the parameter values this is denoted with blue ink.

As shown in Figure 11, it is possible to create new data sets from the server’s data
objects. It is also possible to set up reporting conditions based on data sets defined in the
server’s ICD file or created in Avenue. It goes without saying that it is possible to send

control commands as

real or test messages as shown in Figure 12.
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Figure 12. Control Commands sent as real or test messages.

On the server side, SCL Runner is running the ICD file of the server and emulating
it. As shown in Figure 13, several servers can be added with their ICD files and IP
configurations. At any given time, only one can be launched, and the computer emulates
that particular device.

Avenue and the SCL runner can be run on different platforms or as a loopback setup.
In either case, when the client and server are connected, the parameters can be edited, and
changes can be observed on the opposite side. If the server makes the changes locally, client
receives updated information in blue ink, as shown in Figure 11. On the other hand, client
can ask for a parameter to be changed in the server, which is reflected inside the server if
this modification is allowed.

GOOSE and SV messages can be triggered from Avenue and SCL runner tools as
long as the message configurations are done within ICD files, such as goose control block
GOCB. However, sometimes researchers would like to focus on the message design and
their contents, more than on full-fledged ICD file development. For such cases, there are
simple sender and receiver tools for both GOOSE and SV messages. As shown in Figure 14,
GOOSE sender has a simple interface where network parameters of the message can be
easily configured. Furthermore, GOOSE block data set can be created by adding parameters
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from a drop-down menu. When the transmission starts, the tool starts sending GOOSE
messages through the chosen network adapter. Initially, only simple GOOSE messages

could be sent. However, with the recent update, routable-GOOSE, R-GOOSE, can also be
sent with tunneling options.
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Figure 13. SCL runner emulating a server.
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Figure 14. GOOSE Sender Interface.

The receiver tool’s interface, as shown in Figure 15, is almost a mirror image of the
sender. The only difference is that everything is read and shown, not editable. The receiver
can detect available streams in the network, depending on the selected adapter. Once
subscribed, the contents of the GOOSE message are shown in a user-friendly manner. As
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shown in Figure 16, the tool also has a parser window for viewing more technical details of
the message.
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Figure 15. GOOSE Receiver Tool and Stream Detection.
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Figure 16. Message Parsing in GOOSE Receiver Tool.

These sender and receiver tools need not be used as a pair. They are interoperable
with any valid GOOSE message. Therefore, they offer a very convenient method of testing
when the main focus is sending and receipt of messages.

SV Sender and receiver tools, (see Figures 17 and 18), operate in almost the same way,
with a significant difference. Industry has agreed on a very limited implementation of
SV messages that is called 9-2LE, i.e., limited edition [49]. This is due to the fact that, in
their general definition, SV messages are very general, and industrial partners found it
hard to implement. Following this trend, SV sender and receiver tools can only deal with
9-2LE messages. For industrial purposes, this ensures capability. However, as in ICD editor
tool, for cutting-edge research it creates a handicap. Novel SV message designs and their
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operations cannot be implemented or tested, e.g., use of SV for much slower messages such
as EV charging signal [50].
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Figure 18. SV Receiver Detecting 9-2LE streams.

In addition to technical properties, this work evaluates these tools in terms of cost,
customer service, experience with the company, etc. The overview of Infotech tools evalua-
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tion is given in Table 2. From this perspective, it can be easily said that Infotech passed all
these fields with flying colors. Firstly, the cost of the entire suite is very reasonable. The
company is very responsive and communicates well. They acknowledge the receipt of
payment, and then follow up with product delivery, licensing and shipping of physical
keys as shown in Figure 19. The only negative aspect of Infotech products is that these
keys are the purchased value. In other words, if these USB flash keys are lost or became
unresponsive, the customer would bear the cost of another purchase. That being said,
dongles have an advantage, where the tools can be installed in a number of computers and
keys can be carried with ease, instead of carrying the computers around. This definitely
has advantages along with drawbacks.

Table 2. Infotech Tools Review Summary.

Evaluation Criterion

Score Notes

SV sender and receiver tools only
support (9-2LE)

Tool Capabilities 5—Excellent ICD Editor only supports standardized LN,
LDs. XML editor should be used for novel
LN/LD designs
Cost 5—Great Value for Money Infotech costs 10 % of its competitors but does

the same job in a reliable and better way

Customer Service

Online Training is available immediately after
4—Responsive and Active purchase, Updates are sent by the company in
a proactive way

Licensing

USB flash keys are used for licensing.
3—Convenient Malfunctioning or loss is always a possibility. It
also makes the use of several platforms easier.

Installation packages are reliable. Installation
takes less than 15 min. Any person with basic

Time required for Installation and Use 5—Very Robust and User friendly IEC 61850 knowledge can master the tools in a

day. Online training is also included with
the purchase.

The tools are robust and reliable. Even after
long periods of idle time, they work as

Installation is very smooth. 5—Excellent expected with no issues.

Interoperability tests with other tools also
proved their successful operation.

In terms of customer service, Infotech is very responsive and helpful. The company
set up online training sessions within one week of purchase. The trainers extensively
discussed the capabilities and use of these tools. Most importantly, the use of the tools is
intuitive, and they are reliable. The menus, icons and menus are very easy to master and
remember. Once this is done, it is convenient to use these tools daily, or only once in a
while. Sometimes, research projects go cold, and researchers want to revive them. Infotech
tools proved to be easy to remember and reliable to work even after months of non-use.
Despite being taken for granted, these qualities are not always present, as will be seen in
the next tool.

3.2. Xelas Energy

Xelas Energy software is a scavenged tool from old communication emulation pro-
grams. Bootstrap solutions are developed to emulate IEC 61850 servers and exchange IEC
61850 messages. It is also claimed that IEC 62351 cybersecurity requirements are built
into this tool. However, it is not possible to over emphasize that Xelas Energy is reuse of
an obsolete software. It is not a freshly developed tool and this manifests itself in all as-
pects such as poor performance, little to no reliability and very low user-friendly interface.
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Surprisingly, these are not the worst aspect of Xelas Energy, but customer experience and

interaction with the company. Firstly, technical capabilities will be presented.

Figure 19. Infotech Flash Keys.

This tool is provided as a collection of different packages in one installation file.
Contents are not clearly listed and there are many dependencies. As shown in Figure 20,
the tool is not self-contained but is a collection of different things. The GUI is provided by
an Internet Browser, as the tool does not have its own GUI Energy Management System is
not relevant to anything, although it is always mentioned in documentation along with the
tool itself (see Figure 21). Its operation depends on the Glassfish [51] server which, then,
communicates with IEC 61850 stack to exchange messages. This requires tp0d to be utilized.
Due to bad design of Xelas Software tool, tp0d is not only occupied when the tool runs, but
also when it is closed. This means that other software that require access to tp0d cannot be
run on the same computer. Similarly, glassfish is run in each boot cycle, takes up memory

and slows down the computer.
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Figure 20. Xelas Energy Architecture.
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Figure 21. Xelas Energy GUIL

Xelas Energy can run on both Linux and Windows platforms. However, to run on
Windows, Cygwin64 [52] is needed as this tool is based on other items originally developed
for Unix-based systems. This also increases the installation footprint and impact on the
performance of the host computer. Experience shows that it is not possible for Xelas Energy
to share the same computer/laptop with other software packages in an efficient or effective
way. This means two computers need to be dedicated only for this tool. This is very
expensive and inefficient. These are some of the many poor aspects of this tool which stem
from the fact that it is salvaged from obsolete software and has a bad design.

The GUI is a webpage shown on an Internet Browser, as shown in Figure 21. Xelas
Energy’s design necessitates that everything is done through this browser interface. This
proves to be very limiting in practice. In contrast with Infotech tools which can be used sep-
arately, Xelas cannot be used to perform different tasks in parallel. All data changes, MMS
requests, GOOSE and SV messages are sent through a single interface. Following up these
tasks, confirming successful transmission and parameter update are very troublesome.

In addition to this design fault, Xelas has much more serious technical problems.
Firstly, it is almost impossible to fully grasp the operation principle of this tool. This means
simple steps such as creating an emulator can be troublesome. There are two ways of
creating an emulator. One way is by adding an IED first and then importing its properties
through Directory update. The second one is creating it by importing its ICD file. Both
options should work equally well. However, experience has shown that the former creates
a lot of problems during message exchanges. The company cannot provide a satisfactory
answer as to why this should be the case or why both options are provided if only one of
them works.

Another major problem with Xelas software is reliability. Following the same proce-
dures does not always yield the same results. Emulators are known to become unstable or
unresponsive with time. A working set up can become useless later. This is very critical for
researchers where the same level of consistency is required to reproduce research results
or pick-up from other projects and continue new investigations. In some cases, this time
window can be several months, and Xelas Energy has proven to be unreliable. This means
researchers need to reinvent the wheel every time which causes frustration and waste
of time.

The licenses are fixed to MAC addresses of the host computers. In contrast with the
flash key dongle approach taken by Infotech, this seems more convenient at first. However,
once a license is fixed, it cannot be transferred in any way. Should there be need to dispose
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of the host computer or upgrade to a new terminal, there is no way of transferring the
license. Xelas requires an annual service package to be purchased, if such a request is made
at any time. This is very limiting for use and an extra cost for research labs that tend to
change and evolve over time.

In addition to these terrible technical accolades, Xelas Energy has many other issues.
Firstly, it does not provide the simplest of tools required for IEC 61850 research. However,
the company is not honest about the contents of a purchase. For instance, even a simple
ICD editor is not included in the tool. If this is mentioned in a transparent way, that may
not be such a big problem. However, during our preliminary discussions, it is always stated
that the tool will include an ICD file editor. This fact is also mentioned in the technical
specifications that both parties agreed on for a determined price.

On the last day of bid submission, as shown in Figure 22, Xelas’s CEO Koert Bloom
sent a different quote with a much higher price. When we inquired about the inconsistency
in price, Mr. Bloom claimed that it was his mistake and sent another one with the originally
determined price. The catch is that the second quote did NOT include the ICD editor,
although it has always been part of the negotiations and it is clearly written in the specifi-
cations document. This old quote switching trick is not commonly used in research circles
and researchers are oblivious to such tactics. However, with Xelas Energy, researchers do
not know what they are purchasing, even until the last minute. Our experience should
be a warning for all potential customers. It is also important to note here that, despite its
terrible performance, Xelas Energy is much more expensive than its competitors, costing
roughly 10 times more than Infotech covered above.

Bid Submission Deadline 2.5 years after purchase

1

|

: Site visit: Contact
Startof | | First working but person is

Negotiations| 1 ; taken

; incomplete copy

i

1

i

i Timeline

1

Quote
switch trick

1stinstallation l l

package is received

==

l P | e

and crashed the Last contact Product still not
system with the delivered
company

Figure 22. Customer Service Timeline.

Another feature that is clearly missing and has not been provided after almost 3 years
is 9-2LE SV messaging capability. Xelas Energy cannot send 9-2LE SV messages in Windows
platform. When this was brought up during the site visit, the Xelas representative could
only manage to send 1 message per second, which is much less than the stipulated 256
and 80 samples per second in 9-2LE. What is more striking is that, although these sample
counts are very well-known and clear, they argued that what they are sending is, in fact,
9-2LE. This unreasonable and aggressive behavior is the modus operandi for Xelas Energy
and researchers should be very cautious of this.

A summary of customer service issues is given in Table 3 while Table 4 summarizes
overall experience with Xelas Energy software from technical, economic and reliability aspects.
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Table 3. Customer Service Issues with XELAS Energy.

Problem Example

There is no clear communication about anything:

- Delivery Date

- Next Update Release Date

- Which issues are being fixed

- What can the client expect in the next release, next month or
next year

Lack of Communication

- Emails are mostly ignored. On average, 1 reminder needs to be
sent to receive a response on any topic. For serious topics, 2 or
3 reminders is typical.

- Intentionally ignoring email contents, responding to a portion of
requests. On average, 30%—40 % of correspondence is taken into
consideration. Clients have to repeat the remaining 60%—-70% in
separate emails.

- Inability to comply with simple requests such as maintaining a
certain list of recipients in emails. This is also intentionally done
to leave clients out of the loop.

Unproductive Communication

- Hard to believe for a professional company. All personnel,

Ghosti
osHng including the CEO, practice this.

- Being super defensive whenever a bug or problem is brought up
(there are many)

- Accusing the client. instead of investigating the issue.

- Common responses include:

Belligerent and aggressive behavior “It works in my system.”
“You must have made a mistake.”
“The error is caused by 3rd party software we included. That’s

not our fault.”
“This feature may be promised in the contract. But the

dependencies we use do not support it.”
Clients have to be on guard constantly. Discussions, quotes, new
releases or any topic, in general, is subject to manipulation.

Dishonesty

Table 4. Xelas Energy Review Summary.

Evaluation Criterion Score Notes

Company claims it can emulate several clients
simultaneously, perform all IEC 61850 actions with IEC
—3—Insulfficient 62351 security
and Incomplete In reality, the software is very sloppy, unreliable, full of
bugs, cannot perform IEC 61850 tasks, e.g., sending 9-2LE
messages. ICD editor is not provided.

Tool Capabilities

More expensive than its competitors, roughly 10x more
Cost —5—Too expensive expensive; Company is not honest about the final price, it
is not delivered fully

The biggest reason to avoid Xelas Energy. Company has
serious attitude issues. They are unresponsive,
disrespectful and belligerent. Any complaint or request is
met with aggression or indifference.

Customer Service —5—Belligerent and Accusatory

The licenses are tied to MAC addresses of the laptops. In
Licensing —2—Bad case of laptop replacement, Xelas asks for extra payment
for license transfer.

Installation packages cause system crashes. Installation is
Ti . . not sufficient; a lot of customization is required for bare
ime required for Installation . . . s i
and Use —5—Terrible minimum operation. It is difficult for user to remember
operation.
The product is not fully delivered even after 2.5 years.

It never works as expected. Working setups become
unresponsive and unstable after some time. Since it has
many dependencies, any slight change in the system
creates serious issues.

reliability —5—Terrible
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This belligerent and unreasonable behavior has been the hallmark of Xelas Energy’s
customer service. As shown in Figure 22, after the payment was made, it took six months
for a working copy to be delivered, albeit incomplete and full of bugs. The first installer
sent was not working properly and crashed our testing terminal. Linux installer was such
a poorly written script, that it did not even add repositories or update versions. After
almost 3 years, the product is still not fully delivered. In spite of this, not once did Xelas
personnel or Koert Bloom, CEO, offer apologies or tried to make amends. The default
mode of operation is unfazed and unapologetic belligerence. During the first 6 months,
no working copy was delivered. All installation packages were faulty and at times caused
crashes in our host computer. Again, in all these cases, Xelas Energy’s customer service
either blamed the user, the dependencies which they included, or any other item. Owning
up or taking responsibility has never been experienced with this company.

3.3. ibIEC61850

In addition to the paid tools listed above, there are freeware available. These are
developed by researchers in the field and they are used not only by researchers but also
by some of the companies listed above. libIEC61850 [20] is one of the earliest in this area.
It is a robust tool with extensive documentation [53] which puts some of the paid tools
to shame.

libIEC61850 is the implementation of libraries required to run IEC 61850 clients and
servers. It is not only free but also open source, which is why it is a building block for
almost all paid tools. C language is utilized to allow portability. It can be run on Windows,
Linux or embedded systems. It has a Java-implemented version, although this requires
more resources to run [54].

The general library structures for server and client are given in Figures 23 and 24,
respectively. As shown, the respective server or client provided sits on top of the relevant
Application Programming Interfaces (APIs) and stacks. All of these can be mapped onto
different implementations such as Linux, Windows, Mac OS or user provided. Different
portions of the library are utilized to develop different tools such as stand-alone GOOSE
publisher /subscriber code, stand-alone SV publisher/subscriber code or conversion tool
that can convert SCL files to IED models [55]. Once the server and client models are
deployed, a services layer is used to run relevant services such as association, read/write,
reporting services, etc.

e A
User provided
server application
& >
( IEC 61850 Server AP
g =
IEC 61850 Services Layer (reporting, controlling, access control ...)
s
IEC
IEC 61850 61850/GOOSE
MMS Server Stack Data Model publisher/
subscriber
&
[ Hardware/Platform Abstraction Layer (HAL) - Sockets, Threads, Time, Ethernet, Files ]
Linux/ucLinux HAL WIN32 HAL Mac OS X HAL User provided
Implementation Implementation Implementation HAL Implementation

Figure 23. IEC61850 Server library.
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User provided _
C#/.NET/Mono application User provided
C application
( IEC 61850 C#/.NET API ]
( IEC 61850 C Client API ]
[ IEC 61850 Client Services Layer (report handling, control, data access ...) ]
: GOOSE
{ MMS Client Stack subscriberJ
[ Hardware/Platform Abstraction Layer (HAL) - Sockets, Threads, Time, Ethernet, Files ]
Linux/ucLinux HAL WIN32 HAL Mac OS X HAL User provided
Implementation Implementation Implementation HAL Implementation

Figure 24. IEC61850 Client library in libIEC61850.

Despite being very strong and providing a complete implementation of IEC 61850 li-
brary, libIEC61850 has a serious drawback. It is not a testing tool, per se. It is a building
block or stack development for further use by developers. Therefore, it has a very steep
learning curve and is not user friendly, by any means. Everything is code based, either in C
or Java. For instance, the coding in Figure 25 is requiredfor the IEC 61850 server model.

IedServer iedServer = IedServer_create(&iedModel);
IedServer_start(iedServer);

while (running) {
Thread_sleep(1l);
}

IedServer_stop(iedServer);
IedServer_destroy(iedServer);

Figure 25. IEC61850 Server Creation [55].

Here, iedServer is manually created and started in lines 1 and 3, while the loop corre-
sponds to the time when the server is alive and operational. Stop and destroy functions clean
the memory allocated to the server once it is not used anymore. It is also possible to do
this step by importing an ICD file into create function. Nevertheless, there is no GUI or any
interface to make these steps clearer and easier. Similarly, feeding values that are needed in
regular operation requires defining these parameters as shown in Figure 26. If there is a
GUI, this would be done by changing the parameters and a relevant MMS message would
be sent. libIEC61850 needs to be used with a high-level of programming knowledge. It
needs to be run through the command line. For instance, the following command should
be run to create a server from an ICD file: java -jar genconfig.jar Example.icd Example.cfg.

Servers and clients are created with commands and several actions can be performed
when they are alive, depending on the code used to create that particular client or server.
Figure 27 shows an SV receiver tool implemented in libIEC61850. Data visualization is
not very user-friendly, and it is cumbersome to perform control and monitoring with
these tools.
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float power = 500.f;

MmsValue* powerValue = MmsValue_newFloat(power);
MmsValue* powerTimestamp = MmsValue_newUtcTime(time(NULL));

while (running) {
MmsValue_setUtcTime(powerTimestamp, time(NULL));

IedServer_lockDataModel(iedServer);

IedServer_updateAttributeValue(iedServer,
IEDMODEL_Inverter_MMXUl_TotW_mag_f, powerValue);

IedServer_updateAttributeValue(iedServer,
IEDMODEL_Inverter_MMXUl_TotW_t, powerTimestamp);

IedServer_unlockDataModel(iedServer);
power += ©.1f;
MmsValue_setFloat(powerValue, power);

Thread_sleep(500);

Figure 26. Parameter Update via MMS Messages [55].

freapcd @freapod]-PC-VEZALLNN145H: ~/Desktop/libiecs1850-1.3.0/examples/sv_subscriber & ™ &
File Edit View Search Terminal Help

confRev: 1
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confRev: 1
Received Heasurement: &0

Figure 27. SV receiver tool in libIEC61850.

For this reason, there are two primary uses for libIEC61850. Firstly, developers use
it to develop tools on top of it. Researchers, on the other hand, tend to use it as an easy
interoperability testing tool for applications they have developed [56,57]. In these cases, not
much modification is required since libIEC61850 tools are used to validate the operation of
other tools such as successful receipt of a GOOSE or SV message. Table 5 shows evaluation
scores and associated notes.
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Table 5. libIEC61850 Review Summary.

Evaluation Criterion

Score Notes

Tool Capabilities

The library is thorough and constantly

5—Excellent updated with IEC 61850 revisions

Cost

N/A Free

Customer Service

Developer is active in their website and
3—Acceptable responds to questions, but the tool comes
with no guarantee or support.

Licensing

N/A No license is required.

Time required for Installation

It has a steep learning curve. Especially for
and Use 1—Challenging larger projects, long-time should be invested.
Easy testing is possible with example tools.

Reliability

The tools are robust and reliable. Even after

long periods of idle time, they work as
5—Excellent expected with no issues.

Interoperability tests with other tools also

proved their successful operation.

3.4. rapidl[EC61850

As the name implies, this tool is supposed to accelerate IEC 61850 modeling and testing
procedures. The developer claims [58] that this tool can be easily set up on embedded
systems such as raspberry pi. Once this is done, it is possible to import any ICD file and
emulate it on the platform that is running RapidIEC61850.

At first, it seems that the instructions are clear and the setting up should be straight-
forward. However, the authors have spent countless hours trying to set up the project
and debugging it. The files on github project site cannot be configured and compiled.
Authors have contacted the developer [59], and correspondence showed that there were
missing files and steps. Even after following the updated instructions, the tool cannot be
successfully configured and executed.

One of the issues is that the step where rapidIEC61850 should recognize projects and
import them, i.e., step 5 of the instructions, does not work. No project can be successfully
converted or imported. This issue has been reported to the developer, but no solution is
provided, and nothing is changed in the github package. Different combinations, such as
use of Eclipse on Ubuntu or Windows, have been tried to no avail.

Another important point is that authors have visited the lab at the University of Strath-
clyde where the developer, Dr. Steven Blair, works as a part of ERiGRID Transcontinental
access project [60,61]. The design of the collaboration required use of RapidIEC61850
for hardware-in-the-loop tests for a smart EV charging scheme based on IEC61850 [62].
Overall, this project was active for a year with 2 weeks of active lab tests in UoS. During this
time, the developer failed to provide a working copy of RapidIEC61850. This clearly casts
doubt on the validity of the claims about this tool as the results cannot be duplicated and
developer’s claims cannot be verified. Table 6 summarizes the review results for this tool.

It is important to note here that the loss of time and effort caused by RapidIEC61850
and its false claims are some of the main motivations for this review work. It is extremely
time-consuming and demotivating to work on such non-operational tools which claim to
work. A lot of resources are dedicated in research labs to set up and test the tools when, in
reality, they are not operational. It is vital for the researchers to share their experiences to
avoid such wastes of resources, both time and money, as well as inefficiencies.
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Table 6. rapidI[EC61850 Review Summary.

Evaluation Criterion Score Notes
Tool Capabilities 0—Very poor Tool does not work.
Cost N/A Free.
Developer does not answer questions or help
Customer Service 0—Very poor solve encountered problems, but they claim
the tool works, which is more confusing.
Licensing N/A No license is required.
Due to developer’s false claims and poor
Time required for Installation and Use —5—Terrible ﬁgg:g:ﬁ;:i‘?vr;’siteiz fgfgf:ieizzydoggor "
trying when it clearly does not work.
Reliability 5 Terrible The tool does not work but it requires long

investigations to discover this.

3.5. GoSV, 5-GoSV and R-GoSV

GoSV framework has been developed to build GOOSE and SV messages from scratch,
hence the name [63]. Manually building these messages with a low-level detail enables
cutting edge research where novel approaches are tested. Such novel ideas may include
adding new fields into the message body which may not yet be a part of IEC 61850 standard.
The tools available in the market, such as Infotech, have to adhere to IEC 61850 standard
for compatibility. However, this makes it impossible to try a new proposal in the IEC 61850
research field. This need is addressed by this tool.

The messages are built byte-by-byte following the description of respective payload
fields as defined in IEC 61850. Figures 28 and 29 shows structures used to build an SV
or a GOOSE message following the Tag, Length, Value (TLV) approach. Technical fields
that are required for transmission in the network or identification of the message are also
manually configured. Once this is done, the skeleton of the message is ready and it can
be transmitted with any payload, i.e., dataset that is sent via GOOSE and SV message. In
order to do so, it is required to perform socket programming and ethernet frame creation.
The steps required to execute these tasks are shown in Figure 30. The tool is developed and
run on Linux as it requires low-level access to network devices.

savPDL savPDLI Value
Tag 0x60 Length ¢
noASDU noASDU Value
Tag 0x80 Length ‘
Seq. ASDU | Seg. ASDU 4
Value
Tag 0xA2 Length alue
ASDU Tag ASDU Value
0x30 Length ‘
sviD sviD Value
Tag 0x80 Length g
smpCnt smpCnt .
Tag 0x82 Length ¥l
confRev confRev Value
Tag 0x83 Length alue
smpSynch smpSynch pdi
Tag 0x85 Length Value
Seq Data Seq Data .

Tag 0x87 Length Value
Data

Figure 28. Byte-by-byte structure of an SV message.
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GOOSEAPDU
Preamble (8 bytes) Tag (1 bytes)
Length (1 or 3 bytes)
- GoosePdu
D“t'":trn ety Tag Length | gocbRef [Max. 65 bytes)
(6 bytes) Tag | Length | timeAllowedtoLive (Max. 2 bytes)
Source Address Tag | Length | datSet (Max. 65 bytes)
(6 bytes) Tag Length | golD [Max. 65 bytes)
Priority tag and VLAN Tag Length |t (Max. 8 bytes)
ID (4 bytes) Tag | Length | stNum (Manx. 8 bytes)
Ether-type (2 bytes) Tag | Length | sqNum (Max. 8 bytes)
APPID (2 bytes) Tag | Length | test (Max. 1 byte)
Ethe. Length (2 bytes) Tag Length | confRev [Max. 8 bytes)
r-tyge Reserved 1 (2 bytes) Tag | Length | ndsCom [Max. 8 bytes)
PDU Reserved 2 (2 bytes) Tag | Length | numDatSetEntries (Max. 1 byte)
GOOSE APDU Tag Length | allData (Max. 65 bytes)
Pads bytes if Tag Length | Security [Max. 1 byte)
necessary Tag - lbyte
Length - 1byte
FCS (4 bytes)

Figure 29. Internal structure of a GOOSE message.

| Creation of frame socket l

!

| Construct Ethernet frame ‘

Initialize interface
requese ifieq structure

I |
I |
I |
I |
I |
I |
I |
I |
] |
I |
I |
[ |
I |
[ |
\ | Construct Ethernet header |
: with Ether type set to !
: GOOSE/Sample Value !
I protocol !
i

| ! |
] |
I |
I |
I |
I |
I |
[ |
] |
I |
I |
I |
( |
| |
I |
i |
I

I

I

I

I

Construct payload field
GOOSE/SV protocol

according to standard

!
Set destination MAC
address using sockaddr 1!

v
Send frame in to LAN

Figure 30. Socket Programming for message transmission.

The motivation behind building the GoSV tool is not to send regular GOOSE and SV
messages. As it is covered above, there are different tools that can achieve that. Instead,
the real focus is to be able to modify GOOSE and SV messages in such a way that different
cybersecurity techniques can be added and tested. There is no other tool that has the ability
to do this, other than S-GoSV. Some of these cybersecurity techniques are recommended in
newly revised IEC 62351 standard [64]. However, the tool is not limited by the contents
of the standard. Non-standard techniques can be implemented and tested [65]. Results
of such cutting-edge research work are utilized to revise and modify the standards. For
example, IEC 62351 standards recommended use of RSA digital signatures for securing
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GOOSE messages. However, research has shown that the RSA based digital signatures
results in larger computational delays and cannot meet the strict timing requirement of
GOOSE messages. Hence, researchers proposed symmetric key based MAC algorithms to
secure the GOOSE messages. The revised editions of IEC 62351 standards have adopted
MAC algorithms.

S-GoSV has the ability to establish secure connection between subscriber and publisher
by means of digital signatures. As shown in Figure 31, RSASSA-PKCS1-v1_5 is utilized for
this purpose, i.e., public key cryptography standard 1, version 1.5. To be able to carry the
new digital signature with the message, GOOSE ethernet frame is modified as shown in
Figure 32. With these changes, subscribers can check the authenticity of the publishers and
may opt to process or discard incoming GOOSE messages.

gooseAPDU Zooscat
DU
EMSA-PKCS1- Integer20ctetSt EMSA-PKCS1-

v1_5 Encoding ring conversion v1_5 Encoding

GOOSE
Message  GOOSE N
gooseAPDU Accept  Message I%—T')
\/ Reject ;;L
_ LAN — x
Receiver Device

Destination
MAC Address
6 bytes

Ether Type =
Ox88BA
2 bytes

SEQUENCE

Authentication
Value

Figure 32. Modification of GOOSE message contents for security.

Another security feature that is available in S-GoSV is message integrity. This is
performed with hash functions, e.g., Keyed Hash based Message Authentication Code
(HMAC) as shown in Figure 33, where the hash value is appended to the message body.
The hash value is also encrypted with a shared key between publisher and subscriber. The
subscriber can check whether the received message corresponds to the appended hash
value. If not, it shows that the contents have been changed during transmission. HMAC
is implemented with openSSL libraries which makes it possible to select other hashing
techniques. Researchers may modify the code and investigate different digital signature
or hashing techniques, their performances and operation. The main use of S-GoSV is for
answering such cybersecurity questions.
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r """ —--=—-=-—-"=—-=—-"=—-"=—-"=—-"=—="—=——= P T =" ="=7""="="7="="="=7"=—=
: ‘ Ethernet GOOSE PDU ‘ Ethernet : : Ethernet‘ GOOSE | MAC |[Ethernet
| | Header Header | | | |_Header PDU | value | Header
! | I
! I
| GOODSE APDU _ ! | Shared Ke
| n Extension |
fields
1 | y y | I
: l Hash value : :
! | I
! —& | | :":
I Shared key | MAC Algorithm I I
! T3o | I
: ° : : PDU Reject,
- __: _______ GOOSE Message T TTTTTTTTT I
| r
i 2| =, ) '
LAN IIlnIlIIII
I e

Breaker IED

Protection I[ED

Figure 33. HMAC for ensuring message integrity.

As mentioned above, these tools are developed in Linux and their use requires some
programming knowledge. This is especially true if the researchers would like to modify
the contents to try different techniques or approaches. Programs need to be compiled with
GCC compiler and run in terminal window as shown in Figure 34. These messages are
represented in bytes which are detected successfully by other tools such as Wireshark as
shown in Figure 35. Different messages sent by S-GoSV with security features are shown
in Figures 36 and 37. Interoperability tests have been performed with different tools across

Windows and Linux operating systems [63].

Py

root@crypto-HP-2000-Notebook-PC: ~/finalproegrams/sec-GOOSEPKCS1-v1_5
30:42:10:14:12:15:12:64:11:12:18:22:14:12:17:16:30:42:10:14:12:15:12:64:11:12:18
:122:14:12:17:16:30:42:10:14:12:15:12:64:11:12:18:22:14:12:17:16:

Sample Value (SV) Message Sent :

@1 0c:cd:01:03:ff:a0:b3:cc:c5:77:a1:81:00:80:00: 88 ba:40:00:00:6e:00:00:00: 00'00

:5d:80:0c:46
:00:87:40:30:4
12:15:12:64:11:12:18:22:14:12
$22:14:12:17:16:30:42:10:14:12:15:12:64:11:12:18:22:14:12: 17 16

Sample Value (SV) Message Sent :
:cd:01:03:ff:30:b3:cc:c5:77:21:81:00:80:00:88:ba:40:00:00:
80:01:01:32:57:30:5d:80:0c:46
85:01:00:87:40:

d.30.31:92 02
=2 =R =2

:00:00:00:00:60

0.30.42 10:14:12:15:12:64:11:12:18

$22:14:12:17:16:30:42:10:14:12:15:12:64:11:12:18:22:14:12:17:16:
Figure 34. SV Sender in Go-SV.

Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on
Ethernet II, Src: HewlettP_cS5:77:al (a®:b3:cc:c5:77:al1), Dst: Tec-TcS57_©1
8©2.1Q Virtual LAN, PRI: 4, DEI: @, ID: @
4 TEC6185@ Sampled Values
APPID: Ox4000
Length: 11e
Reserved 1: exeeee (@)
Reserved 2: exeeee (@)
4 savPdu
noASDU: 1
4 seqASDU: 1 item
4 ASDU
svID: FREA-GoSV-01
smpCnt: 3236
confRef: 1
smpSynch: none (@)
seqData: 384210141215126411121822141217163842101412151264...

@1 ec cd @1 @3 ff a®@ b3 <cc ¢5 77 al 81 @@ 80 @@  ........ .. Weoooo
88 ba 40 90 GO 6e 90 P20 ©° 090 60 64 30 21 81 a2 ..@..ﬂ.. R S
ST 3@ 5d 80 ©c 46 52 45 41 2d 47 6f 53 56 2d 3@ _©]..FRE A-GoSV-©
31 82 €2 ©c a4 83 €4 00 ©© ee el 385 1 ee 87 4@ leceeeees cennnan @
30 42 16 14 12 15 12 64 11 12 18 22 14 12 17 16 @B..... d ..."

30 42 1©¢ 14 12 15 12 64 11 12 18 22 14 12 17 16 eB..... d .

30 42 16 14 12 15 12 64 11 12 18 22 14 12 17 16 ©B..... d

30 42 10 14 12 15 12 64 11 12 18 22 14 12 17 16 @B..... d

Figure 35. SV Message transmitted by GoSV.
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Frame 3: 293 bytes on wire (2344 bits), 293 bytes captured (2344 bits) or
Ethernet II, Src: HewlettP_cS5:77:al (a®:b3:cc:c5:77:al), Dst: Iec-TcS7_e1
Reserved 1:

4 GOOSE
|Reserved][Reservedz | o
Reserved 2: RSASSA-

APPID: 0x0001 (1)

Length: 145
4 goosePdu PKCS1-v1_5
DS_TLV

Figure 36. Secure GOOSE Message by S-GoSV with digital signature.

Frame 1: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits) on
Ethernet II, Src: HewlettP_cS5:77:al (a@:b3:cc:c5:77:al), Dst: Iec-Tc57_e1
4 GOOSE

APPID: ©x©881 (1)
e Reserved1|[ Reserved2 | [ GoOSEAPDU

Reserved 1: @x@e26 (38)
Seq_Tag_Len

Reserved 2: @xf232 (62002)
4 goosePdu

gocbRef: FREA-GoSV,
timeAllowedtolLi : Auth_Tag_Len
datSet: FREA-
goID: FREAGOSV-1 HMAC-SHA256_DS_TLV
@1 oc cd @1 @3 ff ae b3 “cc c5 77 al 88 bs 00 @1 T S
ee 91 @O 26/ f2 3261 81~ 86 86 1a 46 52 45 41 2d . ..&.2a. ...FREA-
¥ 3 4 GoSV-1 / LLN@3$GO$

47 6f 53 56 2d 31
67 63 62 306 31 e
2d 47 6f 53 56
415 8

gcbel... .@..FREA
-GoSV-1 /LLN@$GO
OSEl..FR EA-GOSV-

4 o3
4 285 2@ 43 aa b4a d9 45 57 e6 c8 €5 bl be
B8 2d 67 b7 c8 @e 32 35 7d 87 86 72 66 81 cb 39
Be 76 7c 80 eb

Figure 37. Secure GOOSE Message by S-GoSV with hash value.

The final addition to this tool is routable messages, R-GOOSE and R-SV, as per IEC
61850-90-5 rules. These messages are used to secure phasor measurement unit communi-
cation and follow the structure shown in Figure 38. Once implemented, R-GoSV toolbox
is able to send regular and secured (encrypted) R-GOOSE/R-SV messages as shown in
Figures 39 and 40, respectively. It is important to highlight here that, in the latter case, the
message cannot be successfully detected since the contents are encrypted.

In short, the GoSV tool is able to create custom GOOSE and SV messages. These can
be secured with S-GoSV and made routable with R-GoSV. Tools are used via the command
line, similar to libIEC61850, and modification of the samples requires a high-level of
programming knowledge. It has features that are unique for cybersecurity considerations
in IEC 61850 communication networks. Table 7 summarizes these findings.

Table 7. GoSV, S-GoSV and R-GoSV Tools Review Summary.

Evaluation Criterion Score Notes

Only GOOSE and SV messages, but routable options as well

Tool Capabilities 2—Limited focus as cybersecurity features are available.
Cost N/A Free.
Customer Service 3—Acceptable Developgr is active and responds to questions, but the tool
comes with no guarantee or support.
Licensing N/A No license is required.
Time required for Installation and Use > Difficult Tools are ready for use with default options. However,

modification requires learning socket programming in Linux.

The tools are robust and reliable. However, they have many
dependencies such as openSSL or GCC and these may cause

Reliability 4—Good issues.
Interoperability tests with other tools also proved their

successful operation.
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LI (0x01)

TI (0x40)
SI — Session Identifier
LI - Length Identifier
o Common header (0x80)
|
|

LI - Length Identifier
SPDU Length >

4 bytes J

SPDU Number [
4 bytes ‘

Version Number

2 bytes

Time of Current Key
4 bytes

Time to Next Key
2 bytes
Security Algorithm
2 bytes
Key ID
4 bytes
Length -
4 bvtes
Pay load type
Simulation
APPID
2 bytes
APDU Length

2 bytes

oo -

£ 3

SVAPDU/ GOOSE
APDU

- ———
ke — — —

Signature
Length of HMAC
HMAC

Figure 38. Session Layers in IEC 61850-90-5.

Frame 1: 223 bytes on wire (1784 bits), 223 bytes captured (1784 bits) on interface @
Ethernet II, Src: HewlettP_c5:77:al (a@:b3:cc:c5:77:al), Dst: NecPerso_8a:1f:2f (fc:61:!
Internet Protocol Version 4, Src: 192.168.1.3, Dst: 239.191.105.186
User Datagram Protocol, Src Port: 56017, Dst Port: 182

Source Port: 56017

i 122[ Ethernet headers || IP headers|| UDP headers|

Checksum: @xd73b [unverified]
[Checksum Status: Unverified | Length and Transport |DS|
[stream index: @]

4 Data (177 bytes) (1) Session ldentifier
Data: ©14@a118881 ie@eL e (2) Length Identifier
. 3) Common header
[Length: 177] / / }4] Length Identifier  —
fc 61 93 8 e8.-o/v. ..w.. (5 SPDU Length
cd 6b a1 ee MoA ..k..{ _______ EG} SPDUNumgI:\er
%J,E a8 Z 4 Iﬁa} 18 80 1; iee..Fa. .3.@. E{ .I\r_';arsim-;gumhetr'(e
28 a7 ee - =) T | B . e e e _I‘I‘IEO urren Y
jgmmj 20 06 'be 00 00 9312]66 93 ggs o ﬁj ) Bb?s' ............. “:L T_,:'"e °|f N:l’“ Kﬂ:
61 81 56 80 la 46 52 45 41 2d 47 6f 53 56 2d 31| a FRE A-GoS' {11= K:;:II;W gorithm
20 2f 4c 4c 4e 3@ 24 47 af 24 67 63 62 3@ 31 81 /LLN@SG 0SgCb! (15 | enath
3 @0 9c 40 82 18 46 52(1735 41 2d 47 6f 53 56 2d| ...@..FR EA-GO! (13 pavicad type
31 28 2f 4c 4c 4e 3@ 24 47 4f 4f 53 45 31 83 @b| 1 /LLN@$ GOOSE (14) Simulation
6 52 45 41 2d 47 6f 53 56 2d 31 84 @8 38 6e bb| FREA-GOS V-1..! (15) APPID
f3 42 17 28 @a 85 ©1 @1 86 @1 @a 87 @1 @@ 88 @1 [ - P (16) APDU Length
1 89 @1 @0 8a @1 88 ab 20 83 @1 90 84 ©3 83 89| ........ «++s (17) GOOSE APDU
83 91 @0 B4 ©3 O3 @0 @@ 83 @1 @0 54 ©3 03 88 ........ ..... (18) Signature

83 91 @0 B4 ©3 03 @0 @0 85 @0/ @2 Se 82 15 ————>.~ (19) Length of HMAC
e (18) (19) i "_F'CS Fields

Figure 39. R-GOOSE without security by R-GoSV.
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> Frame 1: 216 bytes on wire (1728 bits<), 216 bytes captured (1728 bits) on interface @
> Ethernet II, Src: HewlettP_c5:77:al (a@:b3:cc:c5:77:al), Dst: NecPerso_8a:46:ee (fc:61:
Internet Protocol Version 4, Src: 192.168.1.3, Dst: 239.191.105.186

4 User Datagram Protocol, Src Port: 56017, Dst Port: 182
Source Port: 56017
Destination Port: 182 T
Length: 182 [ Ethernet headers|| IP headers|[ UDP headers
Checksum: @xd73b [unverified]
[Checksum Status: Unverifie
[Stream index: @]

4 Data (174 bytes)
Data: e@l42a05843
[Length: 174]

[ Length and Transport IDs|

8f23d63e@7349

Encrypted Session
__—"" Header and data

[fc 61 98 8a 46 ee a® b3 < ;:};?"1 =] @]la5 aa ,»1( F.

[@@ ca 6b al 90 90 80 11 c@® a 1 83 e e -

|69 balda d1 @@ 656 @@ b6 d? 4e|a9 43 ae m PC. Slgnature Tag
f3 8f 23 dé 3e ©7 34 98 75 7c 55 48 6c ] o|fH1

a9 e@ 7e B8e 7T 3e 16 @2 31 9: 2h 4e dc 48 ff c9
98 30 2e 26 39 b6 83 7f @5 3e ef 9e 57 41 c1
@f 7c 9d e7 cc 31 ab b8 85 cc e4 6e fd 4c <&
25 8e 98 8 2e af cb a®@ ©a 16 94 1f 2 ed 6e

==~ | length

57 77 1f 7a c1 24 aa 1lc 6Ff 27 41 ec dB8 & HMA
2a 95 ea 7c 50 cf 66 al 7433 7 b C
@@ d4e 94 e2 19 33 7f 1% g value

88 ea B2 1a 88 27|85
22 c3 c@ 48 75 46 3@
2879 fed9s154bba 000

Figure 40. R-SV with security features by R-GoSV.

4. Network Emulators

This section presents an overview of two widely used network simulator tools for IEC
61850 communication networks, namely Riverbed Modeler and a much more cost-effective
alternative, Netsim.

4.1. Riverbed Modeler (Formerly Known as OPNET Modeler)

Riverbed Modeler (formerly OPNET modeler) is a Proto-C based object-oriented
network simulator software [66]. It provides high-fidelity modeling, scalable simulation,
and detailed analysis of a broad range of wired and wireless networks.

Riverbed Modeler contains editors such as Project editor, Node editor, Process editor,
and Open model source code for detailed customization of the communication network.
Figure 41 illustrates different editors in Riverbed Modeler. The project editor is used to
design the overall architecture of the communication network. The Riverbed Modeler has
a very rich library with node models for different communication network components
such as switches, routers, links, servers, etc. Custom nodes can also be developed and
added to the library using the node editor. Node editor consists of different blocks, each
depicting a process. The process of each block can be edited in the process editor tool of the
software. Thus, using this tier level modeling approach, different customized node models
can be developed.

In the literature, Riverbed Modeler has been extensively used to model and evaluate
the performance of IEC 61850 communication networks. The library includes a wide
variety of wire and wireless communication models. Basically, the rich library of Riverbed
Modeler has provided off the shelf nodes to exactly model different IEC 61850 based IEDs.
The ‘ethernet_station_adv’ node from library is used to model the Merging Unit (MU) IEDs
which generate the GOOSE and SV messages which are layer 2 messages directly mapped
to Ethernet layer. Figure 42 shows the node model used for modeling MU IEDs. Similarly,
‘Ethernet_workstation_adv’ node model is used to model other IEDs which exchange MMS
messages having complete OSI stack. Figure 43 shows the node model for IEDs generating
MMS messages.

The traffic in the Riverbed Modeler is set by using ‘Application Config’, ‘Profile Config’ and
“Task Config’ nodes. In ‘Application Config’ different traffic attributes such as inter-arrival time,
size of packet, etc., for each application can be defined. The different applications defined in
"Application Config’ are grouped for one particular node in ‘Profile Config’. Figure 44 shows
Profile configuration in Riverbed Modeler. Using these options different types of traffic can
be configured.
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Figure 41. Different Editors in Riverbed Modeler.
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- Number of Rows
# Sub_SV
# Sub_GOOSE
# Sub_Statusupdate
I # Sub_FTP .
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Figure 44. Profile configuration for different messages.
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Riverbed Modeler provides a variety of performance statistics for the simulation. It
provides the option for global level, node level and link level statistics such as End to End
delays, throughput, packet loss, etc., at each protocol level.

One of the important features of Riverbed Modeler is the System-in-the-Loop (SITL)
module. SITL provides an interface for connecting real network traffic (hardware and
software applications) with discrete event simulation traffic inside Riverbed Modeler
Simulation. It extends the scope of Riverbed Modeler functionality by enabling technology
testing and training. The SITL functionality of Riverbed Modeler has been exploited by the
researchers to interface the real/emulated IEC 61850 IEDs with communication network
inside the simulation.

Riverbed Modeler has also an academic edition which is available freely for education
use. This version has limited capabilities and limited libraries. The advanced libraries and
features such as LTE, Wimax, SITL module are not available. Furthermore, the node and
process editors are not accessible, hence custom nodes cannot be created with the academic
edition. Nevertheless, the academic edition is still well equipped for carrying out basic
simulation studies.

Opverall, Riverbed Modeler has been an effective tool for modeling and testing the IEC
61850 communication networks. Table 8 summarizes its features.

Table 8. Riverbed Modeler Review Summary.

Evaluation Criterion

Score Notes

Rich library, node and process level

Tool Capabilities 5—Excellent editing capabilities
Cost 2—Expensive Expensive
Customer Service 4—Acceptable Customer support is good. Responds to all queries.

Tied to MAC address or floating licenses over

Licensing 4—Acceptable
a server
Time required for Installation and Use 5—Excellent Installat}on Packages are reliable.
Installation is very smooth.
Reliability 4—Good Very Good.

4.2. Netsim

Similar to Rivered Modeler, NetSim is also a commercial network simulator tool
with similar features [67]. NetSim is also a GUI based simulator tool with a rich library.
The user interface is friendly and readily deployable as shown in Figure 45. NetSim has
three versions: academic, standard and pro. The academic version only includes basic
libraries /components and is limited to 100 node simulation scale. The standard version
includes all the libraries/components and simulation scale is 500 nodes, whereas the
perversion has simulation scale of 10000 nodes. For the IEC 61850 research evaluations, the
standard version is the most suitable option.

The licenses are managed through a license server as shown in Figure 46. The benefit
of this approach is that different terminals can run NetSim easily, provided that they do
not work simultaneously. For dynamic research labs, this is a very useful feature.

Compared to Riverbed Modeler, the library of NetSim is smaller. However, all the
basic and essential node models for different advanced wired and wireless technologies
such as 5G, cognitive radio, etc., are available. The NetSim software does not provide
any process or node level editors. Thus, the task of creating custom nodes in NetSim is
cumbersome. Network emulator feature is add-on in NetSim software. The Network
emulator feature allows NetSim simulation to interface with real traffic, i.e., hardware.
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Figure 46. Netsim License Server Configuration.

Despite some lesser features compared to Riverbed Modeler, in the context of IEC 61850
communication network modeling NetSim has all the features and is a very cost-effective
alternative. It can be utilized to model and test complex IEC 61850 communication networks
such as the microgrid energy management system shown in Figure 47 [68]. Table 9 provides
the review summary of the NetSim network simulator tool.

Table 9. NetSim Review Summary.

Evaluation Criterion Score Notes

Rich library, node and process level

Tool Capabilities 5—Excellent editing capabilities

Costs 20% of its competitors’ price. Libraries are

Cost 4—Acceptable not as rich but worth the cost.
. - Customer support is good. Responds to all queries.
Customer Service 4—Acceptable Online tutorials are available after purchase
. . License server with PC dongle or tied to
Licensing 4—Acceptable MAC address
Time required for Installation and Use 5—Excellent Installation packages are reliable.

Reliability 4—Good Installation is very smooth.
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Figure 47. IEC 61850 based microgrid Energy Management System Implemented in NetSim.

5. Critical Comparison of the IEC61850 Testing Tools

Based on the lengthy and detailed review presented above, this section renders a
final verdict on every tool covered in this paper. This is intended to help researchers and
practitioners make an educated decision while choosing a test tool. Needless to say, this is
purely academic and is an effort to contribute the acquired experience into the literature.

As shown in Table 10, there are three major types of IEC 61850 testing tools. The
first one is the Network Analyzer. In this field, Wireshark is the pioneer as it is free, has
great performance and is easy to use. It also has an active online community. Therefore,
troubleshooting rare problems or getting help with novel ideas is straightforward.

Table 10. Critical Comparison of IEC 61850 Tools.

Type Tool Final Verdict
Network Analyzer Wireshark The one and only. Free too!
Infotech Very good investment, strong tool!
Bed e e compar
IEC 61850 Emulators libIEC61850 If you are programmer, very strong and flexible
rapidIEC61850 Do NOT waste time with this useless tool!
(5-R)Go-SV Very robust for GOOSE and SV messages
Riverbed Modeler Very costly. Trial version is a good option.
Network Emulators As strong as Riverbed Modeler (at least for IEC
Netsim 61850 communication networks), cost effective,
easy to use!

When it comes the IEC 61850 emulator tools, the market certainly has a wide spectrum.
Of the paid tools, Infotech is the reliable, cost-effective and researcher-friendly option.
Despite being ten times costlier, Xelas Energy does not provide even the most basic IEC
61850 services. The negative attitude of the company and its personnel is definitely a more
important reason to avoid them at any cost.

The free tools are generally good, such as libIEC61850 and Go-SV. They require some
programming skills, but simple tasks can be performed by tweaking the provided samples.
The biggest pitfall in this category is tools with dishonest claims that cause waste of time
and resources, such as rapidIEC61850. Despite the claims of the developer, this tool does
not work, and researchers should save their patience and energy for more productive tasks.
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Finally, both Network Emulators perform very similarly for IEC 61850 communication
network evaluations. Riverbed Modeler has a very rich library with a greater number of
nodes. The process model and attributes in Riverbed Modeler are superior compared to
NetSim. However, for IEC 61850 based communication networks the performance of both
the simulators is acceptable. They are easy to use and improve research results significantly.
This is due to the fact that they convert in-lab tests to pseudo-real-life tests with traffic and
physical distance. Of the two, Netsim is the more cost-effective option.

6. Conclusions

There are an increasing number of research tools available in the market. Some of
them are licensed while others are open source. Selecting the correct tool for any research
is critical and can save a lot of time and effort. Therefore, benefiting from the experiences
of other researchers who are familiar with these tools is very important. There are different
works in the literature that provide a comparative review for different, and typically quite
narrow, fields. This paper fills a huge knowledge gap by providing a comparative review
for IEC 61850 research which is a very popular field.

The authors’ experience with IEC 61850 tools available in the market has been a mixed
bag. While some have caused either, or both, loss of time and funds while, others turned
out to be good investments. This work shares these valuable insights that requires a lot
of time, funds and effort to gather. Instead of reinventing the wheel, readers can benefit
from this experience. Overall, this will massively increase efficiency of research projects
and save a lot of time and money.
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