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exchanges can be verified, but not the timing performance. This is because the messages do
not travel over realistic distances as they should in industrial applications. By design, tim-
ing is a very important part of IEC 61850 message exchanges and needs to be investigated.
While it is not possible to use cables that are several meters or kilometers long in the lab to
replicate realistic situations, it is possible to insert network emulators in between. As shown
in Figure 4, in this fashion, messages travel over long distances through networks with
traffic. This ensures that timing performance of IEC 61850 messaging can be examined.

Message Message
) G

Electric Vehicle Charging Station

Network Emulator
(real distance and traffic)

Figure 4. Realistic network and traffic design with Network Emulator.

The software tools for these three distinct steps are reviewed in the next sections.
Technically, network sniffers can be classified as another category, but WireShark [44] is
so dominant and works so well that it is the only tool used in the trade. It is also freely
available. There simply is no reason to try any other tool. It is efficient, effective and comes
at no-cost.

3. IEC 61850 Modeling and Emulator Tools

In this section, tools that can develop and run IEC 61850 device models are critically
analyzed. Several factors have been taken into account such as capabilities, cost, time
required for setup and customer service. The last two factors are especially important for
free and paid tools, respectively.

3.1. Infotech

Infotech is a small company that provides several tools for IEC 61850 testing [45]. The
software can only be run in Windows which is the biggest limitation of these tools. There
are six different components that come with this package, as shown in Table 1. What is
most striking about Infotech tools is their simplicity, ease of use and cost-effectiveness. These
will be explained below.

Table 1. InfoTech IEC 61850 Software Package.

Name Description
ICD Editor Create and modify ICD files
61850 Avenue Emulates Client Devices in IEC 61850 Network
SCL Runner Emulates Server Devices in IEC 61850 Network

Simple interface to send /receive GOOSE
GOOSE Sender /Receiver messages with different variables and
configuration settings

Simple interface to send/receive SV (9-2LE)
SV Sender /Receiver messages with different variables and
configuration settings

ICD Editor is a strong editor tool that can be used to generate or modify ICD files. It
has a simple user interface as shown in Figure 5. It gives a tree view of any device. Logical
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Devices (LDs) and Logical Nodes (LNs) can be added as shown in Figures 6 and 7. It is

also possible to add Control Blocks (CBs) and Data Sets (DSs) as shown in Figure 8.

#. 61850 ICD Editor - UPFCicd - O
File Edit View Help

M inve s 2 XY@

X

v ®# UPFC_controller » | Indicates if this LN is a
v LD LDO proxy
LN LLNO Single point status (SPS)
v LN LPHD1
DO PhyNam
DO PhyHealth
DO Proxy
LN ARCO1
v LN ARCO2
DO Beh
DO Loc
DO Qspt
DO TapChg
LN MMXU1
LN MMXU2
LN AVCO1
LN PVSC1 v

Figure 5. General view of ICD Editor.

[ 3

File Edit View Help

A
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DO Proxl  Type I[EC 61850-7-4 v|

LN ARCO1

|EC 61850-7-4
v LN ARCO2| | ogical Devic SIS
DO Beh |EC 61850-7-410
DO Loc |IEC 61850-7-420
DO Qspt
DO TapChg
LN MMXU1
LN MMXU2
LN AVCO1
LN PVSC1 .

Figure 6. Adding Logical Device from IEC libraries.

The only limitation of this tool is that LDs can only be added from published IEC
61850 libraries so that they will be compliant with the standard. When developing novel
IEC 61850 models for devices that are not yet included in the standard [46-48], this becomes
a barrier. One possible way to work around this is by using the XML editor capability of
the ICD editor tool. This shows the XML rendition of the ICD file created as shown in
Figure 9. Following the XML rules, it is possible to add novel LDs and LNs into an IEC
61850 model. This approach provides all the necessary capabilities for ICD editing in the

IEC 61850 research field.
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Figure 7. Adding Logical Node from IEC libraries.
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Figure 8. Creating a DS within IDS based on LDs and LNs.

Once necessary ICD files are prepared, 61850 Avenue and SCL runner tools are utilized
to emulate client and server devices, respectively. Proper connection can be established,
local data changes can be reported to the remote terminals and necessary instructions can
be sent. All the actions can be observed in real-time and messages can be captured in the
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network. Figure 10 shows how one or more clients are emulated in 61850 Avenue. One
device (laptop or pc) can emulate several clients but only a single server.

-

# XML eaitor - *
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! - £
J has oo E (& =7 I# ¢ ‘@
1| k?xml version="1.0" encoding="UTF-8"2>
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3 <Header 1d="" revision="1" version="0" rLoolID="INFO TECH ICD Editor” name3tructure="IEDName'">
4 </Meader>
S E <Communication>
6 <SubNetwork name="S1">
7 <ConnectedAP iedName«"UPFC controller”™ apleme<"P1%>
8 Address>
-] <P type="IP">127.0.0.1</P>
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11 <P type="0SI-AP-Title">1,3,9999,23</P>
12 P type="0SI-AE-Qualifier">23</P>
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14 <P Lype="0SI-SSEL">0001</P>
15 <P type="0SI-TSEL">0001</P>
16 </Address>
17 </Connect edAP>
18 </SubNetwork>
19 </ Communication>
20 § <IED name=="UPPC_controller" configVersion="1.0% type="" manufacturer«®" desce""> >
21 <Services>
22 <DynAssociation/>
23 <SettingGroups/>
24 <GetDirectory/>
25 <GetDataldbjectDefinition/>
26 <DataObjectDirectory/>
27 <GetDataSetValue/>
28 <DataSetDirectory/
29 <ConfDataSet max="0"/>
>
|
Figure 9. XML editor available in ICD Editor tool.
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Figure 10. Avenue Interface with Server Information.

It is possible to add multiple servers on the left to which Avenue should connect as
a client. With the recent update, this connection can use Transport Layer Security (TLS)
with certificate authentication, and a private key. Once the connection is established, server
device data model can be explored, and the current data values can be read. If there is a
change in the parameter values this is denoted with blue ink.

As shown in Figure 11, it is possible to create new data sets from the server’s data
objects. It is also possible to set up reporting conditions based on data sets defined in the
server’s ICD file or created in Avenue. It goes without saying that it is possible to send

control commands as

real or test messages as shown in Figure 12.
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Figure 12. Control Commands sent as real or test messages.

On the server side, SCL Runner is running the ICD file of the server and emulating
it. As shown in Figure 13, several servers can be added with their ICD files and IP
configurations. At any given time, only one can be launched, and the computer emulates
that particular device.

Avenue and the SCL runner can be run on different platforms or as a loopback setup.
In either case, when the client and server are connected, the parameters can be edited, and
changes can be observed on the opposite side. If the server makes the changes locally, client
receives updated information in blue ink, as shown in Figure 11. On the other hand, client
can ask for a parameter to be changed in the server, which is reflected inside the server if
this modification is allowed.

GOOSE and SV messages can be triggered from Avenue and SCL runner tools as
long as the message configurations are done within ICD files, such as goose control block
GOCB. However, sometimes researchers would like to focus on the message design and
their contents, more than on full-fledged ICD file development. For such cases, there are
simple sender and receiver tools for both GOOSE and SV messages. As shown in Figure 14,
GOOSE sender has a simple interface where network parameters of the message can be
easily configured. Furthermore, GOOSE block data set can be created by adding parameters
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» LM DbDICERZ

Start server

from a drop-down menu. When the transmission starts, the tool starts sending GOOSE
messages through the chosen network adapter. Initially, only simple GOOSE messages

could be sent. However, with the recent update, routable-GOOSE, R-GOOSE, can also be
sent with tunneling options.

Moo ec o

Vanable oe auto | Cycke[5] |Fermula
R LPHO 14T Rrealtngstial Ok
W LPHO1SSTSPhytesiths | D0000D00C000C {gocd arocess)
~ LM P LPHOLSTERIS | 20210315 05065115
oSt
il PHOSTroxy et e
AN pMHall {geod.
LN Ceaeat N, LPHO ST Praxy St 20210316 05:06:51.148
N Loz
LB Protcs LPHO1DCHhyNamsrendor | INFO TECH
ey LPHO14DC SPhytiamshweiey | M /2008]1
L D1 .
N DICEIoL LPHD 14DC$PhyNamSswiey | SW/2008/1
W 135T0CT LPHO 160G ShyamSemthem 000172008
LN 13GFTRCL LPHD 15DC sPhyHealthsd. oK
LM ObjLCSWI
LN OpjucsR
LM Oty .
LM Obj3CSWT2 ¥ 61850 5L Runner - Control Panel

File Server Configuraion Help

W= 200 & 7|

IED Name P address TP mask RCE Indexing  Boat tme [ms] Manufacturer Tyoe Status
Hom w001 155250 Dot D IFOTECH  Se1sSIfa.. Auving

O sattery  152.158.0.1 265.255.255.0  Default L] Hat created
Oen 15156015 255355050 Defak D Not ceated
i 15105 3653850 Defadi 0 ot reatnd |

IED: Dema IP: 127801 Runming

Figure 13. SCL runner emulating a server.
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Figure 14. GOOSE Sender Interface.

The receiver tool’s interface, as shown in Figure 15, is almost a mirror image of the
sender. The only difference is that everything is read and shown, not editable. The receiver
can detect available streams in the network, depending on the selected adapter. Once
subscribed, the contents of the GOOSE message are shown in a user-friendly manner. As
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shown in Figure 16, the tool also has a parser window for viewing more technical details of
the message.
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Figure 15. GOOSE Receiver Tool and Stream Detection.

i -

p @@ ’ ' @ Moot ncinpher [Emarat HAC CZ 3080 115260 =] : p@ o + ?( @ Menaah adsgns (et NAC. €2 3030 11 23F0 =] :
T a— - —l 1me [ GO0SE
,,,__, = | sen 2 e | stan i 3] 1 - et ST 1) m [@» 3
torce  [Timim 370 Om L [0 g s [ 3 || sowee [ Foaz -] st [T 3
Devinger 3 T3 e — —— S | osas [iwmcse Scun £
B forszoatrdon - F ke [[Ni01 R |1 |
ey [ g g__]* ' g w =3 Mo, [FRT2]
> & , : = e [@E12080 20 ST oce [N~
o § e
» i
prre— = J
Data dewr L 3
x Type | Valwe E
ey T e [ Tamua Duta retervacs
| tjroar o
T 3tca 3
[ 3o T3
Ao s

-k

Figure 16. Message Parsing in GOOSE Receiver Tool.

These sender and receiver tools need not be used as a pair. They are interoperable
with any valid GOOSE message. Therefore, they offer a very convenient method of testing
when the main focus is sending and receipt of messages.

SV Sender and receiver tools, (see Figures 17 and 18), operate in almost the same way,
with a significant difference. Industry has agreed on a very limited implementation of
SV messages that is called 9-2LE, i.e., limited edition [49]. This is due to the fact that, in
their general definition, SV messages are very general, and industrial partners found it
hard to implement. Following this trend, SV sender and receiver tools can only deal with
9-2LE messages. For industrial purposes, this ensures capability. However, as in ICD editor
tool, for cutting-edge research it creates a handicap. Novel SV message designs and their
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operations cannot be implemented or tested, e.g., use of SV for much slower messages such
as EV charging signal [50].
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Figure 18. SV Receiver Detecting 9-2LE streams.

In addition to technical properties, this work evaluates these tools in terms of cost,
customer service, experience with the company, etc. The overview of Infotech tools evalua-
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tion is given in Table 2. From this perspective, it can be easily said that Infotech passed all
these fields with flying colors. Firstly, the cost of the entire suite is very reasonable. The
company is very responsive and communicates well. They acknowledge the receipt of
payment, and then follow up with product delivery, licensing and shipping of physical
keys as shown in Figure 19. The only negative aspect of Infotech products is that these
keys are the purchased value. In other words, if these USB flash keys are lost or became
unresponsive, the customer would bear the cost of another purchase. That being said,
dongles have an advantage, where the tools can be installed in a number of computers and
keys can be carried with ease, instead of carrying the computers around. This definitely
has advantages along with drawbacks.

Table 2. Infotech Tools Review Summary.

Evaluation Criterion

Score Notes

SV sender and receiver tools only
support (9-2LE)

Tool Capabilities 5—Excellent ICD Editor only supports standardized LN,
LDs. XML editor should be used for novel
LN/LD designs
Cost 5—Great Value for Money Infotech costs 10 % of its competitors but does

the same job in a reliable and better way

Customer Service

Online Training is available immediately after
4—Responsive and Active purchase, Updates are sent by the company in
a proactive way

Licensing

USB flash keys are used for licensing.
3—Convenient Malfunctioning or loss is always a possibility. It
also makes the use of several platforms easier.

Installation packages are reliable. Installation
takes less than 15 min. Any person with basic

Time required for Installation and Use 5—Very Robust and User friendly IEC 61850 knowledge can master the tools in a

day. Online training is also included with
the purchase.

The tools are robust and reliable. Even after
long periods of idle time, they work as

Installation is very smooth. 5—Excellent expected with no issues.

Interoperability tests with other tools also
proved their successful operation.

In terms of customer service, Infotech is very responsive and helpful. The company
set up online training sessions within one week of purchase. The trainers extensively
discussed the capabilities and use of these tools. Most importantly, the use of the tools is
intuitive, and they are reliable. The menus, icons and menus are very easy to master and
remember. Once this is done, it is convenient to use these tools daily, or only once in a
while. Sometimes, research projects go cold, and researchers want to revive them. Infotech
tools proved to be easy to remember and reliable to work even after months of non-use.
Despite being taken for granted, these qualities are not always present, as will be seen in
the next tool.

3.2. Xelas Energy

Xelas Energy software is a scavenged tool from old communication emulation pro-
grams. Bootstrap solutions are developed to emulate IEC 61850 servers and exchange IEC
61850 messages. It is also claimed that IEC 62351 cybersecurity requirements are built
into this tool. However, it is not possible to over emphasize that Xelas Energy is reuse of
an obsolete software. It is not a freshly developed tool and this manifests itself in all as-
pects such as poor performance, little to no reliability and very low user-friendly interface.
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Surprisingly, these are not the worst aspect of Xelas Energy, but customer experience and

interaction with the company. Firstly, technical capabilities will be presented.

Figure 19. Infotech Flash Keys.

This tool is provided as a collection of different packages in one installation file.
Contents are not clearly listed and there are many dependencies. As shown in Figure 20,
the tool is not self-contained but is a collection of different things. The GUI is provided by
an Internet Browser, as the tool does not have its own GUI Energy Management System is
not relevant to anything, although it is always mentioned in documentation along with the
tool itself (see Figure 21). Its operation depends on the Glassfish [51] server which, then,
communicates with IEC 61850 stack to exchange messages. This requires tp0d to be utilized.
Due to bad design of Xelas Software tool, tp0d is not only occupied when the tool runs, but
also when it is closed. This means that other software that require access to tp0d cannot be
run on the same computer. Similarly, glassfish is run in each boot cycle, takes up memory

and slows down the computer.
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Figure 20. Xelas Energy Architecture.
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